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Abstract

Mobility of wireless services allows their use anywhere and anytime via portable
terminals. 3G (Third Generation) technologies with increased transmission
speeds are expected to increase the revenue from wireless services significantly
for all actors involved in business, especially as they will enable new kinds of
services based on versatile business models. A business model is architecture for
the product-, service- and information flows, including a description of the vari-
ous business actors and their roles, the potential benefit for the actors and the
sources of revenue.

Success in the wireless business requires combining an appropriate business
model with an attractive terminal and content, and offering it to the user as an
appealing service package. Companies have to select their role and partners in
the business network carefully by taking into account the diversity of terminals,
networks and software. A large variety of technologies combined with the need
to save costs and a faster time-to-market leads towards open interfaces and stan-
dards to allow interoperability between different operators and networks, and a
predominately component-based approach to service development.

The aim of this thesis is to analyse how wireless services can be developed more
efficiently in the context of 3G networks by focusing on the actors’ roles and
component-based development. The business models and roles are illustrated in
this research with the aid of two types of wireless services that are under devel-
opment for 3G networks. Development of the two case services — a multi-player
game and a trading on-line (TOL) service — in this research proves the suitability
of component-based development to the development of wireless services. To
achieve the best results one has to take into account the risks of commercial
component use and the initial investments component-based development re-
quires. This research also shows that component documentation helps remarka-
bly in the former and is amendable to decrease the latter by providing informa-
tion about components' use in service development.
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1. Introduction

This chapter explains the background to the research and the research problem
and method, and gives an outline of the dissertation.

1.1 Background

The success of the Internet has had a dramatic impact on software development
as it has enabled the interaction of applications over the network to form end-to-
end services (Messerschmitt & Szyperski 2001). For business actors in the wire-
less field, the 3G (Third Generation) networks create new revenue opportunities
by enabling fast and efficient delivery of personalised end-user services, i.e.
services delivered to end-users via wireless terminals — i.e. physical wireless
devices. An end-user is a company or individual using the service. The UMTS
(Universal Mobile Telecommunications System) Forum (2003) forecasts that,
for example, mobile operators will earn more than €1 trillion in customer reve-
nues by 2010. In developing wireless services, Japan has, in recent years, taken
the lead over Europe, and, lately, South Korea is even overtaking Japan (Henten
et al. 2003). Taking advantage of the revenue potential of wireless services re-
quires taking into account many socio-cultural, technological, economical and
regulatory factors, and creating an appropriate business model, as the success of
a service greatly depends on the way they are introduced to the users. (Funk
2004, Sharma & Nakamura 2003)

Wireless service is a set of various service functions provided as an end-to-end
service over a network to an end user’s terminal when requested. A wireless
application is application-level software that operates on a host server and/or on
a wireless terminal (Heyes 2003). Examples of wireless services are ringing
tones, messaging services, mobile marketing, navigation services, payment ser-
vices, etc. (Funk 2004). Wireless technology allows information to be transmit-
ted between devices without use of physical connections (Heyes 2003). Mobility
is a unique function of a wireless system and means the end-users' ability to
move freely from one place to another (Sharma & Nakamura 2003). All wireless
services are not mobile, although these concepts are often overlapping. In this
research, wireless services mean mobile wireless services.
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Business models have been defined in the literature in numerous ways (cf. Cart-
wright & Oliver 2000, Hamel 2000, Mahadevan 2000, Mintzberg & Quinn 1996,
Tapscott et al. 2000). This research uses Timmer's definition of a business model
that is "architecture for product, service and information flows, including a de-
scription of the various business actors and their roles, and a description of the
potential benefits for various business actors, and a description of the sources of
revenue”. Business actor is a company or individual acting in a network in one
or several business roles. Business role is the role a company plays in a value
chain — that is, a series of different functions a company performs in order to
deliver a service (Afuah & Tucci 2001).

In business networks the business actors perform activities and create value
through transforming resources such as know-how or capital (Anderson & Narus
1999). In networked service development the service is developed by a compa-
nies' network that is a long-term, purposeful arrangement among distinct compa-
nies that allows them to gain competitive advantage over their competitors out-
side the network (Jarillo 1998). The enablers of stronger co-operation between
different business actors are uniform standards (cf e.g. OMA 2002), focusing on
customer requirements, and interoperable terminal offering and service plat-
forms.

The need to cut costs and reduce time-to-market has substantially increased
business actors’ interest in the use of commercial components provided by third
parties — i.e. other business actors. In this research, component means a software
component that is a unit of composition with contractually-specified interfaces
and explicit context dependecies (Szyperski 1998). Software is basically any-
thing that can be stored electronically, i.e.computer instructions or data (Inter-
net.com 2002). The use of commercial components is not entirely problem-free;
the blackbox character of the components causes, for example, interoperability
problems to users of commercial components.

The following section handles aspects that have to be taken into account when
developing wireless services: the capabilities and needs of wireless teminals,
networks and software consisting of components, and the interfaces between
them (Heyes 2003).
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1.2 Aspects influencing wireless service development

Wireless service development influences the terminal, networks and software
that locate either in the terminal or on a server.

The wireless terminals that differ in features like shape, form, memory, display
size and processing power can be divided into mobile phones, communicators/
smartphones (including multi-purpose terminals), laptops and notebooks (Heyes
2003, Sharma & Nakamura 2003). The case studies in this research use mobile
phones and communicators/smartphones as terminals.

The main components of a wireless network are a core network (CN) and a radio
access network (RAN). The CN is the basic platform for all the communication
services provided to the subscribers and it enables the handling of different kinds
of radio accesses. Due to the traditional infrastructure basis, the CN has not
evolved as a radio network in time (Kaaranen et al. 2001). In this research, wire-
less network means commercial, digital cellular networks; other wireless net-
works, like satellite, Bluetooth and WLAN (Wireless Local Area Network) net-
works, are beyond the scope of this research. Digital cellular networks include
2G (2nd Generation), 2.5G (2.5™ Generation) and 3G networks.

Figure 1 presents the transmitting of service requests and the replies to them
over the network, which can, in addition to CN and RAN, include connections to
external networks like the Internet and PSTN (Public Switched Telephone Net-
work). Usually, the servers are connected to private or public IP (Internet Proto-
col) -networks. The arrows in Figure 1 indicate the requests and replies between
terminal and server.
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Service event

Terminal Network

Figure 1. Concept of service event (modified from Garcia et al. 2002).

Software comprises the application, middleware and system-levels as Figure 2
shows. Middleware is "software that insulates applications from the underlying
wireless network, making it easier to develop new wireless applications" and
port applications to the wireless environment (Sharma & Nakamura 2003). Sys-
tem-level components — i.e. components at the operating system (OS) level — are
not within the scope of this research.

Applications

Middleware

Operating System

Figure 2. Structure of software.

Software architecture that is high-level design of the sofware is “the structure or
structures of the system, comprising software components, the externally visible
properties of those components and the relationships among them” (Bass et al.
1998). Software components can locate in the terminal, on the network (protocol
components) and on the server, where the service is run (ref. Figure 1).
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1.3 Research idea

The aim of this thesis is to enlighten the emergence of wireless services, focus-
ing on the business models and roles of the business actors in component-based
development of wireless services. As Figure 3 depicts, the life cycle of a service
consists of four phases: service development, deployment, usage/ provisioning
and maintenance. Figure 3 illustrates the business roles and their connection to
component-based development in each phase of the life cycle. The business
roles are explained in more detail in Chapter 3. As the arrows in Figure 3 indi-
cate, components and their functions are provided by application providers
(APs) that develop vertical and horizontal applications and deployed and used by
other business actors in later phases of the service life cycle. Providing content
that is the information the end-user wants and is willing to pay for, and the qual-
ity of the delivery is what has been agreed (UMTS 2000), is outside the scope of
this research.

Development Deployment Usage/provisioning Maintenance
Senice provder,
Business Application provicr, Infrastructure O;;’;f‘ u?‘f&/ Application provicer,
roles content proder,... menufacturer, termina integr. a;ggreeg\mk senice provider,...
menufacturer,... '
operdiar,...
dewelop use
components components
. Conponent
Connectionof &WW — ngmm —  Used — nudficdion de to
components functiondlities  provided senice Mmeintenance
by conporent

Figure 3. Service life cycle.

The service development phase includes requirements specification, architec-
tural design, implementation (coding) and testing (Adamopoulos et al. 2000,
Jaring et al. 2004); in this phase business actors earn revenue by selling applica-
tion/ content to other business actors. The service deployment phase includes
installation and activation of the service (Adamopoulos et al. 2000); in this phase
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business actors earn revenue by implementing the service and needed infrastruc-
ture and terminals. The usage/provisioning phase includes provisioning of the
service and its use by end users; in this phase business actors earn revenue by
providing the service to the end user. The maintenance phase includes all the ac-
tivities required to evolve a service over its lifetime; in this phase business actors
earn revenue from maintenance of the service. In this thesis service development
includes the development and deployment phases of the service life cycle and
those aspects of the usage/provisioning and maintenance phases that affect ser-
vice development.

1.4 Research problem

The aim of this thesis is to investigate how wireless services can be developed
more efficiently in the context of 3G networks by looking for answers to the
following problems:

1. What is the status of the wireless service industry today?

2. What kinds of roles and transactions emerge in networked wireless business
models?

3. What are the risks involved in the use of commercial components in wireless
service development?

4. How can component documentation help the development of wireless services?

5. What has to be taken into account in component-based development of wire-
less services?

And as summary:

6. How can wireless services be developed more efficiently within the
context of 3G networks?

This research first tries to put together an overall picture of the wireless industry
from the technological and business points of view. As the interaction of the
wireless business actors defines their responsibilities in component-based ser-
vice development, this research then analyses wireless business actors and their
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roles and interaction in wireless business networks. Thirdly, this research evalu-
ates the potential risks involved in component-based development and evolution
of commercial component use. Fourthly, this research shows how qualitative
documentation of components helps wireless service development. Finally, this
research evaluates the usability of component-based development in wireless
service development and development of wireless services within 3G networks
in general. Chapter 6 of this thesis covers the more widespread effect of the find-
ings in this research.

1.5 Research method

This research used several research methods. Table 1 presents the utlilised re-
search approaches based on the classification of Jarvinen (2001).

Table 1. Utilised research approaches.

Article Research Objective Research method

approach

I Theory-creating | Analyse the state of Application Service | Case study research
Provisioning business in Finnish com- (four cases)
panies.

I Theory-creating | Develop a business model for the future | Action research — case
wireless Internet services. study research (three

cases)

I, 1v Constructive Develop a standard documentation Action research
template for commercial software
components.

A% Theory-testing Test the hypothesis that significance of | Case study research
commercial software components in (three cases)
architectural design has increased and
evaluate risks encountered in compo-
nent-based development.

VI, VII, Theory-creating | Validate suitability of component-based | Action research — case

VIII development to development of wireless | study research (three
services. cases)

Thesis Theory-creating | Enlighten the emergence of wireless Action research — case

summary services and their component-based study research, cross-
development. case analysis
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Most of the publications in this research belong to the theory-creating research
approach that aims at creating new theories that would best explain and describe
reality. Theory-creating research is best suited to situations in which there is no
prior knowledge of a phenomenon or part of reality (Jarvinen 2001). Theory-
creating research includes grounded theory, case study, phenomenography, con-
textualism and ethnographic approaches. Cunningham (1997) divides the case
study research method used in Articles I, Il and V-VIII into three classes: inte-
sive, comparative and action research. Articles I and V used comparative case
study, where theory is developed by comparing cases (Cunningham 1997). The
cases of Article I were selected according to their expertise in the research area.
Action research is a qualitative research approach that aims to improve practice
through the collaborative work of researchers and practioners (Avison 2002).
Process of action research includes: identifying the problem, action planning and
taking, evaluating and specifying learning (Susman & Evered 1978). Action
research is suitable for increasing the understanding of change processes in sys-
tems (Hult & Lennung 1980). In Articles II, VI and VII practioners participated
in the theory-creating process by giving feedback about the requirements for the
services to be developed and about received experiences in the forms of inter-
views. For Article II, the practioners were interviewed before defining the
model, and they checked the correctness of the model afterwards. In Articles VI
and VII the practioners participated in the whole research process.

The constructive research approach used in Papers III and IV builds a new inno-
vation — construct, model or method — based on existing knowledge and/or new
technical advancements (Jarvinen 2001). The generalizations of Papers III and
IV were based on comparing the research results of the related literature with the
needs defined by the users of the component documentation in industrial organi-
zations.

The theory-testing research used in Paper V is applied in empirical studies for
testing if the experiments carried out confirm or falsify the theory. Theory-
testing research includes controlled experiments, longitudal field studies and
theory-testing case research (Jarvinen 2001). Testing the hypothesis in Article V
called for a timely sequence of the cases; thus the selected cases are consequent
in time.
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The thesis summary compares the case studies with the results of Articles [-VIII
to gain a deep understanding of the state-of-the-art of wireless service industry
and the suitability of component-based development to the development of wire-
less services. Cross-case analysis enables comparison of several cases to draw
deeper conclusions about them. Eisenhardt (1989) suggests three tactics for mak-
ing cross-case analysis: 1) select categories and look for within-group similari-
ties, 2) select pairs of cases and list the similarities and differences between
pairs, and 3) divide data by data source to "exploit unique insights from different
types of data collection". From the above-mentioned alternatives, this thesis used
alternatives 1) and 3) for making the cross-case analysis in Chapters 4 and 6.

1.6 Outline of the dissertation

Figure 4 shows the overall structure of the research described in this thesis.

Introduction to the
research area ‘ Research problems and ‘

methodologies
Chapter |

%

Analytical part
‘ Wireless services ‘

Chapter Il

Constructive part
Business models (I,I1)
Chapter Il and roles

Component-based
service development (lll,
Chapter IV IV,V)

Validation by using
cases (VI, VII, VIII)

%

Introduction to
the papers ‘

Papers I-VIII ‘

Chapter V

Closing part

Conclusions and further
work

Chapter VI

Figure 4. The overall structure of the research.
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As Figure 4 shows, this research is divided into introduction to the research area
and papers, and analytical, constructive and closing parts. The constructive part of
this research is based on the information content and analysis of Papers [-VIII.

This thesis consists of six chapters, as follows:

Chapter 2 of this dissertation presents the different categories of wireless ser-
vices. The factors influencing wireless service development are also handled in
this chapter.

Chapter 3 handles business models, actors and roles in wireless businesses. This
chapter also presents a business model framework for two wireless case services
that are under development for 3G networks.

Chapter 4 handles component-based development of wireless services and its
evolution and risks. This chapter also presents a documentation template for
software components and illustrates the component-based development of two
wireless case services.

An introduction to the original Papers I to VIII is given in Chapter 5.

Chapter 6 draws the conclusions of the thesis and indicates some ideas for fur-
ther research.

Papers I to VIII are included as appendices.
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2. Wireless services

The power relationships of the wireless business actors have evolved a lot in
recent years. In Japan and South Korea introduction of mobile services has been
led by network operators (NOs) that sell network capacity of wireless networks
to consumers, but in Europe they did not manage to create such markets as in
Japan and South Korea. The reasons for the slow introduction of wireless ser-
vices based on 3G platforms in Europe have been the financial crisis in telecom
sector, the high prices of frequency bands and the lack of an appropriate busi-
ness model (Henten et al. 2003). In spite of the European delay in service im-
plementation, the belief in wireless business is still strong in all continents.

According to the forecast of UMTS Forum (2003), the biggest growth in the
wireless service arena will occur in rich-voice, customised infotainment and
mobile intranet/extranet access. Young people are often the initial users of wire-
less services and simple entertainment like ringing tones and screen savers are
the largest content markets (Funk 2004). When developing wireless services,
business actors should adapt the best practices of wired services, but also con-
sider that providing a service as bit-pipe — as in the Internet — to customers does
not work in the wireless context (Henten et al. 2003).

The I-Mode service, which can be considered as a successful example of wire-
less service introduction, was launched in Japan in 1999 and provides continous
Internet access, email and other services based on packet switched technology. I-
Mode is built around four components: mobile phone, mobile network, I-Mode
server and information providers. I-Mode uses open standards throughout the
system and is based on cHTML (compact HTML), which is more suitable for
small displays and makes pages faster to download (Henten et al. 2003). On
DoCoMo's I-Mode service in 2002, the service access percentage by content
category was the following: 37% ringing tones and screen savers, 20 % games
and horoscopes and 20 % entertainment information. (Funk 2004)

Table 2 presents some essential sources of information on the mobile and wire-
less arena that are used in this research. The first column of Table 2 presents the
name of the source and the second column the topic handled in the source. Many
of the organizations providing mobile standards and specifications are strongly
represented by terminal manufacturers and telecom operators.
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Table 2. Information sources of wireless area.

Source of information

Topic

http://www.3gpp.org/

Technical specifications and standards for 3G
mobile systems

http://www.ericsson.com/technology/

Mobile phone and network technologies

http://www.etsi.org/

Telecom standards

http://www.itu.int/home/

Documents and recommendations about tele-
communication

http://www.nokia.com/nokia/0,,32888,00.
html

Mobile phone and network technologies

http://www.openmobilealliance.org

Architectural framework, open standards and
specifications for the mobile industry

http://www.tinac.com/

Specifications for telecommunications net-
working infrastructure

http://www.umts-forum.org/servlet/
dycon/ztumts/umts/Live/en/umts/
Resources Reports index

Reports about 3G technologies and markets

http://www.wireless-world-research.org/

Reports and documents about future direc-
tions of wireless field

IEEE Transactions on wireless communi-
cations

State-of-the-art and applications of wireless
communications

IEEE Transactions on mobile computing

Mobile computing

International journal of mobile communi-
cations

Mobile communication, technology and ap-
plications

[Baldauf et al. 2001]

Networking in telecommunications business

[Capra et al. 2002]

Middleware for mobile computing

[Durlacher 2000] Future mobile business models and applica-
tions

[Durlacher 2001] Future and current state of m-commerce

[Funk 2004] Technologies and applications of mobile

Internet

[Henten et al. 2003]

Mobile systems and services in Europe, Japan
and South Korea

[Heyes 2003]

Basics of wireless technology

[Sharma & Nakamura 2003]

Business models of wireless data services

The information sources presented in Table 2 provide a picture of the status of

the wireless industry today.

This chapter seeks an answer to research problem 1 (p. 18) by discussing the

status of wireless services and factors affecting wireless service development.

The factors affecting wireless service development are discussed as they have

crucial effect on the decisions made prior to developing the service and the re-

sponsibilities of the business roles and actors appearing in it.
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2.1 Wireless service categories

The following sections present in more detail the service categories of the case
services in this research. The categorization of wireless services into end-user,
service management and application support services is based on how directly
the service is related to the end-user’s reason for using the service. The discus-
sion about the wireless services and their taxonomy is mainly based on Durla-
cher (2000, 2001), Funk (2004), Heyes (2003), Sharma & Nakamura (2003),
Telemanagement Forum (2003) and UMTS (2000) due to their suitability for the
scope of this research.

2.1.1 End-user services

The success of a wireless service depends on its added value to the customer,
which means the increased value that the customer gains from the use of the
service. Entertainment services and personalised access to information and cor-
porate networks are expected to have the biggest profit potential in the future
(UMTS 2003). Categories of end-user services are, for example, mobile enter-
tainment, mobile information, mobile banking, and mobile commerce. This sec-
tion presents the end-use service categories that the case services of this research
represent.

Mobile entertainment services like mobile games, screen savers, ringing tones
and video have huge revenue potential in the wireless service market, particu-
larly as the memory capacity of the terminals develops even further (Funk 2004).
Higher processing and network speeds, always-on environment, gaming-centric
terminals and reduced packet charges will probably increase the usage of wire-
less games by young people (Durlacher 2001, Funk 2004). The profitability of
games depends on obtaining enough subscribers to cover the development costs
(Funk 2004). The case service 2 of this research — a multi-player game — belongs
in this service category.

Wireless terminals can deliver a great variety of mobile information like news,
traffic, weather, maps, travel and timetables of aeroplanes, buses, trains, etc., to
the end user. The disadvantage of those information services that provide infor-
mation about where to go is that setting up a partner network for them some-
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times takes a lot of time. Map services have not succeeded very well due to the
small display size of the terminals and their poor resolution. The future chal-
lenge for CPs (Content Providers) that provide value added content to different
business actors is to combine maps, destination information, timetables, etc.
Navigation services, such as car navigation services, are based on a GPS (Global
Positioning System) system that enables the positioning of the user’s location
based on satellites (Funk 2004). In the case service 1 of this research — an on-
line trading system — stock exchanges provide users with information about
stocks and news providers with the latest news.

Mobile banking services that enable consumers to check exchange and interest
rates, manage their accounts, pay invoices and transfer funds (Durlacher 2000,
2001) are an additional distribution channel for the traditional banking services.
A bank’s incentive for mobile banking is its ability to cut costs by saving on
salaries and real estates (Durlacher 2001), but so far the mobile banking services
have not been successfull anywhere in the world as they are hard to use (Funk
2004). Mobile commerce also includes mobile marketing, which can be used to
deliver various forms of sponsored advertisements. In Japan young people al-
ready use wireless terminals to redeem coupons, and receive free samples and
product information (Funk 2004). In case service 1 of this research the banks act
as a customer interface by providing the service to their customers.

To communication services belong, for example, rich call, messaging, email and
VHE, which is a service concept introduced by the 3GPP (Third Generation
Partnership Project) for UMTS. VHE aims at enabling its users’ personal service
environment that is portable across network boundaries and between terminals,
and increasing the occupational productivity of mobile workers anywhere and
anytime by ensuring that they are consistently presented with the same personal-
ised features, UI (User Interface) customisation and service preferences (UMTS
2000, Yew et al. 2001). VHE is dynamic in the sense that clients can register
with the network and unregister from it at any time. Case service 3 of this re-
search uses a VPN (Virtual Private Network) and OSGi (Open Service Gateway
initiative) server to create a secured VHE.
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2.1.2 Application support services

Application support services are services that provide generic services for a spe-
cific application domain on which end-user applications rely, but they are not
usually targeted at the end user as a service (e.g. a game engine). The application
support services provide building blocks from which similar services can be
easily constructed with minimal development costs (cf. OMA 2002). An end-
user application might typically use the services in one or two of these catego-
ries, such as wireless gaming support, wireless multimedia support, communica-
tion support (like SMS (Short Messaging Service), MMS (Multimedia Messag-
ing Service) and unified messaging), location-based services (like positioning)
and payment (Kalaoja et al. 2003). Case services 1 and 2 of this research utilize
application support services such as gaming support.

SMS has become immensely popular in countries with GSM (Global System for
Mobile communications) systems and the cost of delivering it is much lower
than the prices charged (Hensen et al. 2003). In the future, MMS that allows
users to create unique messages by using all types of multimedia will partly re-
place SMS. The average size of MMS (30,000 bytes) is huge compared with
SMS (140/160 bytes), but it allows the user to get the message directly into the
terminal. Unified messaging enables the user to access various messages via one
single interface (Sharma & Nakamura 2003, UMTS 2000).

In the United States, wireless carriers are forced to provide location identifica-
tion as part of E911 (Sharma & Nakamura 2003). Implementation of the location
identification features in the United States will be completed by the end of 2004
(Spread Spectrum Scene 2004).

A smartcard embedded in a wireless terminal can replace money as a payment
tool as it enables payments by using the wireless terminal. This kind of payment
system has been criticized owing to the chance of a government monitoring our
transactions (Funk 2004).

27



2.1.3 Service management services

Service management services are services that are needed to make the service
available and link it to the business processes. The enhanced Telecom Opera-
tions Map of the Telemanagement Forum (2003) process model includes several
horizontal layers necessary for service management processes. Service manage-
ment services are not normally directly related to the purpose of end-user appli-
cations as such. The service management operations that should be transparent
to the wireless service and its developer include such categories as end-user ful-
fillment support (i.e. service provisioning), service assurance support (i.e. end
user quality management) and service billing support (Kalaoja et al. 2003). The
wireless service architecture should support various ways of revenue sharing, but
as each NO often has its own system for handling wireless customers and col-
lecting billing information the development of operator-independent charging
mechanisms is difficult. In I-Mode the NO keeps all the earnings generated by
access and airtime and pays back 91 % of the revenues to official SPs (Service
Providers) (Poulbére 2003). Chapter 4.5.1 presents the implementation of a ser-
vice management service for accounting and billing the user transactions in two
case services.

2.2 Factors influencing wireless service development
Wireless service development requires taking into account the capabilities and
needs of wireless terminals, networks and software, and its architecture, includ-
ing components, their interfaces and middleware. The factors affecting wireless
service development were briefly introduced in Chapter 1 and are explained in
more detail in the following sections.

2.2.1 Wireless terminals

The evolution of wireless terminals is developing into direction, where the ter-
minals have the following features:

. they appear in every imaginable shape and form, have high application
handling, storage and processing capability (Sharma & Nakamura 2003),
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o they support seamless interoperability between different underlying in-
frastructures, circuit and multiple parallel packet switched connections,

o they are able to generate various categories of tones, take photos with
increasing resolution, locate their geographical cordinates, download
protocol software and applications, transmit real-time video and audio,
and control electronic devices at home and in the office (Funk 2004,
Sipild 2002), and

. they are programmable, safe and secure, enabling the use of personalized
services and support context awareness (Baldauf et al. 2001).

Increased memory and other features of the terminals, together with lower pack-
age charges, will impact on the service market as people use terminals for pur-
poses maybe not even seen today (Funk 2004, Sharma & Nakamura 2003). The
memory, processing power, OS, display size and data input mechanism of wire-
less terminals set limitations on the services provided and their functionalities.
The terminals also present challenges to wireless service development, because
they face a temporary loss of network when they move, have scarce resources
and are required to react to frequent changes in the environment (Capra et al.
2002).

For deploying the case services of this research, it was used mobile phones and
the multipurpose terminal RIM Blackberry that belongs to communica-
tors/smartphones. Blackberry that is aimed at corporate users is equipped with a
keyboard for easy writing of mail, and it ensures synchronization of actions be-
tween the terminal and the corporate e-mail account (Henten et al. 2003). Mobile
phones are manufactured by dozens of manufacturers around the world, usually
designed to work with specific network technologies. Mobile phones provide
various kinds of capabilities from voice-only to combined PDA (Personal Digi-
tal Assistant) and voice capabilities, and these capabilities define what kind of
applications a mobile phone can run. The advantage of mobile phones is their
size and the disadvantages are a small display and memory and dependence on
network technology (Heyes 2003). The processing power, memory and network
speed of terminals are improving all the time, and this enables the introduction
of new terminal Uls based on voice recognition and synthesis. Terminal manu-
facturers nowadays provide Java-enabled phones that can access data for a Java
program from different servers (Funk 2004).
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The I-Mode case in Japan has proved that terminals play an important part in
wireless services as the value of the service is combination of attractive termi-
nals and useful content. In order to provide a good service, the design of the
wireless terminal should also be optimized (Sharma & Nakamura 2003). In the
European market the limited choice of [-Mode terminals has been a major problem
for the success of I-Mode (Henten et al. 2003), but the number of I-Mode users in
Europe is increasing; at the moment it is two million (NTT DoCoMo 2004).

2.2.2 Networks

The network in use affects the development of the services, especially via avail-
able bandwidth, latency times and connectivity. The design efforts of wireless
services to meet network challenges involve delivering the maximum amount of
content supported by each terminal and reducing unnecessary requests over the
high-latency wireless link.

2G network technologies include GSM, CDMA (Code Division Multiple Ac-
cess), PDC (Personal Digital Cellular) and TDMA (Time Division Multiple Ac-
cess) (Funk 2004). GSM has been the prevailing mobile 2G standard in Europe
and the Asia—Pacific region (Oliphant 1999). Japan’s 2G standard PDC is based
on TDMA standards and operates in the 800 and 1500 MHz bands. CDMA is
used in Korea, Japan and USA (United States of America).

2.5G technologies like GPRS (General Packet Radio Service) and EDGE (En-
hanced Data rates for Global Evolution) provide a nice transition to 3G network
technologies (Sharma & Nakamura 2003). GPRS that is an enabler of 3G net-
works permits transimission speeds up to 115 kbps (Kilobytes Per Second) and,
theoretically, 171.2 kbps (Henten et al. 2003). GPRS provides an "always-on"
connection between the mobile terminal and the network, and the network ca-
pacity is only used as data is actually transmitted (Sharma & Nakamura 2003).

3G networks are packet-switched networks that enable better use of bandwidth
(Heyes 2003) and most of them use different parts of the frequency spectrum
more effectively than 2G services. For this reason, packet charges for 3G ser-
vices in Japan are much lower than 2G packet charges (Funk 2004). Upgrading
of 2G to 3G networks may be quite problematic between some techniques as it
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requires software and hardware upgrades of existing infrastructure and separate
base station cabinets that require ground space and, possibly, separate antennae
(Sharma & Nakamura 2003). The network's increased data transmission rate and
quality also enable new kinds of applications and a richer wireless service envi-
ronment. The increased transmission speed and improved quality are the main
reasons for all the "fuss" that 3G has caused in the recent years.

UMTS, a 3G system standardized by ETSI (European Telecommunications
Standard Institute), uses W-CDMA (Wideband CDMA) or UTRA-TDD (UMTS
Terrestrial Radio Access Time Division Duplex) as the radio access technology
(Sharma & Nakamura 2003, UTMS 2003). CDMA2000 is a 3G technology
standard used in South Korea (Henten et al. 2003). CDMA2000 and W-CDMA
provide users with data rates up to 2 Mbps (Baldauf et al. 2001, Henten et al.
2003). W-CDMA that is positioned in the 1.9 and 2.1 GHz frequency bands is the
universally accepted standard for the 3G mobile networks (Henten et al. 2003).

2.2.3 Software and its architecture

Software architecture includes the application, middleware and, in a broader
sense, also system levels. The software architecture also includes the principles
that guide the design and evolution of the architecture (IEEE 1992, Perry &
Wolf 1992, Shaw & Garlan 1996). The latter definition suits service engineering
that is based on integrated software components developed in multi-
organizational settings according to a predefined principle. An interface deter-
mines how an application component can be used and interconnected with other
components, and it enables interoperability between services developed by dif-
ferent APs. APIs (Application Programming Interfaces) are well-defined mecha-
nisms that are built to connect resources like application server, middleware or
database. Initiatives like OMA (Open Mobile Alliance) and OSA (Open Services
Access) by 3GPP have been established for developing open application inter-
faces that would enable seamless interoperability between services in multi-AP
development. There are several architecture development approaches that can be
adopted in wireless service engineering. The Model-Driven Architecture (MDA)
(ISO/IEC 2001b) defines a normative model that guides the specification of
information systems and increases the integration of the system by separating
descriptions of functionality from the implementation specifications.
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Middleware that underlies the software architecture and architectural choices
provides the illusion of a global system in which separate components behave
like a centralized system (Emmerich 2000, Niemeld et al. 1999). The middle-
ware has a crucial role in component-based development as it makes the integra-
tion of components designed for certain platforms easier and increases the inter-
operability. Communication middleware consists of a realization of protocols
and architecture that supports distributed systems and computing based on the
object-oriented paradigm and message passing. Security middleware contains
the essential functions of authentication and access control. Integration middle-
ware serves the integration of the computing platform and enterprise-wide appli-
cations (Lerner et al. 2000). Several standardization groups related to wireless
service engineering — 3GPP, Tele Management Forum, OMG (Object Manage-
ment Group) Telecom Task Force and Parlay — aim at community-wide specifi-
cations of middleware technologies. Current middleware products vary in their
ability to integrate applications, their ease and amount of customization permit-
ted, the programming languages used and the architecture (Heyes 2003). Most of
the current middleware products do not support customization and adaptation
and are too heavy for resource-scarce wireless terminals. Middleware for wire-
less terminals should be lightweight, support asynchronous communication be-
tween components and make application designers aware of the execution con-
text (Capra et al. 2002; Niemeli et al. 1999).

2.3 Summary

This chapter has analysed state-of-the-art of wireless services that were divided
into end user, application support and service management services. In Europe
NOs have not yet managed to create functional markets. The reasons for the
slow introduction of 3G services in Europe have been the financial crisis in tele-
com sector, high prices of frequency bands, loose connections between business
actors and lack of an appropriate business model (Henten et al. 2003). Enter-
tainment services are believed to be the most profitable service areas (UMTS
2003), but as the real introduction of services based on 3G platforms have been
delayed in Europe, it is not quite clear what the "killers" are.

Development of wireless services affects terminals, networks and software.
Terminals with constantly emerging new features play an important part in a
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wireless service, as the value of the service is a combination of an attractive
terminal, useful content and an easy-to-use service package. 3G networks enable
better use of bandwidth (Heyes 2003) and different parts of the frequency spec-
trum, and for this reason, packet charges for 3G services are lower than in 2G
networks (Funk 2004). The current variety of networks and network technolo-
gies will diminish in the future as W-CDMA has been accepted as the universal
standard for 3G networks.

The actors in the mobile business interviewed for this research (cf. Paper II)
regard mobile applications as easy to make, but managing the whole delivery of
the service from design to marketing is very complicated. The development of
wireless services has gone towards open interfaces and architectures, but their
real implementation still takes time and requires even more changes of attitude
from wireless business actors.
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3. Business models and business
actors’ roles

As defined earlier, the business model defines the architecture for the product,
service and information flows, including the description of the business actors,
their roles, potential benefits and sources of revenue (Timmers 1998). The rela-
tionships between the business actors have been handled in many articles, of
which those most suited to this research are presented below.

Afuah & Tucci (2001) present a theoretical framework for analyzing Internet
business models and analyse several cases in the Internet area. According to these
authors, the primary activities of the business network are network promotion and
contract management, service provisioning and infrastructure operations.

Camponovo & Pigneur (2003) present the principal classes of actors participat-
ing in the mobile business and give an overview of mobile business models.
They divide the mobile business domain into five categories: technology, ser-
vices, network, regulation and user. Camponovo & Pigneur (2003) classify the
players in the wireless field according to three main classes: application content,
communication and technology.

Plepys (2002) analyses the advantages and disadvantages of the application ser-
vice provisioning business model. Although application service provisioning has
many advantages, realisation requires removing the existing technological and
legal barriers.

Sharma & Nakamura (2003) analyse the technologies and business models and
their impact on the future of wireless communications. These authors also present
business models for different business services, such as a video mail service.

This chapter attempts to answer research question 2 (p. 18) by discussing the
business models and networks in wireless services, and focusing on the roles of
the business actors and the transactions between them. Defining business mod-
els, the roles of the actors and the transactions between them is a basic element
of the component-based development of wireless services in a networked busi-
ness environment. Due to the networked nature of mobile business, the business
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models presented here focus more on partnership than other elements. This
chapter presents a business model framework for two case services that are un-
der development for 3G networks. In the presented services the NO is assumed
to have the billing relationship with the customer.

3.1 Wireless business networks

Nowadays, business actors have to both co-operate and compete in order to sur-
vive. Co-operation between business actors occurs in business networks that
change dynamically over time and usually lack a given center (cf. for example,
Hékansson & Snehota 1995), although in some cases one actor is the center of
the business network (NTT DoCoMo 2003). The value of a network increases in
proportion to the square of the number of nodes on the network, which means
that the more subscribers the network has the more valuable it is.

Wireless business networks are customer centric and deliver new, unique value
(Tapscott et al. 2000). Business networks have the following benefits:

. zero inventory, distribution, product merchandising and marketing costs,

o near zero product liability, content development, marginal growth costs
and revenue risk, and

o focusing on networks makes the final total cost of the product/service
lower because of the diminished transaction costs (Jarillo 1988).

A functional business network requires much trust between the network partners,
and this raises the question of how this can be created. Jarillo (1988) considers
that relating to partners that have similar values and/or a worse situation without
the network can create trust. The juridical responsibilities of the network actors
are defined by SLAs (Service Level Agreements).

3.2 Wireless business models and actors’ roles

In the literature, wireless business models have been defined in many different
ways. The business models and roles presented by Afuah & Tucci (2001), Cam-
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ponovo & Pigneur (2003), Plepys (2002) and Sharma & Nakamura (2003) are
discussed in the following section. These models have been selected because of
their suitability to this research and their way of thoroughly presenting the vari-
ous aspects of business models.

Table 3 summarizes the functions of the main business roles that companies play
in wireless businesses and the phase of life cycle they are attached to. Every
business model has a certain main role, but, as can be seen from Table 4, every

model includes other additional business roles.

Table 3. Functions of the wireless business roles.

Role Function Life cycle phase
Application provider Develops horizontal and vertical Development,
(AP) applications Maintenance

Application service
provider (ASP)

Provides outsourced computing power
on a rental basis

Usage/ provisioning,
Maintenance

Content aggregator

Catalyses content and markets it to other
actors

Usage/ provisioning

Content integrator

Integrates content and provides it to
other actors

Usage/ provisioning

Content provider (CP)

Provides value-added content for SPs,
content aggregators and integrators

Usage/ provisioning

End user

Company or individual using the service

Usage

Infrastructure provider

Provides application, network and sys-
tem infrastructure

Deployment

Network operator
(NO)

Sells network capacity of wireless net-
works to consumers via SPs.

Usage/ provisioning

Service provider (SP)

Provides services for end users

Usage/ provisioning,
Maintenance

Terminal manufacturer

Manufacturers wireless terminals

Deployment

Table 4 presents the taxonomy of wireless business models, including their
revenue logic, target customers and roles in the network. Reveue logic means a
way to make money in the business model. Roles in the network mean the busi-
ness roles appearing in a certain business model, and the role mentioned first in
the list is the main role of the model. The taxonomy of business models illus-
trated in this section is not exhaustive, as they evolve all the time.
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Table 4. Wireless business models (modified from Afuah & Tucci 2001; Campo-
novo & Pigneur 2003, Plepys 2002 and Sharma & Nakamura 2003).

Model Revenue logic Target customers Roles of the network
Advertising Fee from advertisers Advertiser CP, end user, SP
Application License and installation | NOs, terminal manufac- | APs, NOs, terminal
provisioning fees, operation and turers, end users, other manufacturers

maintenance services actors
Brokerage Fee for each enabled Business and consumer — | Broker, buyer, seller
transaction customer
Content Subscription and usage |Content aggregator, end | CP, Content aggregator,
provisioning fees, revenue sharing user, financial SPs end user, SPs, NO
Infrastructure | Fee for sale or leasing |NO Infrastructure provider, AP,
provisioning the infrastructure CP, NO, terminal
manufacturer
Network Fees from trans- ASP, end user, ISP NO, ASP, infrastructure
operating mission, subscribers (Internet Service providers, ISP, terminal
and network services Provider) manufacturers
Service License and installation | Various actors in the SP, all other roles
provisioning fees, various methods | value chain
a) Application |License and installation | Various actors of the ASP, AP, CP, end user, SP
service fees value chain
provisioning

b) Internet Subscriptions and End user, NO, other ISP | ISP, end user, NO

service traffic agreement fees
provisioning
Terminal Fixed fee from sale of |Terminal retailer, NO's Terminal manufacturers,
manufacturing |terminal distribution channels, AP, CP, NO
end user

Every business actor can function in the main business role in one or more busi-

ness models, as well as have a participatory role in the business models of the

other actors. Content aggregation and integration are not defined as separate

business models in the used literature.

3.21

Wireless business models and actors’ roles

In the advertising model a website provides content and services mixed with

advertising messages in the form of banner ads. The website owner makes

money by charging advertisers fees for banners and other ways of informing

users about their products or services (Afuah & Tucci 2001). One form of adver-
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tisement is sponsorship, where users accept marketing as they get free access to
content they should otherwise have to pay for (Sharma & Nakamura 2003). Ad-
vertising portals have turned out to be very popular in Japan (Funk 2004).

In application provisioning APs provide wireless applications and sometimes
also platforms (such as middleware and application servers). The value proposi-
tion of APs may include different application-related services, such as remote
access to a variety of applications that are managed in a central location, with
implementation, integration, support and maintenance services. (Camponovo &
Pigneur 2003)

In the brokerage business model buyers and sellers are brought together and a
business actor functioning as a broker charges a fee for transactions they enable.
Examples of the brokerage business model are travel agents, online brokerage
firms, etc. (Afuah & Tucci 2001).

Content provisioning provides and distributes content delivered by the wireless
service, and different companies, such as media houses, use this business model.
Categories of wireless content include news, ringtones, music, video, etc. (Poulbére
2003). As the variety of content has been central to DoCoMo's success, the meaning
of its importance should not be underestimated (Sharma & Nakamura 2003).

Infrastructure provisioning provides the application, network and system infra-
structure needed to run the services. Application infrastructure provides the in-
frastructure for managing and hosting the applications. Network infrastructure
provides the radio and core network infrastructure, such as base stations and
radio controllers. System infrastructure provides the systems needed for using
the services (Poulbére 2003).

In network operating NOs provide wireless network services and capacity to
ASPs, end users and ISPs (Camponovo & Pigneur 2003). In Europe the financial
markets are pressuring NOs to take a large part of the value in the content mar-
ket to compensate for their heavy investments in 3G licenses (Sharma & Naka-
mura 2003).

The aim of service provisioning is to provide end users with various services.
The target customers in service provisioning are the various actors in the net-
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work. The main source of revenue for SPs is license fees, but other payment
methods can also be used (Camponovo & Pigneur 2003). In [-Mode the official
I-Mode SPs receive 91 % of the charges for approved services from the NO
(Poulbére 2003). Application service provisioning and Internet service provi-
sioning are special forms of service provisioning. In application service provi-
sioning an ASP offers outsourced computing power on a rental basis, so that the
"client accesses the ASP host and runs available applications over a communica-
tion line" (Plepys 2002). Application service provisioning enables companies to
access the latest technology — which is upgraded when necessary — and use ap-
plications via browsers without the need to physically install them in PCs (Per-
sonal Computers). The main difference between application service provisioning
and the traditional sales of software is its service character. Services are pro-
duced and consumed simultaneously, and the customer takes part in the con-
sumption process (Gronroos 1990). In application service provisioning every
company can offer various services and thus participate in one or several stages
of the value chain (Kallio 2001). Due to companies' reluctancy to put sensitive
information in the hands of third parties, and other technological and legal barri-
ers, application service provisioning has not been as successful as was expected
some years ago (Plepys 2002). Internet service provisioning provides the hard-
ware (like switches, servers) and software that enables users to access the Inter-
net (Afuah & Tucci 2001). Experience of the development of wireless services
in Japan has proved that co-operation between NOs and ISPs is important
(Sharma & Nakamura 2003).

Terminal manufacturing provides end users with physical wireless terminals that
enable them to access a network and to run applications (Camponovo & Pigneur
2003). The competition in terminal manufacturing is intense, and new models
with improved features come out even weekly. Additionally, terminal manufac-
turers have to diversify their products to keep up with the competition (Sharma
& Nakamura 2003).

3.2.2 Summary
Succeeding in the wireless business requires co-operation with other actors, as

stand-alone companies with a profitable business model will remain limited in
number in the long term (Poulbére 2003). The business roles and positions of the
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business actors in wireless business are dependent on the relationships they have
with other firms, and in order to navigate in a network the management must
understand how these relationships affect the network and the position between
the current marketers (Moller & Halinen 1999).

Effective division of the responsibilities between the business actors improves
cost effectiveness, and thus the structure of the business model is a crucial deci-
sion to be made before starting service development. When choosing a business
model, a business actor has to consider the availability and suitability of existing
business models, their current partners and chances to acquire new ones, their
core competence and ability to manage several roles at the same time and expec-
tations of the customers. Additionally, charging for the services and tracking the
customer transactions should be taken into account. The financial transactions
between the actors are tracked by the aid of accounting and billing. Accounting
is "the process of keeping track of a user's activity while accessing the network
resources" and sharing the revenue from the use of the services (Internet.com
2003). Billing generates records by way of the charging function and transforms
them into bills requiring payment. Charging processes the data exchange information
to determine the usage for which the user will be billed (Koutsopoulou et al. 2001).
NTT DoCoMo in Japan has introduced the BOBO (Billing on Behalf Of) function that
enables CPs to collect revenues so that a certain portion of the income from each sub-
scriber goes back to the CP automatically (Sharma & Nakamura 2003).

The following sections present a business model framework for two wireless
services.

3.3 Case services

For developing a framework for a wireless business model, two wireless case
services developed for the 3G networks were evaluated in this research (for
more detail, see Papers Il and VI). These services were selected as they require
complex relationships in their value chain and advanced business models be-
tween the actors. The features of the case services are listed in Appendix B. Ta-
ble 5 presents the general concepts used in the case services and their defini-
tions. Definitions of the business roles used in the case services were presented
in the previous section.
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Table 5. General concepts used in the case services.

Concept Definition

Accounting Process of keeping track of user's activity and sharing revenue
Application Software that operates on a host server and/or on a wireless terminal
Billing Process where charging records are transformed into payment bills

Business actor

Company/ individual acting in business network in one or several business roles

Business model

Architecture for the product/service and information flows, including
description of actors and their roles, potential benefit for business actors and
sources of revenue

Content

Information the end user wants and is willing to pay for; the quality of the
delivery is what has been agreed

Information flow

Flow that controls monetary and product flows

Monetary flow

Money flow between business actors

Product flow

Physical or digital delivery of the product to other business actors

SLA

Juridical document that defines the responsibilities of the business actors

Transaction

Monetary, product or information flow between business actors

Wireless service

Service event realized after receiving a service request from the terminal most

often by running some part of the componentized application on server over
network and some part on terminal.

The concepts presented in Table 5 are applicable in development of all wireless services.

Case service 1 is a wireless interface to the stocks/news TOL (Trading On-Line)
system based on the HTTP (Hyper Text Transfer Protocol) protocol. The system
is a website that manages the stock quotes, news information and portfolio of the
user. The end user can monitor the stocks and news in real time with an auto-
refresh pull method and create his’/her own portfolio. The effort in developing
case service 1 has been to enable wireless access to the current TOL service,
which, at the moment, can only be accessed via fixed-line connections.

Case service 2 is a multi-player game, known as the “Labyrinth Game” that will
be developed in the WISE (Wireless Internet Service Engineering) project. A
game was selected as a case service because games and other forms of enter-
tainment are expected to be the “killer services” of 3G. Case service 2 is an ar-
cade game where multiple players move in a big labyrinth or dungeon and com-
plete a mission. The client side is implemented using MIDP (Mobile Information
Device Profile) — that is, a set of J2ME (Java 2 Platform, Micro Edition) APIs
that define how software applications interface with mobile phones. The server
side is implemented using J2EE (Java 2 Platform, Enterprise Edition). The user
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can download the game "over the air", directly onto the terminal through a serial
cable or infrared connection. Clients use a GPRS/UMTS connection for connect-
ing to the server for data exchange and have access to a GPRS network, which is
connected to the Internet by means of a GGSN (Gateway GPRS Support Node).
After gaining access to the Internet, clients can connect the Game Server, which
uses the service management services provided by a different server running on
a node on the same LAN (Local Area Network) (Lago et al. 2003).

3.3.1 Business models in the case services
This section presents the business models of the case services, including the
business actors and the transactions between them. The business model frame-
work includes transactions in all phases of the service life cycle.

3.3.1.1 Case service 1: On-line trading system

Figure 5 presents the framework for the business roles and model of case service
1. The transactions between the actors are defined in more detail in Table 6.

Brokerage - e—— e
Application provisioning

|
| Application |
| Provider 1 |
1 1a 1b |
Content provisioning 1 Network *)per%ting ! Content provisioning 2
Bank 7a—r—> Service -I—L s“’é“:’r‘:t";"ng:’
Service ) Provider 1 1<\ > ¢
Provider 2 | Provider 1
S
4
l i
fa b 5a 5b 4b
Terminal manufacturing | l | J_
I — v —
Te inal = Network NewsProviders
ma:l:fma::nttajrer - End-user Operator ’ Content
2 P Provider 2
— Product & information flow Monetary flow I:l Brokerage Contentprovisioning 1

Figure 5. Framework of case service 1's business roles and model.
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Case service 1 uses brokerage as the main business model. Additionally, the
service includes application provisioning, network operating and terminal manu-
facturing business models and two content provisioning business models. The
business model application provisioning includes the business roles AP1 and
SP1; the network operating business roles NO and SP1; the terminal manufactur-
ing business roles terminal manufacturer and end user; the content provisioning
1 business roles end user, SP1, SP2 and CP1; and the content provisioning 2
business roles CP1 and CP2.

In case service 1 the business idea for the bank is outsourcing the service. Bigger
banks can afford to develop this kind of application themselves, so the SP1 cus-
tomers are mainly small banks. SP1 tries to reach competitive advantage by of-
fering a high level of service and tailoring of services. The service level between
SP1 and the banks is defined in SLAs. The current problem with the use of case
service 1 is reliability: dropping out of the network and changing operator means
disconnecting from the network and, in the worst case, a disconnected purchase
operation. Table 5 presents the transactions between the business actors and
revenue logic used in the life cycle phases: development, deployment and us-
age/provisioning of case service 1.

Table 6. Transactions (flows) between business actors and revenue logic used in
case service 1.

Flow nr | Flow & Revenue logic
Development phase
la, Ib | AP < SP1 | AP provides the application to SP1 that pays a certain fee for it
Deployment phase
2a,2b Terminal Terminal manufacturer provides the end user with the terminal
manufacturerer |and the user pays a fixed fee for it
<> end user
Usage/ provisioning phase
3a, 3b CP1 (stock SP1 receives stock updates from the stock exchanges and SP1
exchanges) <> |pays a certain fee per user until 1,000 users is exceeded. After
SP1 1,000 users, additional users cause no costs to SP1
4a, 4b CP2 ( news- SP1 receives news from news providers and pays a certain fee
providers) <>  |per view
SP1
5a, 5b NO « SP1 SP1 pays for the use of bandwidth during service use to NO
6a, 6b End user &> User pays the bank a fee to gain entrance to the application
SP2 (bank)
7a, Tb SP1 1<:> SP2 SP1 provides SP2 the service that pays a certain fee for it
(bank)
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As can be seen from Table 6, there are numerous flows in the network of case
service 1 and successful management of the service development and implemen-
tation requires proper defining of the actors' interaction and scalable business
network.

3.3.1.2 Case service 2: Multi-player game

Figure 6 presents the framework for the business roles and model in case service
2; the SLAs define the responsibilities of the actors.

Service provisioning  ———————"Jr-“““cccccccmmmemeeeo

Terminal Application
manufacturing provisioning 1
Teminal Application
manufacture Providers 1 & 2
K B oy e S
Application service 3a 3p

prov isioning |
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:

|
= |
Application . 5a i 11 —— I |
Service 4b End- User S PSe')'dlce1 1h l;ppllqzt-or; :
Provider rov ider rovider
‘l‘l“'“j!g“glg _______ - Application
L - [ provisioning 2,
I T
Network |
| Operator
Network operatin
e g
> Prodgct+ > Monetary flow Sgr\(ice Applica_ti(.)ns.ervice
information flow provisioning provisioning

Figure 6. Framework of case service 2's business roles and model.

The main business model of case service 2 is service provisioning that includes
all the business roles of the service. Additionally, case service 2 includes two
business models for application provisioning and a business model for applica-
tion service provisioning, network operating and terminal manufacturing. The
business model application provisioning 1 includes business roles AP1, AP2 and
SP1 and application provisioning 2 business roles AP3 and SP1. The application
service provisioning business model includes the business roles ASP and end
user; the network operating business roles NO and SP1, and the terminal manu-
facturing business roles terminal manufacturer and end user.

44



In case service 2 the NO provides the bandwidth and SP1 handles the service
delivery. The user pays a certain fee for the network traffic plus a "lump sum"
every time he wants to play. The ASP provides SP1 access to the game applica-
tion and AP3 a service management component that enables services like au-
thentication, billing, etc. The terminal manufacturer sells the wireless terminals
needed for using the service.

Table 7 explains in more detail the transactions between the business actors and
revenue logic used in the life cycle phases development, deployment and us-
age/provisioning of case service 2.

Table 7. Transactions (flows) between business actors and revenue logic used in
case service 2.

Flow nr | Flow & Revenue logic

Development phase

la, 1b AP3 < SP1 AP3 provides service management component to SP1 that pays
a fixed fee for it
2a, 2b APl & AP2 AP1 and AP2 provide SP1 with the server side of the game and
< SPI SP1 pays a fixed fee for it
Deployment phase
3a, 3b Terminal Terminal manufacturer provides the end user with the terminal
manufacturer | and the user pays a fixed fee for it

<> end user

Usage/ provisioning

4a, 4b ASP <> end ASP provides the end user with the client side of the game and
user the user pays a fixed fee per download or nothing
Sa, 5b SP1 < end SP1 provides access to the service and the end user pays for
user using it based on the number of bits transferred, the character
chosen, and the information requested during the game
6a, 6b NO < SP1 NO provides the SP1 bandwidth and SP1 pays for it according

to the number of users

Table 7 also proves that the huge number of flows between the business actors
sets challenges for the management of the service and its development in a dy-
namic network environment. Chapter 4 presents an accounting and billing appli-
cation for tracking the transactions between the business actors.
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3.4 Comparison with related work

The following section compares the ideas of this research with related work, and
draws some conclusions.

3.4.1 Business roles and networked business models

Table 8 compares the business models and their revenue logic, target customers
and business roles in articles presented by Camponovo & Pigneur (2003), Afuah
& Tucci (2001), Plepys (2002), Sharma & Nakamura (2003) and the case ser-
vices of this research. Case service 1 of this research used the brokerage and
content provisioning business models (yellow background) and case service 2
the application service provisioning and service provisioning business models
(blue background). Both case services used the application provisioning, net-
work operating and terminal manufacturing business models (pink background).
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Table 8. Comparison of the business models and their revenue logic.

Revenue logic Target customer Roles in network
Plepys (2002) |This Plepys This Plepys (2002) |This
research (2002) research research
Applica- |License and |Fixed fee per |Various SP ASP, AP, CP, |ASP, end
tion ser- |installation download actors end user, SP  |user
vice pro- |fees
visioning
Afuah & This Afuah & This Afuah & This
Tucci (2001) |research Tucci (2001) [research  |Tucci (2001) |research
Brokera- |Fee for each |Fixed fee per |Businesses, [SP Broker, buyer, |CP, NO, end
ge enabled. user/ consumers seller user, SP
transaction transaction
Sharma & This Sharma & |This Sharma & This
Nakamura |research Nakamura |[research |Nakamura |research
(2003) (2003) (2003)
Content  [Subscription |Fee per view/ |Content SP CP, Content |CP, end
provision- |& usage fees, |per user aggregator, aggregator, |user, SP
ing revenue sha- end user, end user, SPs,
ring financial SPs NO
Camponovo |This Camponovo |This Camponovo |This
& Pigneur research & Pigneur |research |& Pigneur research
(2003) 2003 2003
Applica- |License and NOs, other
tion installation APs, terminal
provision- |fees, opera- manufacturers
ing tion and
maintenance
services
Network |Fees from NO, ASP,
operating |transmission, infrastructure
subscribers providers,
and networks ISP, terminal
services manufacturers
provided
Service |License and |Usage fees |Various End user SP, all other  |SP, AP, NO,
provision- |installation (various actors
ing fees, various |methods)
methods
Terminal |Fixed sum per Terminal re-
manufac- |terminal tailers, NOs,
turing end users
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The comparison of revenue logic, target customers and business roles of the
business models in Table 8 proves that the business roles of the case services
equate with the roles presented by the related literature, but the case services
also include roles not mentioned in the literature. The analysis of the target cus-
tomers and revenue logic of the case services reveals that the current business
models do not take all the possible ways of earning money into account exten-
sively enough. According to this research, new options should also be added to
the current revenue logic and possible target customers of the business models in
the literature.

3.5 Conclusions

This chapter sought an answer to research question 2 (p. 18) by presenting the
potential business models and roles of the wireless business actors and the trans-
actions between them; this thesis did not, however, calculate profit margins for
the various services and business actors.

The related literature defines at least 20-30 various terms for business roles, but
as some of them overlap as the main roles in the wireless service business, with
which most wireless business models can be formed, they can be regarded as
AP, ASP, CP, infrastructure provider, NO, SP and terminal manufacturer. Study
of the case services in this research showed that defining a general business
model is hard and, therefore, the most appropriate business model has to be de-
fined case by case based on circumstances, the core-competence of the actors
and end-user needs. The study of the business models of the case services also
showed that the current business models need to be modified by adding new
roles and concepts of revenue logic.

The development of services in a networked environment requires defining the

business actors and their roles and transactions, as an appropriate business model
orders the success of a service, especially in component-based development.
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4. Component-based development of
wireless services

Component-based development is based on use of software components that are
either developed in-house or bought from the commercial market. The need to
cut costs and reduce time to market has substantially increased the use of com-
mercial, third-party components, including COTS (Commercial-Off-The-Shelf)
and OCM (Original software Component Manufacturing) (Seppénen et al.
2001). COTS-based services are constructed by integrating large-scale compo-
nents provided by third parties. To make the integration of components into a
service easier, the architectural assumptions of the components should be prop-
erly documented by using standards, document design and quality assurance
processes (Sommerville 1992).

This chapter presents the chances of component-based development in develop-
ment of wireless services. This chapter also evaluates the risks and evolution of
commercial component use in three case projects. As proper documentation is
required to verify the capabilities of a third-party component and assess its ap-
plicability to the architecture, this chapter also presents a documentation tem-
plate for software components. Finally, this chapter evaluates the suitability of
component-based development to wireless services by developing two wireless
case services: an accounting and billing service and a secure home network.

4.1 Quality demands of components

Quality is the degree to which a component meets the specified requirements
and user’s expectations (IEEE 1990). The developer of a service also expects the
component to fulfill certain quality requirements, and, in case these are not met,
the use of a component may cause various risks in use, as section 4.3.4 presents.
Evaluation of component quality needs quality attributes, of which the following
are appplicable to this research:

o Functionality is the ability of the component to do the work for which it

was intended (Bass et al. 1998). In case the component does not function
as expected or is incompatible with the system or other components, the
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service does not do what is expected of it. Functionality is one of the
biggest problems of component-based development as many components
are designed to work as standalone or they use proprietary interfaces.

Interoperability is the ability of components to interact with one or more
specified systems (ISO/IEC 2001a). Interoperability is considered when
components and their interactions are defined in detail and finally ob-
served as executable models, simulations and running systems. Interop-
erability is achieved if the services are generic and new services can eas-
ily be integrated by aggregating the old ones. (Niemeld 1999)

Software maintenance includes all the activities required to evolve a
software system over its lifetime (Vigder & Dean 2000). Maintainability
is the ability to modify a software component in order to correct faults,
improve performance or adapt to a changed environment (IEEE 1990).
Modifiability determines how the component can be modified for a new
environment and new changes quickly and cost effectively (Bass et al.
1998). Modifications to a wireless service include adding, deleting and
changing structures, and, therefore, expandability; portability can be
considered a special form of modifiability (IEEE 1990). Expandability
describes how new features can be added to the component to expand its
functionality (Niemeld 1999). Portability is the ability of a component to
be transferred from one environment to another (IEEE 1990). Middle-
ware standards and platform-independent languages address portability
issues (Brereton & Bugden 2000). Commercial use of a non-portable
component is difficult, especially if it is designed to work in a platform
that is not in general use.

Performance can be measured, for example, 1) by response time that is
the time required to respond to one or several events processed in some
time or interval (Bass et al. 1998), 2) by transfer capacity that is the
maximum sustainable rate of information transfer (American Na-
tional Standards for telecommunications Agency 1993) or 3) by
latency that is the amount of time it takes for a packet to travel from
source to destination (Internet.com 2004b). Performance is one of the
key features of wireless services, because if, for example, a user has to
wait too long for a site to download, he may move to another site. De-
pending on the sensitiveness to delay, services have different perform-
ance requirements (3GPP, 2003Db).
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. Information privacy exists when the usage, release and circulation of
personal information can be controlled (Culnan 1993). Invasions of pri-
vacy occur when individuals cannot maintain a substantial degree of
control over their personal information and its usage (Lim 2000). If pri-
vacy cannot be guaranteed, use of the service enables fraud, which
causes millions of lost dollars every year (Sharma & Nakamura 2003).

o Reliability of a component is its probability of failure-free operation in a
given environment (Krishnamurthy & Mathur 1997). Reliability as-
sesses the tolerance of the wireless application towards problems caused
by, for example, the network. Applications that depend upon the integ-
rity of transmitted data, such as credit card transactions, cannot afford a
network that often drops data (Heyes 2003).

o Security is the ability of a component to protect information and data, so
that unauthorised persons or systems cannot read or modify it and
authorised persons or systems are not denied access to it (ISO/IEC
2001a). Security of components can be guaranteed by, for example,
building security properties inside components (Khan & Han 2002).
Flaws in the logic and implementation can result in security holes that
will be exploited by attackers or malicious websites. The physical limi-
tations of a wireless terminal often force application developers to make
security and performance trade-offs, and, for example, security features
in advanced languages may be omitted in APs’ implementations (Ghosh
& Swaminatha 2001).

. The number of side effects caused by the use of a component can also be
regarded as a quality feature of a component. Even if the component it-
self works as expected, in new environments and use situations its use
can cause unexpected side effects on the total service functionality.

The business actors in wireless services prefer different qualities. An external
quality provided by one business actor is a prerequisite for the quality of another
actor in the quality ‘stack’. The quality is only achieved if the prerequisite quali-
ties are met. In order to be profitable from the SP's point of view, the services
should be portable, modifiable for different end-user services, expandable,
maintainable and easily used and accessed by APs.
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4.2 Component-based software engineering (CBSE)

In recent years, CBSE has received interest from numerous sectors of industry
due to its potential for improving quality, productivity, performance, reliability,
flexibility and interoperability (Brown & Wallnau 1998, Sametinger 1997). The
success of CBSE is also due to a need for a new software development approach
that addresses the needs of business actors for managing complexity and rapidly
adapting to change (Brown & Wallnau 1998). The foremost distinction between
a traditional and a component-based system is that CBSE is principally an effort
of iterative selection and integration of components (Gentleman 1997, Obern-
dorf et al. 2000). Component-based architectures should be modular, which
eases their composability and independent development (Messerchmitt &
Szyperski 2001).

Table 9 presents sources of information on CBSE, many of which are used in

this research. The first column of Table 9 presents the name of the source and
the second column the topic handled in the source.
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Table 9. Sources of information sources on CBSE.

Source of information

Topic

http://cs.ua.edu/components/research/

index.htm

Software component research links

http://wwwsel.iit.nrc.ca/projects/cots/

bibliography.html

Bibliography of COTS-related literature

[Bass et al. 1998]

Software architectures in practice and reuse

[Brereton & Budgen 2000]

Key issues, stakeholders, and a framework for
component-based systems

[Brown & Wallnau 1998]

State and perspectives of CBSE

[Garlan et al. 1995]

Architectural mismatch of component use and
their integration

[Meyers & Oberndorf 2001]

How to manage software acquisition

[Morisio et al. 2000]

Evaluation of 15 COTS projects

[Sametinger 1997]

Software engineering with reusable compo-
nents, and its advantages and disadvantages

[Seppénen et al. 2001]

State-of-the-practice of software components
produced in strategic partnerships

[Shaffer & McPherson 2001]

Practical COTS risk-mitigation guide

[Szyperski 1998]

Technical foundations of component software
and its importance in the software market

[Vigder 1998]

Defining architecture for COTS-based systems

[Vigder & Dean 1997]

Architectural approach to building systems
from COTS software components

[Vigder & Dean 2000]

Maintenance aspects of COTS-based systems

[Voas 1998]

Challenges of using COTS in CBSE

Components make their services available through interfaces. In blackbox com-

ponents, clients do not see any details about the components and its source; in

whitebox components the component and its source can be modified (Szyperski
1998). The blackbox character of commercial components makes their use im-
possible in cases where they cannot be implemented in the system as such.

Table 10 presents the general elements of component-based software development.
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Table 10. Elements of component-based software development.

Element Name Definition
Component (Unit of composition with contractually specified interfaces and
% explicit context dependecies. Software component can be deployed
independently and is subject to third-party composition
@ INode Run-time physical object that represents a processing resource
~ Dependency |Relationship between two elements that indicates that changes to
777777 ! the target element may cause changes in the source element
o |Interface Specifies the externally visible operations of a class, component,
package, or other element without specifying internal structure
Name Definition
Compiler Program that converts another program from some source or programming

language to machine language (object code) (for example Java, C++, C)

Component developer

Application or middleware (component) provider that develops the
components

Component platform

Platform that allows installation of components

Component integrator

Integrates components into applications

Component technology

Technology used for developing components

Composition

Internal structure of the component

Composition platform

Platform needed to integrate the component with other components

Configuration Describes the way the component is initiated into different contexts.
Defines the variation points where the component behaviour can be
changed, and guidelines on how to do it

Design Language used for modelling software

language (like Prosa, UML (Unified Modelling Language))

Development environ-
ment

Environment in which the component has been developed

Development language

Programming language used for developing the component

Execution

Defines the environment in which the component can be executed

latform
Interface Defines how a component can be interconnected with other components
and reused by defining the operations available to a component
Middleware Software that insulates applications from the underlying wireless network
0S Program that controls the execution of application programs and acts
as the interface between the applications and the computer hardware
Pattern Package of design decisions that can be reused to achieve quality
Software Structure/ structures of the system, comprising software components,
architecture the externally visible properties of those components and the

relationships between them

Third-party component

Component provided commercially by another business actor
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The elements described in Table 10 are used for describing component-based
development in general and in detail, and the factors affecting it.

To make the integration of the components into a system easier, the architectural
assumptions should be explicit and properly documented. Component develop-
ers should provide techniques for bridging mismatches and develop sources of
architectural design guidance, such as handbooks (Garlan et al. 1995). Patterns
are a package of design decisions that can be reused to achieve system and com-
ponent quality (Bass et al. 1998). Design patterns that are "descriptions of ob-
jects and classes that are customized to solve a general design problem in a par-
ticular context" (Gamma et al. 1995) can be used during the whole design phase.
An interface defines how a component can be interconnected with other compo-
nents and reused by defining the operations available to a component. Some
interfaces are based on open interface standards, but others are only useful in
certain programming languages (Linthicum 1999). The required interfaces are
those the component needs to operate, and the provided interfaces are those the
component offers to other components.

Maturing of component technologies has increased understanding of component-
based development, but use of the technologies is still not totally unproblematic
as they impose constraints on the components. Component development envi-
ronments and languages dominate application development. Component tech-
nologies that are somewhat standardized are the OMG’s CORBA (Common
Object Request Broker Architecture), Sun’s JavaBeans and Enterprise Java-
Beans, and Microsoft’s Component Object Model (COM) and Distributed COM
(Brown & Wallnau 1998).

Components have so far been made more or less dependent on component plat-
forms that allow installation of components (Szyperski 1998). Execution plat-
forms define the environment in which the component can be executed, such as
OS or hardware. A composition platform that is needed to integrate the compo-
nent with other components is, for example, graphical Ul. Open platforms en-
able mixing of hardware, software and networks from various APs, and thus
high composability and portability of components (Sametinger 1997). A compo-
nent’s dependency on a certain platform is one of the biggest problems when
using commercial components (cf. Vigder 1998).
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Outsourcing of systems and increased use of third-party components demands
many improvements in how components are documented, assembled, adapted,
and customized (Brereton & Budgen 2000). Components that can be used by
third parties should be clearly identifiable, describe and/or perform specific
functions, have clear interfaces and hide details not needed for reuse, and have a
defined reuse status that defines the owner, maintainer and status of the compo-
nent (Sametinger 1997).

4.3 Evolution and risks of commercial component use

The following sections present the evolution and risks of commercial component use.

4.3.1 Evaluation framework for commercial component use

The evolution of software component use has previously been studied mainly
from the point of view of programming languages. The views presented in this
section have some similarities with this research (like evolvement over time),
but the scope of this research is wider and includes design languages, OS and
middleware.

Szyperski (1998) researched the evolutions of component development tools and
environment. According to him, almost any language can be used in program-
ming software components. Object-oriented programming is expanding along-
side component-oriented programming, but other paradigms, such as functional
programming, can also be used. Szyperski (1998) thinks that component frame-
works are appearing on the market, but the architecture integrating the compo-
nent system is still missing.

According to Rumbaugh (1987), the object-oriented languages have evolved
over time as the standard languages have been inadequate for defining reusable
components, because, for example, the granularity of abstractions has been too
large and the objects cannot be parametrized.

Vigder & Dean (2000) present that elements attached to the connection infra-
structure (CORBA, RMI (Remote Method Invocation)), environment, collabora-
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tions, interfaces, control mechanism and interconnection topology cause de-
pendencies between COTS, and management of these dependencies enables the
evolution of a COTS-based system.

4.3.1.1 Evaluation framework applied in component use

This section presents the evaluation framework of the commercial component
use applied in the evaluation of the three case projects in section 4.2.3. (for more
detail, see Paper V). This evaluation framework is presented in Figure 7.

Every point in Figure 7 presents a commercial component used in the case pro-
ject of this research and is thus not technologically exhaustive. The further a
certain component is from the intersection of the axes in Figure 7, the more port-
able it is into different environments, and the more configurable it is with other
commercial components. The four axes of the framework — compilers, OS, mid-
dleware and design languages — were selected for their importance in the archi-
tectural design.

Compilers are programs that convert programs from a source or programming
language to machine language (object code) (Farlex 2004). Java compilers are
more configurable and portable than C and C++, which do not provide adequate
support for the component-oriented programming principles (Szyperski 1998).
Java is a simple, secure, architecture-neutral and portable language that enables
Java applications to be executed anywhere on the network with the aid of an
architecture-neutral object file format that the compiler generates (Sabharwal
1998, Sun 2003, Szyperski 1998). Java bytecode is programming code that, once
compiled, is run through a Java Virtual Machine (JVM) instead of the com-
puter’s processor. This approach enables running source code on any platform
once it has been compiled and running it through the JVM. Once a Java program
has been converted to bytecode, it can be transferred across a network and exe-
cuted by JVM (Internet.com 2004a). Sun Microsystems developed Java byte-
code to support mobile code on the World Wide Web (Hartman et al. 1996).

Operating system is "a program that controls the execution of application pro-
grams and acts as the interface between the applications and computer hard-
ware" (Stallings 2001). To respond to the needs of the evolving hardware and
applications, a wide range of approaches and design elements — such as object-
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oriented design — have been tried in OSs (Stallings 2001). Own OSs are de-
signed for a certain purpose and are less portable than real-time or open source
OSs. QNX is a real-time OS that has modular architecture, supports multiple
users' access to the system and allows the development of easy configurable and
modifiable software (QNX 2003, Sankowski et al. 2003). Open-source OSs —
like Linux — give anyone the right to modify the source code and redistribute it,
which allows total modifiability of the system.

As stated earlier, middleware insulates applications from the underlying wireless
network, making new applications easier to develop and port to a new environ-
ment (Sharma & Nakamura 2003). For connecting components, it can be used
with its own middleware, RMI or CORBA. Of these, CORBA is the most port-
able and configurable, own middleware less. RMI is an object-oriented Remote
Procedure Call mechanism of Java environments (Campadello et al. 2000). One
implementation of RMI architecture is CORBA - that is, a general mechanism
that can be realized with different languages. The CORBA specification defines
interfaces and components that compose an ORB (Object Request Broker) that is
used for sending messages to the object and receiving the results (Suzuki & Ya-
mamoto 1999). Orbix is an ORB that is available for a large number of platforms
(Szyperski 1998). Version 2 of Java supports CORBA by enabling the sending
of remote calls to program methods run in different computers. Other middle-
ware technologies used in wireless services are, for example, JavaSpaces and
TSpaces (Capra et al. 2002).

Design languages, like Prosa and UML, are used for modelling software. Prosa
(2003) supports UML, but as a universally accepted standard, UML is more
modifiable and portable than Prosa. Prosa/OMT (Object Modeling Technique) is
a visual software-modelling tool that offers an integrated environment for the
design documents and structured analysis (Oman et al. 1990). The UML is a
language for specifying, visualising, constructing and documenting the artefacts
of software and non-software systems, and for business modelling. UML also
represents a collection of engineering practices that have proven successful in
the modelling of complex systems. Therefore, most developers are expected to
choose UML for their modelling work in the long term (Suzuki & Yamamoto
1999).
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Figure 7. Evaluation framework of commercial component use.

The framework presented in Figure 7 is domain-specific and changes as the
technologies evolve, so it should be updated regularly and can be used in a com-
parison of components at certain moment in time. The distance between the
points in the axes does not, however, have any significance because the metrical
values vary according to the domain and should, therefore, be defined separately
for every domain.

4.3.2 Risks in commercial component use

A fundamental risk issue within the use of COTS components is their interop-
erability across time and space. A mismatch of COTS components can arise for
many reasons. So far, the COTS components have been blackbox components
that hide the details of their internal state from its user, thus the components may
be used in ways that were not foreseen by the component provider, which, in this
case, means AP. This section presents the technological and economic risks re-
lated to commercial component use.
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Garlan et al. (1995) describe the integration of four subsystems in an Aesop
environment. In their research they encountered six main functional problems:
excessive code, poor performance, need to modify external packages, a need to
reinvent existing functions, unneccesarily complicated tools and an error-prone
construction process of the integration. The problems of this research were due
to the difference between the requirement specifications and real functionality.

Sametinger (1997) describes the economic, conceptual, technical, managerial
and organizational problems of commercial component use. According to him,
most research is done on technical support for software reuse by not always tak-
ing the risks into account.

Morisio et al. (2000) analyze 15 COTS projects performed at the Flight Dynam-
ics Division at the Goddard Space Flight Center of NASA (National Aeronautics
and Space Administration). The analyzed projects represent a variety of software
domains and use more than 30 different COTS products. Some of the related
problems identified by the leaders of the researched projects were: slippage in
schedule because of delays in releasing the COTS by the AP; documentation on
the product was not available, incomplete or not reliable; some functions were
promised but never implemented; modifications made by the AP altered the
compatibility of one COTS with other COTS, or the rest of the system, or intro-
duced new bugs, and communication with the AP was one way as they were
hard to reach. The selected COTS filled the requirements to at least some extent
while others reported integration problems later in the project. According to
Morisio et al. (2000), a COTS project must accept effort and cost as a tradeoff
with expected gains in schedule, and managing these tradeoffs is crucial to the
success of a COTS project.

The risks related to commercial component use are handled in more detail in the

following section. The risks are divided into five main topics according to their

character: security, quality, maintenance, functionality and economic risks.
4.3.2.1 Risks in commercial component use in detail

The risks of commercial component use presented in this section include: quality

practices in component development and its documentation, functionality, main-
tenance, security and economic risks.
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The quality of commercial components can vary significantly from one com-
mercial component to another due to differences in the quality practices of the
component development. These differences affect the quality of the component
and, therefore, the desirability of the products that are offered for sale. The im-
portance of component documentation was noted in a practice survey, which
examined the development needs of component software (Seppénen et al. 2001).
In that research the component documentation was seen as one of the bottle-
necks in the component development, acquirement and utilisation processes. The
three case projects in this research also prove that design, testing, component
validation and documentation is often inadequate and/or wrong. The lack of a
standard documentation template, the different quality practices of different
manufacturers and publicly unknown terminology of the documentation are
some causes of the weak documentation quality of commercial components.

Functionality of the components is one of the biggest challenges for commercial
component use. The functional mismatch of the component can be due to inade-
quate or excessive functionality of the component compared with requirements
that are set to it by the user (Vigder 1998). A functional mismatch can also be
due to the inadequate knowledge of the component user regarding the system
functionality and product and integration requirements. The architecture mis-
match occurs when components fail to meet the architectural constraints (Brere-
ton & Budgen 2000). Some components are designed to work as standalone
applications and may not easily interact with other components or software due
to a lack of integration mechanisms or suitability for running in a dedicated envi-
ronment. The component may be incompatible with the domain and architecture,
or with system features like hardware platforms, business processes and opera-
tional environment. Even software designed for integration may not meet the
functionality requirements of the component integrators. Additionally, users may
use commercial components in a way that was not foreseen by the component
developer, and this causes unexpected side effects (Vigder 1998). The compo-
nent providers can limit their level of responsibility for the components in use,
and for the integrated products, by SLAs (Brereton & Budgen 2000). A func-
tional mismatch can also occur between the requirements of the standards on a
certain domain and the practices of the component provider. The ability of com-
ponents built to a variety of commercial standards to operate with each other can
be limited due to the use of proprietary interfaces. The rapid obsolescence and
replacement of commercial components requires stable hardware interfaces and
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software protocols designed to be “open” to the use of many products from dif-
ferent sources (McDermid 1997).

The location of system components across multiple organizations complicates
the evolution and maintenance of a component — based system (Brereton &
Budgen 2000). The difficulty with maintenance of a system based on commer-
cial components is due to the fact that the evolution of the components is outside
the direct control of the system developers and acquisition organizations as the
components are maintained and supported by the component developer (Vigder
& Dean 2000). Maintenance of the system is especially difficult when the com-
ponents are not supplied in source form (Gentleman 1997). The AP support and
stability causes risks for maintenance if the existence of the AP is uncertain due
to its economic difficulties or ability to provide customer support. To avoid
warehousing expenses and an unmarketable inventory, the component manufac-
turer often limits the support period of the product by using a “just-in-time” or-
dering strategy (Shaffer & McPherson 2001).

The use of commercial components introduces potentially significant informa-
tion security risks for three reasons: 1) the increased inter-operability among
different components that meet commercial standards raises the chances of un-
authorized access, 2) the use of commercial standards allows a greater number of
people to be familiar with the software protocols used to manage the information
and thus access or disrupt the information flow (Shaffer & McPherson 2001) and
3) the component can include functionality that is not documented. In using
commercial components, security risks cause also their delivery over unsecured
delivery channels, the possibility of deliberately built-in hidden doors and the
need for the system to have a level of security that is not available within the
individual COTS components (Vigder 1998).

An often occurring economic risk of commercial component use is the underes-
timated total costs that are caused by not taking the investment required in own
infrastructure, methodology, etc., into account (Sametinger 1997, McDermid
1997, Meyers & Oberndorf 2001). In some circumstances the unit costs of
commercial component use are more expensive than combined use of commer-
cial and self-made components (Hall & Naff 2001). Component adaptation may
increase maintenance costs for integrated systems because developers must re-
adapt or re-glue components as they evolve (Brereton & Budgen 2000). Cost
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considerations that also need to be taken into account in component-based de-
velopment include inadequate planning costs, test and integration costs, modifi-
cation costs, configuration management costs, continuous system engineering
costs and obsolescence management costs (Shaffer & McPherson 2001). The
following sections present the use of commercial components in three case pro-
jects, and their evolution and realized risks.

4.3.3 Commercial software component use in the case projects

This section discusses the evolution and experiences of commercial component
use and its risks in three projects: Arttu, Dynamo and VHE. The concept of
"software component" in this context means a COTS component. The first re-
search project lasted from 1996 to 1997, the second 1997-1998, and the third
2000-2002 (for more detail, see Paper V).

Figures 8, 9 and 10 present the adaptation of a framework presented in Figure 7
in the researched projects. The standard buses, protocols and other COTS com-
ponents are not included in the axes as comparing them is currently difficult
because of the immature technology. As the aim of this project evaluation is
purely to illustrate commercial software component use, more exact details of
the implemetations are beyond the scope of this research.

The following sections present the evaluation of commercial component use in
the Dynamo, Arttu and VHE projects (Paper V). The evaluation serves research
problems 3 and 5 (pp. 18—19) by illustrating the risks and evolvement of compo-
nent use over time and the effects as the technology develops further. Although
Arttu and Dynamo are distributed systems, experience received from them
serves research problematic for this thesis, as problems of commercial compo-
nent use are generic.

4.3.3.1 Dynamo

The Dynamo project (1996-1997) evaluated the use of commercial middleware
by installing Visibroker with Orbix (Borland 2003, Iona 2003). Visibroker is a
CORBA-compliant ORB implementation written in Java (Szyperski 1998). Fig-
ure § presents the framework of the Dynamo project. When the Dynamo project
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was started in 1996, a draft version of UML existed, but version 1.0 did not
come out until 1997.

Compilers

A

C
UML Prosa/OM
Design | Olwn Operating
Languages i i » system
ealtime/ General
Commercial
own (NT,QNX)

— RMI

- CORBA (Orbix)

4

Middleware

Figure 8. Framework of the Dynamo project.

The tools/technologies used in Dynamo were Prosa/ OMT, C, QNX and own
middleware. The following experiences were obtained from Dynamo:

. installing of the Visibroker was easy and there were no problems in es-
tablishing connections between client and server when both ends were
using the same ORB,

. connection between Visibroker on the server side and Orbix on the cli-
ent side was unsuccessful (Niemela et al. 1999), and

o porting QNX caused unexpected side effects in Dynamo.

64



The experiences of Dynamo prove that predicting the success of integration of
commercial components can be very difficult due to unexpected side effects.

4.3.3.2 Arttu

The Arttu project (1997—1998) tried to improve the modifiability and flexibility
of heterogeneous distributed real-time systems. The functionality of a commer-
cial adapter in the integration of applications between a commercial Objectivity
database and Orbix was tested in the Arttu project (Tuominen et al. 1998).
Figure 9 presents the framework of the Arttu project.
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Figure 9. Framework of the Arttu-project.

The tools used in Arttu were UML, C++, Windows NT OS and CORBA. Com-
parison of Figure 9 with Figure 8 proves that the evolution of commercial com-
ponent use has already gone into a more general direction. The following experi-
ence was gained from the Arttu project:
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. studying MFC (Microsoft Foundation Classes) required lot of time, even
from experienced people; acquiring a basic knowledge of the use of
MFC takes at least six months and if Ul requires more developed fea-
tures, mastering the whole system possibly takes several years,

o the use of CORBA products, like Orbix, is easy for an experienced pro-
grammer, although it is good for managing the basic knowledge of in-
formation networks,

. the amount and quality of the documentation concerning implementation
of TCP/IP (Transmission Control Protocol/ IP) was weak,

. the constraints of the COTS were not known before their implementa-
tion due to inadequate documentation of the COTS,

. unsolved compatibility problems between the components still existed, and

. the delayed delivery of a missing integration part caused problems.

The Arttu experiences prove that commercial components still suffer from qual-
ity problems and studying the new tools may considerably delay implementation
of the system.

43.3.3 VHE

The VHE project (2000-2002) studied how a networked platform for home ap-
pliances, external services and mobile and stationary terminals could be built in
order to support user-oriented services through a variety of interfaces. VHE car-
ried out research into several technologies, so describing one overall framework
for COTS use in the project is not possible. Figure 10 presents a framework for
the middleware services of the project. The tools used in the VHE middleware were
UML, Java and RMI. The VHE middleware allows users to do the following tasks:

1. build a home network by switching on and, optionally, plugging into a wired network,
2. control in-home appliances with terminals having different kinds of Uls,

3. access networked home appliances from the outside world through public
networks, and

4. personalise in-home and external services.
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Figure 10. Framework of the middleware services in the VHE project.

The middleware services of the VHE project include application server, direc-
tory and distribution service, and media gateway. The services were developed
for several OSs and, therefore, most significant in the software architecture is the
axis "Operating system". A comparison of Figure 10 with Figures 8 and 9 proves
that use of commercial components had gone into a more general direction. Only
the use of RMI as middleware diminishes the architectural significance of the
commercial components used in VHE.

4.3.4 Realised risk factors of commercial software components

This section summarizes some problems that may occur when developing wire-
less services by using commercial components. The problems presented here,
related to the research question 3 (p. 18), prove that many of the development
problems are caused by the involvement of several business actors and technical
environments — not the components themselves.
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Table 11 describes the realised risk factors of commercial software component
use in Arttu, Dynamo and VHE. The realisation of the risk factors was evaluated
by studying the project documentation and by sending the project managers an
empty risk factor sheet that they were supposed to fill in. The risk factors have
been collected from the literature concerning commercial software use (Brereton
& Budgen 2000, Shaffer & McPherson 2001, Vigder 1998 and Vigder & Dean
2000).

Table 10 only includes the existence of the risk — not its importance. The risk
factors are classified under an appropriate topic. Table 10 shows that in the Dy-
namo, Arttu and VHE projects there have been problems with:

— the quality practices in component development — section 4.3 presents a
documentation template for improving the quality of the component docu-
mentation of commercial components —,

— functionality, especially concerning the interoperability of the component ,
— maintenance, especially concerning AP support and stability,
— security, and

— underestimated total costs of the component use. The original list of eco-
nomic risks in Paper V (p.6) was longer, but they are not included in Table
11 due to the non-existence of the risks in case projects.
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Table 11. Realised risk factors of commercial component use in the case projects.

Dynamo Arttu VHE
Technical risks
Quality practices of component development
Different quality practices of different APs X X X
Inadequate and/or wrong design, testing, validation and X X X
documentation of component
Publicly unknown terminology of the documentation X X X
Functionality
Changing standards In non-I1P-
based
commu-
nication
COTS product obsolescence affects systems in different X
ways
COTS products are developed to commercial standards X
Domain/ architecture incompatibility in
adapters
Inadequate component functionality Update Update Update
Incompatibility of the component with the system X X
Inadequate knowledge about system functionality and X
integration requirements
Interoperability with the system and multiple components X X X
Non-portability to other environments X
Unexpected side effects in DB in DB X
(database)
Maintenance
Compatibility of the new versions with different functions in mid-
dleware
Rapid changes of COTS products due to product changes Market
by the AP do not
exist
Time-limited support of AP in DB
Unsecured update in OSGi
AP support and stability cause risks for maintenance X X X
Security
Information security susceptibility due to COTS product X
interoperability
Unsecured delivery channels X
Economic risks
Underestimated total costs X X Not
estimated
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Table 11 proves that using more adaptable tools has not removed or diminished
the risk in commercial software component use during the six-year research
period. The basic problems of component use have also remained the same, al-
though some of the problems are partly due to the emergence of even more
complicated development environments and technologies.

4.4 Component documentation

Although software components are not yet documented in a standard way, some
attempts have been made to create general documentation templates. These are
presented in the following.

The requirement specification standard of the European Space Agency (ESA
1995) classifies software requirements into functional and non-functional re-
quirements. Functional requirements should be organised top-down and non-
functional requirements should be attached to them, and can, therefore, appear at
all levels in the hierarchy. The standard defines the requirements that should be
considered in the user requirements definition phase, such as functional, per-
formance, security, interface, operational, quality and safety requirements. Thus
the requirements are determined by the intended use of the software, i.e. when
developing the software for a specific purpose.

Sametinger (1997) classifies software documentation into parts according to a
purpose: user documentation, system documentation, process documentation and
reuse manual. User documentation provides the information necessary for users
to use the software system. System documentation provides the development
information of a software system or component, such as requirements and im-
plementation details. Process documentation describes the dynamic process of
the creation of the component. The last part, the reuse manual, includes a coarse-
grained functional specification and information that gives guidance on how to
use, manage and assess software. The purpose of the reuse manual is to assure
the software engineers that the components of the system fit their needs.

The standard defined by the Institute of Electrical and Electronics Engineers

(IEEE 2000) establishes a conceptual framework for architectural descriptions
and defines the content of an architectural description. According to IEEE
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(2000), an architectural description shall contain the following information:
document identification, version and overview (issuing organization, change
history, summary, scope, context, glossary and references), stakeholders, and
architectural views and viewpoints. The user organization has to define the
more detailed content of the description.

Forsell and Péivérinta (2002) define a documentation model of a software com-
ponent that is divided into two parts: the reusable part and a part that supports
reuse. The reusable part defines the objectives and design rationale for the com-
ponent, the results of the production work and the test procedures used to certify
that the component works correctly. The reuse support consists of maintenance
information, consumption information, and management information. The idea
is to map the roles of a component provider, a maintainer, a software developer
and a reuse manager to all the pieces of information produced during the devel-
opment and use of a component. Therefore, the model is only appropriate within
the context of a reuse process inside an organisation.

The general documentation templates presented above have similarities with the
template of this research (for more detail, see Papers 11l and IV), but the latter
also takes into account the multi-organizational stakeholders of the documenta-
tion process and the architectural viewpoints. The following section tries to an-
swer research question 4 (p. 18) by illustrating the component documentation of
wireless services.

441 Component documentation template

This section presents a documentation template for commercial components that
has been developed while examining how third-party components are developed
and used in the context of a product line that is a collection of software systems
with similar or overlapping functionality and a common architecture that satis-
fies the requirements for that set of systems (NPLACE 2002) by the component
integrator (Seppédnen et al. 2001). The information in the component documenta-
tion is divided into four categories that are derived from the literature (Wallace
et al. 1998, Niemeld & Ihme, 2001, Niemeld et al. 2000) and refined further
(Forsell & Paivirinta 2002, Salmela et al. 1999). Figure 10 shows the basic
structure of the component document (for more details, see Paper IV, p. 11).
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1. Basic information
1.1 General information

1.1.1 Identification

1.1.2 Type

1.1.3 Overview

1.1.4 History

1.1.5 Special terms and rules
1.2 Interfaces

1.2.1 Version usage

1.2.2 Required interfaces

123 Provided interfaces

1.3 Configuration and composition
1.4 Constraints
1.4.1 Protocols
1.4.2 Standards
1.5 Functionality
1.6 Quality attributes
1.6.1  Modifiability
1.6.2 Expandability
1.6.3 Performance
1.6.4 Security
1.6.5 Reliability
3. Acceptance information
3.1 Test criteria
3.2 Test overview
3.3 Test environment

2. Detailed information
2.1 Technical details
2.1.1 Application area

2.1.2 Development environment
2.1.3 Platforms
2.1.4 Interdependencies

2.1.5 Prerequisites

2.1.6 Special physical resource needs
2.2 Restrictions
2.3 Implementation

23.1 Composition

232 Context

233 Configuration

234 Interface implementation

2.4 Delivery

4. Support information
4.1 Installation guide
4.2 Customer support
4.3 Tailoring support

3.4 Test cases
3.5 Test summary
3.6 Test support

Figure 11. Basic structure of the component document.

The documentation template presented in Figure 11 has been developed because
the current component documentation models:

. are not appropriate for third-party components because they mainly con-
centrate on component reuse inside an organisation, and

. do not consider the possible multi-organisational development of a com-
ponent and the architectural properties of a component to be important.

The presented documentation template has the following advantages for both
component providers and integrators:
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. it provides clear guidelines for component providers on how to docu-
ment the properties of a component, and thus guarantees the consistency
and quality of the component documents, and

. it assists integrators of components in selecting, validating, using, modi-
fying and maintaining the component by providing information about
the component’s design and implementation, as well as customer and
tailoring support.

The fields of the documentation template presented in Figure 10 are described in
more detail in the following section. The fields presented in the template can be
applied to all kinds of domains, including wireless services.

4.4.1.1 Fields of component documentation template

This section describes the fields of the documentation template: basic, detailed,
acceptance and support information.

The basic information has six parts: general information, interfaces, configura-
tion and composition, constraints, functionality, and quality attributes. The gen-
eral information gives an overview of a component — that is, what the compo-
nent is and why it is — with the following pieces of information:

¢ identification of the component,
e type of component,

e overview of the component,

e history of the component, and

e special terms and rules used.

Component identification separates the component from other components,
which is compulsory for tracking the components in a networked environment.
A component type expresses the way the component is intended to be used. The
overview of a component is needed in order to understand why the component is
developed or purchased. The history describes the life cycle of the component,
including the initial version and modifications. The design rationale may identify
the architectural choices and the reasons behind the design decisions (Matinlassi
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et al. 2002). The interface information describes interface versions and the pro-
vided and required interfaces of a component (Bosch 2000, Clements & North-
rop 2001). The forms of configuration and composition define how the behav-
iour of the component can be changed and how the component is included in a
service. Functional and object-oriented compositions are based on the activation
of the components by function calls. In object-oriented composition, different
components are combined through polymorphism and dynamic binding. Con-
straints on components are usually common constraints for all the components in
a service, both those made in-house and by third parties. Constraints are here
defined as including the protocols and standards used. Protocols define the
global behaviour of a component, describing the interaction between two com-
ponents needed to achieve a specific objective. The functional specification de-
scribes the inputs and outputs of the component, and the functionality of the
component, in detail. The required data is described, together with functional
exceptions, if the architecture requires their being handled in a specific way;
otherwise, they have to be defined in the technical details. Quality in this context
means the quality attributes the component embodies.

The detailed information has four parts: technical details, restrictions, implemen-
tation and delivery. The technical details define the application area in which the
component is intended for use, as well as the development, execution and com-
position environment of the component. In order to select a component, the ar-
chitect needs information about the physical resources required for the execution
of the component, as well as the interdependencies of the component with other
components. The prerequisites define all the other requirements that component
may have to fulfil. In the design phase, the restrictions should describe all items
that will limit the developer's options when building the components. The re-
strictions described in the detailed information are related to the quality attrib-
utes defined in the basic information, but they are based on prior metrics col-
lected during the development of the component. The rationale is to give de-
tailed information or proof of how the required qualities are met. The implemen-
tation information includes details about the composition, context, configuration
and interface implementation. The composition information describes the inter-
nal structure of the component. The context describes the things that exist or
events that may transpire in the environment. The interface implementation
gives the details of the interfaces. The link to the realisation, the code of the
component, is also given in this part of the component document. The delivery
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information provides details of the format of the component, which can be, e.g.,
binary format, library format, or source code. The delivery time of the compo-
nent may be useful for tracking versions when the supplier adapts the compo-
nent.

The purpose of the validation of a component is to prove the quality of the com-
ponent. The acceptance test information on the component should describe:

o the test criteria the component has to meet,

e the test methods, in the form of guidelines,

e the test cases used in testing,

e asummary of the test results,

o the test environment in which the component has been tested, and

e test support for an easy evaluation of the component.

The scope of the acceptance test should be restricted. The selection of the test
criteria for the component is guided by how well the requirements specified for
the component have been met. Therefore, the test criteria should be selected
during the component specification — for example, by blackbox tests that the
component should pass (Salmela et al. 1999).

The user of the component also needs support information on how to install the
component and what to do if it doesn't work as expected. For these cases, the
component document should have an installation guide, and contact details for
the customer support service and tailoring support. This information is essential
when using commercial, third-party components made by someone else. The
necessity of the support services and guides depends on the size and complexity
of the component, as well as the form in which it has been delivered. When de-
livering the component as binary, installation and configuration information is
necessary. In the case of source code, tailoring support is needed if the compo-
nent requires adaptation to the service in question.
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4.5 Component-based development of wireless services

The following articles illustrate the use of component-based development in
developing wireless services.

Gschwind et al. (1999) propose a framework whereby the agent program is
composed using a well-defined set of categories of software components: navi-
gational components, performers and reporters that determine how the results are
collected and reported back. In their approach to distributed network and sys-
tems management mobile agents, the management actions to be performed were
relatively simple, the itinerary of an agent was well defined and the global op-
eration and side effects of the algorithm were well understood.

Marques et al. (2000) present a component-based framework that enables appli-
cations to use mobile agents in an easy and flexible way. By using this approach,
the development of applications that can make use of mobile agents is greatly
simplified, as applications can be developed using current object-oriented ap-
proaches and become capable of sending and receiving agents by the simple
drag-and-drop of mobility components.

Yang et al. (2002) describe the development of a wireless embedded system that
uses component-based software. Their paper introduces utilizing J2ME technol-
ogy for developing a mobile enterprise environment based on design patterns
and component software. The design patterns used in their research were prop-
erty container, strategy, decorator and model-view controller.

The following sections present the component-based development of two wire-
less case services — accounting and billing service, and secured VHE — by inte-
grating VPN and OSGi. The following sections seek an answer to research ques-
tion 5 by illustrating the aspects to be taken into account in the component-based
development of wirelesss services.

76



4.5.1 Accounting and billing service in case services 1 and 2

Accounting and billing plays an important role in wireless business models as it
enables tracking the financial transactions of the business actors. The accounting
and billing service presented in this research is based on the technical specifica-
tions of 3GPP (2002, 2003a), although the charging principles, and charging and
billing, for different kinds of services presented by 3GPP (2002, 2003a) are not
within the scope of this research. The following sections will present the imple-
mentation of the accounting and billing service to case services 1 and 2 (more
detail in Paper VII).

4.5.1.1 Main components of the billing chain

This section describes the major components of the billing chain. It is assumed
that all the parties involved in the value chain allow access to their service ele-
ments; if this is not feasible, the components that the partners do allow interfac-
ing with in order to collect usage data act as the service elements. Service ele-
ments are software and hardware components that provide the service or interact
with each other for providing the service. In the presented accounting and billing
service the concept ‘service element’ also means both software and hardware
components and the concept ‘component’ just software components. Table 12
presents the concepts of the accounting and billing service used in Figures 12
and 13.
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Table 12. Concepts used in the accounting and billing service.

Element

Name

Definition

Accounting
Agent

Accounting agent

Java application that collects raw usage data, converts it
into a certain form and provides usage data for the billing
mediation server

At Server Authentication Component for collecting accounting records

S i 1

A:gﬁéﬁ;gﬂ Servgr S}lpportmg
Application

Biling Billing Mediation |[Component that collects usage data from the accounting
Mediation Server agents and sends it in standard format to the rating engine
erver

Billing System Component that applies pricing and discounting policies to

Billing
System

the received service usage records by generating an in-
voice to the final customer and generates revenue sharing
data to third-party providers

Gaming Server

Gaming Server

Component for collecting value-added service usage data

Supportng Supporting Appli- |in order to charge for the service per transaction
cation
GGSN Service GGSN Service Component for collecting usage data in order to evaluate
i;gﬁggzgg Supporting Appli- [the network service usage in terms of data volume/time
cation
Rating Engine Component that receives all the usage detail records from

Rating
Engine

the billing mediation server and correlates them in an end-
to-end service generating records related to the entire
service to be billed

Server Supporting

Component of AP, CP or SP for collecting value-added

se'mlsig:{i’ggﬁ”g Application service usage data in order to charge for the service per
transaction and per content
Accounting Records aggregated to bill the final customer, defining
records incoming revenue of the NO and revenue sharing fees for

the AP and CP

Revenue sharing
record

Record indicating the division of monetary share every
partner receives from the total revenue

Service usage
record

Record indicating how much users have used a particular
service

The main components of the service — accounting agent, billing mediation

server, rating engine and billing system — are explained in more detail in the

following.

Accounting agents are attached to all the relevant service elements in order to

collect raw usage data. The accounting agent needs to interface with a variety of

usage data sources, provide collected data encoded into different output formats
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and be extensible to support new data source types and output formats. Account-
ing systems are in charge of measuring or collecting the usage of any type of
resources and they could charge the end user for using network resources (e.g. a
GPRS connection, but also a PPP (Point to Point Protocol) connection on a
wired line) for browsing web pages, etc. The accounting agent provides the fol-
lowing functions:

e Acts as an interface for the service elements and for the billing mediation
server to provide usage detail records. Accounting agents basically interact
with service elements to collect usage data. In real-time billing scenarios
they also grant or deny the access to a service (or interrupt the service), so
the service element in charge of serving the end user will suspend the call,
ask the accounting agent if the user "has enough money", wait for the answer
and, if the answer is positive, continue the call.

e Converts raw usage data from multiple source data formats to a set of stan-
dard records,

e filters, validates and aggregates raw usage data extracted from the source
service elements,

e translates usage detail records into a common XML (eXtensible Markup
Language) syntax, and

e provides feedback to the service elements in a prepaid or service usage check.

The billing mediation server collects all the usage detail records from the ac-
counting agents distributed over the network. Due to the valuable nature of the
data, a secure transfer mechanism is needed in order to guarantee the security,
integrity and confidentiality of the communication infrastructure. The account-
ing agent and the billing mediation server communicate by means of FTP (File
Transfer Protocol), RMI or JMS (Java Message Service). All these are based on
TCP/IP. In a real scenario TCP/IP is not applicable as it is because it is not se-
cure. The security could be solved by offering a secure transport layer and by
using objects that recognise each other by using private/ public keys or digital
signatures.

The rating engine receives all the usage detail records from the billing mediation
server in standard formats and correlates them in an end-to-end service generat-
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ing records related to the entire service to be billed. The service usage records
are correlated to rate customer services according to the subscribed contracts.

The billing system applies pricing and discounting policies to the received ser-
vice usage records by generating an invoice to the final customer. It also gener-
ates revenue sharing data to third-party providers like CPs, APs and SPs. The
billing function takes account of the pricing and discounting schemes configured
in the billing system.

The billing, rating and service nodes of AP's, CP's and NO' are physical nodes
that represent the service processing.

4.5.1.2 Accounting and billing in case service 1

The end-user of case service 1 is subscribed to the service as a bank customer
and does not actually see the other actors behind the bank that really provide the
service, since the service connection is carried out transparently. In the case of
service 1, the bank delivers the invoice to the customer and receives the fee, part
of which is afterwards paid to the other actors for revenue sharing. In case ser-
vice 1 the accounting agents can be attached to:

e GPRS backbone network for collecting usage data,

e authentication server for collecting accounting records and servers of CPs,
NO and SPs for collecting service usage data, and

e rating engine and billing mediation server for collecting the usage data and
correlating the usage records.

After all the collection, filtering/validation, correlation and rating phases, the
service accounting records are aggregated to define the revenue sharing fees for
the AP, CP and NO. Figure 12 presents the accounting and billing context of
case service 1 and the mapping of the component-development responsibilities
to different business actors.
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Figure 12. Accounting and billing context of case service 1.

In Figure 12 the usage data is collected from the accounting agents of AP and
NO by the billing mediation server of the SP1. The rating engine of the SP1
correlates the usage detail records by generating records related to the entire
service. The billing system exports the AP, CPs and NO revenue sharing records
and retail service usage records to the service retailers.

4.5.1.3 Accounting and billing in case service 2

In case service 2 the SP1 delivers the invoice to the customer and receives the
fees for delivery to revenue sharing. The billing of case service 2 takes place
according to the number of bits transferred, the character chosen by the player,
and the information requested during the game. In case service 2 the accounting
agents could be attached to:

. GPRS backbone network,
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o authentication server, gaming server for collecting service usage data in
order to charge for the service per-transaction, and servers of APs and
NO, and

. rating engine and billing mediation server for collecting the usage data
and correlating the usage records.

Figure 13 presents the billing context of case service 2 and the mapping of the
responsibilities of component development to different business actors.
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Accounting
Agent

Accounting
Agent

Accounting
Agent

Auth. Server
Supporting
Application

GGSN Service
Supporting
Application

Gaming Server
Supporting
Application

Figure 13. Billing context of case service 2.
In Figure 13 the accounting agents of AP and NO collect the usage data that the

billing mediation server of the SP1 collects from the agents. The rating engine of
the SP1 correlates the usage detail records. The billing system exports the AP
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and NO revenue sharing records, and the retail service usage records to the re-
tailers of the service.

4.5.2 Case service 3: integration of VPN and OSGi

This section discusses the integration of two commercial components, VPN and
OSGi, to create a secured VHE that consists of home devices that are networked
to enable their flexible use and is able to use appropriate services remotely over
untrusted public networks and to download applications and install services (for
more detail, see Paper VIII).

The OSGi architecture shown in Figure 14 is composed of two key components:
OSGi framework and bundles.

Standard bundles Custom bundles
8
22 1 9
g y 1INR AR
- E = E § B E

J J J J J [

Service Spaces

Java VM

OsG
Framework

Operating System

Figure 14. OSGi architecture (modified from Joong-Han et al. 2001).

OSGi was founded to create an open specification for the network delivery of
multiple managed services over a WAN (Wireless Area Network) to local net-
works and devices (OSGi 2003). The OSGi services gateway is technically an
embedded server that is attached to the WAN to connect external SPs to internal
clients and separate the topology into the external and internal network. The
OSGi services gateway functions as the platform for many kinds of communica-
tions to and from the home, office and other locations, and it can also function as
an application server for a range of high-value services, such as security. The
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OSGi framework allows the partition of applications into smaller components
called bundles and provides a consistent programming model during application
development (Joong-Han et al. 2001). The LOG service of the standard bundles
offers other bundles the facility to log important information to the gateway
operator. Custom bundles that vary according to the application (Figure 14) in-
clude, for example, vending machine, fax service, WAP (Wireless Application
Protocol), etc.

VPN is a virtual channel that connects two private networks and enables the
transmission of data across different platforms without concerns about the
equipment and its associated protocols. VPN allows the user to tunnel through
the Internet, or another public network, in a manner that provides the same secu-
rity features formerly only available in private networks. The VPN connection is
only set up on an as-needed basis and broken when the transaction is completed,
and this is why the private network is considered virtual. VPN technology is
designed to address issues surrounding the current business trend towards in-
creased telecommunications and widely distributed global operations, where
workers must be able to connect to central resources and communicate with each
other. In order to provide the ability to connect to home computing resources, a
corporation must deploy a scalable remote access service (Lerner et al. 2000).

4.5.2.1 Integration of VPN and OSGi
In case service 4 the OSGi gateway was integrated with the VPN system so that

the VPN server was replaced by the OSGi server. Figure 15 illustrates the high-
level architecture or VPN and OSGi integration.
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Figure 15. Integration of VPN and OSGi.

The elements of Figure 15 are described in Table 13. The VPN client accesses
the Internet by contacting the ISP. After this, a connection to the OSGi home
gateway is established through the Internet. The OSGi gateway manages all the
devices and services in the home network. The wireless VPN client is used to
view the information in the gateway, modify configuration information and re-
ceive notifications in a secure manner. In order to support authentication, au-
thorization and secure communication, the OSGi gateway acts as a VPN Server.
After authentication and authorization have been done, the VPN Client and
OSGi gateway use a secure channel for communicating to prevent different
kinds of attacks against confidentiality.

Table 13. Elements of VPN and OSGi integration.

Element Description

Bundle Component of OSGi gateway server

Device Physical device in home network

ISP Server Component that enables VPN clients to access the Inter-
net

OSGi gateway server Embedded server that provides security services and
functions as a platform for various communications

VPN client Wireless end-user terminal where VPN client application
runs

VPN client application Component that encrypts all data from the client to a
gateway or server

This integration of VPN and OSGi proved that their integration is suitable for
creating a secure VHE. The integration of OSGi and VPN turned out to be a
relatively easy task and improved the security of the VHE, but its suitability for
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the home is questionable because of the need for a technically competent admin-
istrator who is able to install the system and is aware of possible security risks. It
is possible that these kinds of security applications will be embedded in home
gateway devices and the homeowner will buy administrative services along with
the gateway device. Case service 4 also proved that although integrating two
commercial components to create a wireless service is easy, the need for techni-
cally competent users in the implementation of a service can prevent more wide-
spread use of the service (cf. Mobile Payment Forum 2002).

4.6 Comparison with related work and conclusions
This section compares the related work with the related literature and draws

conclusions about component-based development and component documenta-
tion in wireless services.

4.6.1 Evolution and risks of commercial component use

Table 14 compares the evolution of component use found in this research with
that found by Rumbaugh (1987), Szyperski (1998) and Vigder & Dean (2000).

Table 14. Evolution of component use.

Rumbaugh (1987) | Szyperski (1998) Vigder & Dean

(2000)

This research

e clements attched to

e object-oriented object-oriented e significance of

languages have
evol-ved over time
as the standard lan-
guages have been
inadequate

programming is ex-
panding alongside
component-oriented
programming
component frame-
works are appearing
on the market
architecture inte-
grating component
system is missing

connection infra-
structure, environ-
ment, collabora-
tions, interfaces,
control mechanism
and interconnection
topology causes
dependencies be-
tween COTS
management of
component depend-
encies enables evo-
lution of COTS-
based system

commercial software
components in the
software architec-
tures has increased
many functional and
quality problems.
such as weak docu-
mentation and inter-
operability problems,
still make the use of
commercial software
components difficult
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Analysis of Table 14 proves that the use of software components is moving into
a general direction. Management of component dependencies would enable evo-
lution of COTS-based systems, but dependencies between components, the lack
of integration methods and many functional and quality problems still make the
use of commercial components difficult. This research proves that the compo-
nents' significance in the architecture has increased by shifting towards the use
of more portable and configurable components.

Table 15 below compares the main risks of commercial component use found in
this research with the research of Garlan et al. (1995), Samtinger (1997) and
Morisio et al. (2000).

Table 15. Risks of commercial component use.

Garlan et al. Sametinger (1997) | Morisio et al. (2000) | This research

(1995)

e excessive code e adaptation e delays in releasing the | e different quality practices

e poor e integration COTS e design, testing, validation
performance e certification e documentation on the and documentation of the

e need to modify
external
packages

e need to reinvent
existing
functions

e unneccesarily
complicated tool

® error-prone
construction
process

e blackbox character
of components

e lack of abstraction
of reusable
components

product is inadequate

e some functions were
promised but never
implemented

o modifications made
by the AP alter the
compatibility of
COTS with other
COTS, or the system,
or introduce new bugs

e communication with
the AP one way

e integration problems

component is inadequate
and/or wrong

e inadequate functionality
and unexpected side
effects

¢ non-portability to
other environment

e system, domain/
architecture and
version incompatibility

e support and stability
of the AP

e security

¢ underestimated total costs

Comparison of the risks of commercial component use in Table 15 proves that
most problems in commercial component use are due to changes of AP and a
lack of support, integrability, interoperability and modification of components.
Table 15 shows that the problems for commercial component use have evolved
from the risks attached to the component itself (code) and the integration prob-
lems caused by weak documentation and AP support.
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4.6.2 Component documentation

Table 16 presents the documentation models of this research, IEEE (2000), ESA
(1995), Sametinger (1997) and Forsell & Péivérinta (2002).

Table 16. Comparison of the component documentation models.

ESA (1995) Sametinger IEEE (2000) Forsell & This research
1997) Paivérinta
(2002)
Contents:

e introduction
(purpose, scope,
definitions, refe-
rences and over-
view)

e general de-

e general in-

formation

e reuse infor-
mation (instal-
lation, interface
descriptions,

® document
identification,
version and
overview (issu-
ing organization,
change history,

Reusable Part

e objectives and
design rationale
for the compo-
nent, result of the
work, test pro-

e basic infor-
mation (general
information,
interfaces, confi-
guration and
composition,

scription (rela- integration and summary, scope, |cedures constraints, func-
tion to other pro- | usage, adapta- context, glossary |Part Supporting tionality, quality
jects and sys- tion) and references) Reuse attributes)

tems, function e administrative | ® stakeholders e brokering e detailed

and purpose, information ® architectural information information
general con- e cvaluation views and view- | (information (technical de-
straints, model information points. about modifying | tails, restrictions,
description) (known per- The user or- a component) implementation,
e specific re- formance prob- | ganization has to e component's delivery)
quirements lems, test sup- define the more consumption e acceptance

e requirements | port, etc.) detailed descrip- information information
traceability ¢ other infor- tion of the con- e management | e support in-
matrix mation tent. information formation

To whom:

e "all active e "the software | e Users, opera- | e "primarily e All stake-
participants in engineers who tors, acquirrers, for the reusers, holders

the software
requirements
phase"

decide whether a
certain com-
ponent fits their
needs"

architects, deliv-
erers, maintain-
ers, evaluators of
the system

but also for the
brokers and
reuse man-
agement. "

Difference to this

research:

e Less infor-
mation about the
component (only
includes the
requirements)

e Meant for
technically com-
petent users

e Less infor-
mation about the
component

e User of the
document has to
define the con-
tent in more
detail = tem-
plates are not
uniform

e Less infor-
mation about the
component

e Meant for
reusers

® Less infor-
mation about the
component
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The comparison of the template of this research with the component documenta-
tion models presented in Table 16 reveals that the template of this research pro-
vides more information on several aspects of the components and takes more
account of the stakeholders’ multi-organizational development.

4.6.3 Component-based development of wireless services
Table 17 compares the experiences received from the component-based devel-
opment of wireless services in this research with the articles by Gschwind et al.

(1999), Marques et al. (2000) and Yang et al. (2002).

Table 17. Experiences from component-based development of wireless services.

Gschwind et al. | Marques et al. | Yang et al. This research
(1999) (2000) (2002)
Service Mobile agent appli- |Application-centric |Mobile enterprise |[Accounting and

cation

mobile agent system

environment

billing service,
VHE

Advantages of

Flexibility, reduced

Flexibility, easy

Improved reusabil-

Easiness, reduced

component- development time,  [software develop-  |ity, platform development time
based develop- [improved reliability [ment, fault-isola- independence
ment tion, seamless in-

tegration, user

acceptance
Disadvantages [Scalability Increased security  |Some components [Need for techni-
and risks of threat without pro- |need modification, [cally competent
component- per authentication  |deve-lopers have [user may prevent
based develop- mechanism to identify varia- |more wide-spread
ment tion points of use, components

components

need modification

The comparison of this research with the related literature in Table 17 reveals
that the basic advantages (like reduced development time) of the component-
based development in the related literature and this reseach are the same. The
disadvantages of component-based development vary according to the domain.
The need for technically competent users experienced in this research is a poten-
tial prohibiting factor for component-based development in other domains as
well.
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4.7 Conclusions

The case studies illustrated in this chapter proved that component-based devel-
opment suits the development of wireless services and it can be quick and easy,
but gaining full advantage from it requires overcoming the existing interopera-
bility and quality problems. In some services the high level of technical compe-
tence required can prevent widespread use of the service. The developed ser-
vices should be easy to use, secure, portable and reliable, and the componentized
application used for realizing the service should cause no side effects.

The three case projects presented indicate that the use of software components is
evolving into a more portable and configurable direction. To increase the offer
of commercial components, the software business should increase the interop-
erability of the components, get rid of the "made here" principle and offer their
components commercially, as well as use components made by the others. Use
of open standards, interfaces and development environments should be increased
to reduce the technology-dependency of the components.

For improving the component documentation, this chapter also presented a
documentation template for commercial components that takes into account all
business actors and architectural aspects of the service. The presented documen-
tation template provides clear guidelines on documenting components. The
documentation that follows the template assists component integrators in select-
ing, validating, using and maintaining the component.
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5. Introduction to the papers

The papers included in this thesis were written over a period of three years be-
tween 2001-2004. They illustrate the different aspects of wireless services, from
business models, roles and networks to component-based development of wire-
less services. Table 18 summarizes the papers.

Tablel8. Summary of the issues presented in the papers.

Paper = LI L I1v, v VI, VII, VIII
Issue
U
Domain Business models, Component-based Case studies
networks and roles application develop-
ment
Contribution Describes the busi- | Describes the use of Describes the creation
ness actors and their | commercial components | of three case-services
roles and interaction | and component docu- to validate the ideas
in wireless business | mentation in compo- presented in papers
networks. nent-based application I-VI
development.
5.1 Business roles and networks
5.1.1 Paper I: Application service provisioning — current state and

partnership strategies

This paper, which is connected to the usage/provisioning phase of the service
life cycle, explores the state of the software business, application service provi-
sioning and the ability of Finnish software companies to gain partners in the
international application service provisioning competition based on the situation
in November 2000. The state of the application service provisioning business is
examined by researching literature and four Finnish software companies that use
or are going to use application service provisioning in the future. The state of
software companies in this paper is based on a study made by Forsell and Nukari
(1999) and on an international research of 100 software firms made by Harvard
Business School (Hoch et al. 1999). This paper finds that:
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— Finnish ASPs seek value-added service and technology partners on the basis
of their quality and trustworthiness, and regard finding competent partners
difficult because of the immature market,

— software companies co-operate in marketing, support and research,

— the application service provisioning market is rapidly changing and growing,
and is immature and uncertain, but faith in it is very strong,

— technology and security do not prevent the widespread use of application ser-
vice provisioning, and

— the keys to success in the application service provisioning market are co-
operation with qualified partners, specializing in existing strengths, and
qualitative and secure software products.

As the amount of related literature on application service provisioning is rather
limited, this paper serves as a good summary of the state of the art in this topic.
The summary of the interviews in this paper requires some tough criticism due
to the small number of case companies. At the time of writing this thesis (2004),
application service provisioning is still not very succesfull in the four companies
researched and their income mainly comes from traditional software develop-
ment. The state of the application service provisioning described in this paper
serves as an input to Section 3.2.3 of this thesis.

5.1.2 Paper Il: Business Models in Wireless Internet
Service Engineering

This paper, which is connected to development, deployment and us-
age/provisioning phases of service life cycle, proposes a general framework for
the business model of 3G wireless services and analyses the state of the wireless
Internet services. This paper also describes the interaction of business actors
with the aid of three case companies acting in the wireless business. This paper
draws the following conclusions from the researched companies:

— their business strategy is to sell products the customers want and tailor them
according to their needs,
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— they interact with third parties that provide them with bandwidth, content and
the technology they need, and

— they have chosen their role in the wireless business based on focusing, cost
savings, time to market, risk reduction and macroeconomic facts.

Compared with the related literature, this paper provides a novel framework for
business models of wireless companies. The limitation of the framework is its
domain — and situation —specificity, which should be taken account when evalu-
ating its suitability for the business in question. The emergence of new business
roles and actors will require redefining of the framework in the future. The
coarse-grained business models of the two wireless services presented in this
paper are used as the input for the more detailed analysis of business models in
Chapter 3.3.1.

5.2 Component-based application development

5.2.1 Paper lll: Documented quality of COTS
and OCM components

This paper illustrates some aspects of component documentation and the stake-
holders participating in making and using the document. This paper illustrates
the problems encountered when COTS and OCM components are applied to
software systems. This paper also provides a general template for documenting
software components in a standard way, whereby the component buyer and de-
veloper’s views are taken into account. This paper proposes that:

— Although there is a need to utilise COTS and OCM components, there are still
barriers that prevent them from getting full benefit from the software compo-
nent business.

— As a means to qualify a component, its documentation is a fundamental factor.

— In order to assure reusers that the quality of a component is in conformance
with the quality of the product or products the component will be used in,
thorough documentation is the only way. That is why a standard documenta-
tion template is needed for software components, especially for COTS and
OCM components.
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Although components always have to be documented, a standardized model for
the documentation of commercial components does not yet exist. Thus this paper
presents a generalizable documentation template. The presented documentation
template — compared with the related literature — takes better account of compo-
nent development in a multi-organizational environment. The template presented
in this paper is coarse-grained and therefore lacks a more detailed specification
of the fields. A more detailed definition and validation of the template is pre-
sented in Paper IV. Papers III and IV are connected to all phases of service life
cycle.

5.2.2 Paper IV: Component Documentation — a key issue
in software product lines

This paper presents a standard documentation template for components and an
integrated documentation system, which is validated by an experiment. The de-
veloped documentation template defines the information content and the struc-
ture of the documentation. The template is divided into four logically separate
parts: basic information, detailed information, acceptance information and sup-
port information. The presented documentation template has advantages for both
component providers and integrators. Validation of the documentation template
shows that:

— component documentation work is easy when following the template,

— it is possible to produce documentation data easily while developing the
component, and

— use of the template requires a documentation system that provides the re-
quired tools and technology for documentation and ensures that the documen-
tation is in accordance with the template.

Compared with the related literature, the presented documentation template
provides more information on several aspects of the components — such as qual-
ity, testing and architectural properties — than recent component documentation
models and takes more account of the stakeholders of multi-organizational de-
velopment. A limitation of the template is the resistance its implementation may
encounter in companies due to existing documentation practices. Implementing
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a new documentation system requires modification of the exisiting documents
and, especially for bigger companies, this causes a lot of work. The documenta-
tion template presented in this paper is used in Chapter 4.4.1 to prove that quali-
tative documentation can improve the development of wireless services.

5.2.3 Paper V: Evolution of the use and risks of the
Commercial Components and Software

This paper, which is mainly connected to the usage/ provisioning phase of the
service life cycle, presents an evaluation of commercial software component use
and its significance in software architecture, and encountered risks in three pro-
jects in the years 1996-2001. This paper proves that:

— the significance of commercial software components in software architec-
tures has increased,

— many functional and quality-risks, such as interoperability problems still exist,

the quality of the commercial software component documentation and AP’s
support is immature, and

delivery of the components via the Internet has increased the security risks.

This paper proves the general tendency that the use of software components is
moving into a general direction due to the deficiences of the current systems, but
dependencies between components, a lack of integration methods and many

functional and quality problems still make the use of commercial components
difficult.

The novel evaluation framework for commercial component use presented in
this paper can be applied to all kinds of components. The risks encountered in
the case projects are mainly found in the related literature, but this research
found additional risks attached to the security and cost of the components. The
generalisation of the results in this paper could be improved by increasing the
number of case projects. Evaluation of the commercial component use and risks
described in this paper serve as input to Section 4.3 of this thesis.
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5.3 Case studies
5.3.1 Paper VI: Wireless Internet Service Development

This paper examines the development of a wireless service from the third-party
view and proposes use of open standards (like OMA and OSA) and interfaces as
one alternative to more effective use of third-party applications. This paper illus-
trates wireless Internet service development with the aid of a wireless case ser-
vice — a multiplayer game — that is under development for the 3G wireless net-
works, and defines different aspects of wireless service development. The devel-
opment model for wireless services presented in this paper is based on the views
of several 3G participants. This paper concludes that:

. in the future, third parties will provide service enablers that are currently
provided by telecommunication operators,

. the development of wireless services is moving in the direction of open
standards and architectures, and

. the current technology limitations make wireless service development
difficult.

This paper complements the related literature by summarizing the main aspects
of the wireless service development process. To improve the validity of the re-
sults the development process sketched in this paper should be defined in more
detail according to the input received from the development of various services.
The results of this paper are used to describe the wireless arena and development
in general in Chapter 1.

5.3.2 Paper VIl: Accounting and Billing of Wireless Internet
Services in the Third Generation Networks

This paper, which is connected to the development, deployment and us-
age/provisioning phases of the service life cycle, presents an accounting and
billing model and its architecture applied to two wireless services. This paper
concludes that:
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— development of the wireless Internet market and its structure is driven by dif-
fering industry fundamentals,

— revenue derived from content and content-related services is expected to sig-
nificantly increase for all actors within the wireless industry,

— providing flexible and scalable accounting and billing systems will be essen-
tial for success when offering wireless services to end customers,

— the number of roles and actors in the wireless service business is big and
methods for accounting agents and billing are needed for tracking customer
transactions and directing the accounting and billing between the actors,

— wireless SPs typically have difficulties in billing their customers due to their
inability to associate customer transactions and network usage.

The accounting and billing model presented in this paper provides a more flexi-
ble and adaptable architecture with which to account and bill customers than
other publicly available alternatives. A limitation of the presented model is that
resistance to its implementation may be encountered due to existing accounting
and billing models. Applying the application presented in this paper requires
adequate knowledge of architetural design. This paper provides input to Chapter
4.4.1 of this thesis by illustrating the component-based development of two
wireless services.

5.3.3 Paper VIIl: Integrating VPN and OSGi to create a secured
Virtual Home Environment

This paper, which is connected to usage/provisioning phase of service life cycle,
presents the suitability of VPNs in the prevention of security breaches and crea-
tion of a secure home network, and presents the integration of the OSGi platform
and VPN to solve the problem of how to make a secured remote connection to
access appliances and services within a residential area network. This paper also
investigates the use of the technological aspects of VPN middleware, OSGi and
VHE. This paper proves that:
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— VPN technology enables increased security and cost savings, but requires
both an in-depth understanding of the network security issues and a maturing
of the market.

— although the integration of OSGi and VPN is a relatively easy task, its suit-
ability for the home is questionable with today’s products because of high im-
plementation costs and the need for a technically competent administrator.

— without a technically competent, secure-aware administrator, the advantage of
a VPN-based service is negligible.

This paper presents a novel way to create a secure home network using OSGi.
Even if the integration of VPN and OSGi in this paper was easy, it should be
noted that the integration of two commercial components may encounter prob-
lems due to various technical environments and platforms, and for this reason
the COTS market is still immature. The integration of two components made in
this paper is used in Section 4.4.2 to prove that component-based development is
suited to the development of wireless services.
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6. Conclusions and further research

This chapter answers the set research questions, examines the limitations of the
study and suggests further research topics.

6.1 Answers to research questions

The aim of this thesis was to investigate how wireless services can be developed
more efficiently within the context of 3G networks. As answering the question
requires several factors being taken into acount, this thesis analysed several as-
pects of wireless service development. The following sections give more de-
tailed answers to the six research questions.

1. What is the status of the wireless service industry today?

Chapters 1 and 2 drew some conclusions about the status of today's wireless
service industry based on a study of the related literature and the views of wire-
less service actors.

The introduction of wireless 3G services has been delayed in Europe due to a
financial crisis in the sector, the lack of an appropriate business model, high
prices for frequency bands and loose connections between business actors. The
success of wireless services in Japan and South Korea has proved that in shifting
to 3G services, NOs play a leading role. In spite of the difficulties in the Euro-
pean market, the belief in the success of the wireless business is strong in the
arena and the increased revenue opportunities are believed to provide more turn-
over for all actors.

There are many opinions about the 3G killer services and some of them are fore-
casted to be the mobile entertainment services, personalized access to informa-
tion and corporate networks. Lessons learned from mobile services have proved
that young people are often the initial users of the services, simple entertainment
is the largest content market initially, and succeeding in the wireless business
requires combining attractive terminals with useful content and offering them to
users in a ready, easy-to-use service package.
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The biggest challenges for the wireless industry are:

. achieving interoperability of the applications and platforms via open stan-
dards and tighter interoperability between business actors in Europe,

. taking account of the security and other risks attached to delivering the
service requests over the network,

. defining appropriate business models, and

. managing the decentralized, networked value chain.

The wireless terminals present challenges to application designers as they may
face a temporary loss of network as they move, have scarce resources, and are
required to react to frequent changes in the environment. Design efforts to com-
bat network challenges like limited bandwidth involve delivering the maximum
amount of content supported by each terminal, and reducing unnecessary re-
quests over the high-latency wireless link.

2. What kinds of roles and transactions emerge in networked wireless
business models?

A business model defines the success of a service, as without its decent concep-
tualization the principal idea of the service remains unclear. Business networks
that should be scalable aim at allowing firms to focus on their core activities by
outsourcing other activities. Success in the wireless business requires co-
operation with other actors, as stand-alone companies with a profitable business
model will remain limited in number in the long-term.

This thesis presented a novel business model framework for two wireless case
services (Chapter 3). In the presented case services, the wireless business actors
had the following roles in the business networks, which are regarded as the main
roles in the wireless business: AP, ASP, CP, NO, SP and terminal manufacturer.
Although the concepts used for the business roles vary, the main roles are same
in all markets. This research proved that defining a general business model for
wireless services is difficult, and, therefore, an appropriate business model for a
service should be defined case by case.
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The transactions that occur between the business actors are either monetary,
product or information flows. Information flows control the monetary and prod-
uct flows. Use of services is charged for using fixed fees, fees per usage or air-
time, etc., and new charging mechanisms are expected to enter the market. For
tracking monetary flows between the companies, this research presented an ac-
counting and billing service that provides a flexible architecture and enables
monitoring transactions that are based on generating monetary flows (Section
4.4.1).

3. What are the risks involved in the use of commercial components in
wireless service development?

Gaining the advantages of component-based development requires a thorough
evaluation of its possible risks and overcoming them by proper design of the
development process and the responsibilities of the actors involved. The risks
and evolution of commercial component use in three case projects were analysed
in this research based on responses to a questionnaire sent to the project manag-
ers of three case projects (Section 4.2). The analysed case projects used com-
mercial components. The responses to the questionnaire proved that component-
based development includes the following risk issues:

e Varying quality of components due to different quality practices of the
APs.

e  Functionality risks, such as insufficient or wrong functionality of the
component, unexpected side effects, and interoperability problems
across time and space.

e  Maintenance risks caused by, for example, AP support and stability.

o  Security risks like increased chances of unauthorized system access and
chances to access, misuse and disrupt information flow.

e  FEconomic risks, such as underestimated total costs that are due to not
taking into account that component-based development requires invest-
ment in its own infrastructure, methodology, tools, etc.
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4. How can component documentation help the development of wireless
services?

Evaluation of the three case projects (Section 4.3) proved that current documen-
tation of the components is inadequate and causes interoperability problems and
extends the service's time to market. Therefore, based on a survey of the related
literature and the input of component developers, this research presented a
documentation template for commercial components (Section 4.4) that takes into
account development in a multi-organizational environment. The presented
documentation template provides clear guidelines for component providers on
how to document the properties of a component, and thus guarantee the quality
of the components. Documentation based on the presented template assists com-
ponent integrators in selecting, validating, using and maintaining the component.
Qualitative component documentation also helps wireless service development
by providing tools for evaluating the component quality, required modifications
and interoperability in the service.

5. 'What has to be taken into account in component-based development of
wireless services?

In recent years, CBSE has generated tremendous interest in numerous industry
sectors due to its potential for improving quality, productivity, performance,
reliability, flexibility and interoperability. Component-based systems are con-
structed by integrating large-scale components acquired in-house or commer-
cially from third parties.

An analysis of the three case projects (Section 4.3) proved that the use of com-
mercial components has evolved into a more general direction and availability of
more general design and development tools would enable even more effective
utilization of component-based development. The development of two wireless
services (Section 4.5) proved that component-based development is suited to the
development of wireless services, but to achieve the best results the following
aspects must be taken into account:

o the effort, costs and risks of component-based development compared
with other development methods,
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J the technological limitations of networks and terminals,
. the technological knowledge needed when using the service, and

. the ability of business actors to deliver the required component in time.

Case services 1 and 2 have not yet been implemented, but the experiences
gained from the development so far have proved that the main problems in ser-
vice development concern technological aspects, such as the limitations of dis-
play dimension and the lack of manufacturer support for various protocols like
TCP/IP and J2ME.

6. How can wireless services be developed more efficiently within the
context of 3G networks?

The related literature has proposed several ways of improving the effectiveness
of wireless service development, but as there is no uniquely best solution for
solving the problem, the most reasonable way is to seek an answer to the re-
search question by using several viewpoints — as was done in this thesis. Ac-
cording to this research and related literature, wireless 3G services can be de-
veloped more efficiently by:

e using commercial components, open interfaces and platforms and
technologies that are best suited to the service in question,

e having precise knowledge of the customers’ needs and ways to manage
the whole life cycle of the service,

e planning the service and its business properly and qualitatively by tak-
ing into account possible risks,

e having succesful combination of content, terminal and business model, and

e focusing on core businesses in the business network and partnering
with other actors to outsource non-core businesses.

This research also proved that as combining different viewpoints is difficult,
the business and technological aspects of the service development should be
considered simultaneously — not separately as at the moment. Efficient devel-
opment of the services is still not fully possible due to the immature market and
proprietory systems.
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6.2 Limitations of the study

There are some limitations to this thesis that need to be acknowledged. The first
limitation is the limited number of cases studied, which implies that when mak-
ing broad generalizations of the findings it should be used with care. However,
the cases present diverse aspects of wireless service development and serve as
good examples of the wireless service arena. The limitation that concerns the
evaluation of risks in component use is the non-wirelessness of the two case
projects, Arttu and Dynamo, which are distributed systems. But, from the view-
point of component use, they serve this research as relevant cases. The limitation
concerning the business model framework presented in this thesis is its domain-
and service- specificity and inadequate revenue logic due to the unclear revenue
logic of the business actors. As creating a general framework for all services is
impossible, the presented framework serves as a good example of how business
models can be concptualized. The limitation that concerns the documentation
template presented in this thesis is the uncertainty about its applicability to the
industrial development environment. Implementation of the documentation tem-
plate into industrial components was attempted, but it failed due to resistance
from the companies with existing documentation practices. However, the tem-
plate is based on an extensive survey of the existing literature and the developers
of industrial companies who were asked for feedback about it regarded it as
functional and applicable in practice.

6.3 Future research topics

This thesis researched the business actors and their roles, and networked compo-
nent-based development of wireless services. Despite the extensive scope of this
research, the dynamic state of the wireless industry leaves much room for further
research.

As the implementation area of wireless services is constantly changing, the state
of the art of the wireless service industry presented in this research, and the po-
tential business models and roles of the actors, need constant updating via fur-
ther research and re-evaluation, especially after the implementation of 3G net-
works and role changes for the network operators.
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The case services presented in this research will be implemented in the future to
see if they have real business potential and if the defined models work in prac-
tice. Based on the developed models, business models for new kinds of wireless
services could be defined and the presented accounting and billing service could
be implemented in an existing service to track users' transactions. As this thesis
has concentrated on the development and deployment phases of the service life
cycle, in future it would be interesting to define business models for the us-
age/provisioning and maintenance phases of the service life cycle.

Although the documentation template presented in this thesis has been validated
in some industrial cases, its wider adaptation requires further development with
the aid of practioners. Evaluation of the real usefulness of the template requires
implementation of the template in a huge number of commercial components
and development environments.

This thesis proved that component-based development of services can increase
cost effectiveness. As the number of available components, and commercial
components in particular, is quite small at present, the real advantages of com-
ponent-based development need to be researched as the number of available
components and their more effective use increases; ways of increasing commer-
cial component use and their quality also needs further investigation. The
evaluation of component use could be widened from the presented three pro-
jects into a larger number of cases.
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