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Research highlights in safety & security

This collection of highlights from VTT safety and security research 
brings to light the vast diversity of the fi eld. In the past, safety 
and security was all about protecting individuals from threats and 
dangers in their immediate surroundings. Today, the concept has 
evolved to encompass entire living environments and the whole of 
society. Safety and security needs are constantly changing – and 
the science of safety is evolving accordingly, from reactively study-
ing why things go wrong to proactively learning what makes things 
go right. 

Globalization has enabled the benefi cial free movement of many 
things, but it has also brought new risks and dangers. Emerging 
technologies, and their potential for misuse, also present signifi cant 
new threats. These changes have transformed the basic nature of 
safety and security, from protection and control of losses to holistic 
cultivation of operations and resilient facilities and structures. While 
technology alone cannot assure safety or security, they are unat-
tainable without its support. Many factors contribute to creating 
and improving safety and security – including their perception in 
the eye of the user. 
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VTT Technical Research Centre of Finland is a globally networked 
multitechnological contract research organization. VTT provides high-end technology 
solutions, research and innovation services. We enhance our customers’ competitiveness, 
thereby creating prerequisites for society’s sustainable development, employment, and 
wellbeing.

Turnover:  EUR 300 million 
Personnel:  3,200 

VTT publications

VTT employees publish their research results in Finnish and foreign scientifi c journals, trade 
periodicals and publication series, in books, in conference papers, in patents and in VTT’s 
own publication series. The VTT publication series are VTT Visions, VTT Science, VTT 
Technology and VTT Research Highlights. About 100 high-quality scientifi c and profes-
sional publications are released in these series each year. All the publications are released 
in electronic format and most of them also in print.   

VTT Visions
This series contains future visions and foresights on technological, societal and business 
topics that VTT considers important. It is aimed primarily at decision-makers and experts 
in companies and in public administration. 

VTT Science
This series showcases VTT’s scientifi c expertise and features doctoral dissertations and 
other peer-reviewed publications. It is aimed primarily at researchers and the scientifi c 
community.

VTT Technology
This series features the outcomes of public research projects, technology and market 
reviews, literature reviews, manuals and papers from conferences organised by VTT. It is 
aimed at professionals, developers and practical users.

VTT Research Highlights
This series presents summaries of recent research results, solutions and impacts in 
selected VTT research areas. Its target group consists of customers, decision-makers and 
collaborators. 
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Innovations for safe and secure world

VTT Technical Research Centre of Finland is 
a globally networked multidisciplinary applied 
research organisation. Our goal is to provide 
high-end multi-technology solutions and 
innovation services that enhance our custom-
ers’ competitiveness, thereby supporting the 
sustainable development of society, employ-
ment, and wellbeing. 

The main driver behind our research at 
VTT is to promote innovative solutions and 
new businesses by foreseeing the future 
needs of our customers already at the 
research stage, and by combining our mul-
tidisciplinary expertise with the know-how 
of our partners at key stages of their inno-
vation process. Global networking and basic 
research with partner universities are also 
important features of our service. 

Safety and security research at VTT dates 
back to our founding in 1942. We have exten-
sive expertise in all relevant fi elds of science 
and research, from general safety issues to 
security-specifi c projects. Our main focus is 
the safety and security of infrastructure, ser-
vices and people in society and the security 
and continuity of business and industry. 

Trends in safety and security 
Our world has changed. We have moved 
from safe, protected stand-alone homes to 
interconnected, open and global living envi-
ronments. Globalisation has enabled the 
benefi cial free movement of many things, but 
it has also brought risks and threats. Emerg-
ing technologies – and their potential misuse 
– also present new threats. These changes 

have transformed the basic nature of safety 
and security, from protection and control of 
losses to holistic cultivation of operations and 
resilient facilities and structures.

Many factors contribute to creating and 
improving safety and security – including their 
perception. Feelings of safety and security 
are rooted in a sense of stability, peace and 
well-being which are derived, in turn, from the 
presence of well-functioning systems running 
behind the scenes. The safety and security 
needs of society are also in a state of constant 
change, and safety science has been evolv-
ing accordingly, from reactively studying why 
things go wrong to proactively identifying what 
makes things go right.

Threats cannot be completely eliminated 
or predicted with accuracy. We have to live 
with risk. Achieving acceptable levels of safety 
and security in modern society requires a new 
approach to research and development. New 
ways of thinking, a new safety culture and 
novel concepts of safety management are 
needed. 

In assuring safety, we can benefi t from 
available new technology and adjust our oper-
ations accordingly. We can be prepared for 
hazards by developing early warning systems, 
robust and adaptable operating systems, and 
reliable contingency planning. These resilient 
systems will ensure public safety, secure our 
living environments and even provide emer-
gency help when needed. In parallel with 
technical solutions, human practices and pro-
cedures also need to be developed, accepted 
and adopted in society.
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Research assuring safety and 
security 
VTT’s safety and security research covers 
a broad range of technologies with a broad 
scope of applications. The basic principle of 
our work is impact optimisation. Appropriate 
technologies and competencies are com-
bined to develop safety and security solutions 
for specifi c applications and problems. We 
carry out research and development together 
with other stakeholders including end users, 
technology providers and authorities. 

Urban security and the role of information 
technology in living environments are emerg-
ing areas of interest. Present societies are 
vulnerable to natural and industrial disasters 
and organised crime in addition to everyday 
accidents and incidental crime. Urbanised 
societies are heavily dependent on technical 
infrastructures such as energy, communica-
tion and water systems, transportation and 
logistics, and public services. 

Health and care services are vital to 
public welfare and social security. Ageing 
populations are placing a growing burden 
on health services and setting new effec-
tiveness requirements for public and private 
service providers. VTT research in this area 
addresses the ability of societies to sustain 
essential health and care services and to 
secure people’s living and health needs and 
basic values in both normal and extraordinary 
situations. 

Risk management and disaster resilience 
are of critical importance to business and 
industry. There is a need for greater emphasis 
on both direct and indirect safety and security 
threats to ensure the continuity of operations. 
During recent years, research has shifted 
from failures and accidents to more holistic 
risk management approaches addressing 
overall risks to business.

Emergency preparedness and response 
capabilities are needed. VTT’s technical 

Intentional damages

Unintentional damages

Safety
Occupational safety
Product safety
Traffi c safety
Fire safety

Public security
Natural accidents
Crime and terrorism
Crisis management

Network and 
information 
security
Products & Services
Data protection
Cyber security
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research aims at supporting the mitigation of 
consequences and their impact in all kinds 
of emergencies, from man-made accidents 
to natural disasters. Interoperable systems 
improve information sharing, communication, 
and the effi ciency of rescue and reconstruc-
tion measures. Simulation platforms and 
advanced training tools enable better pre-
paredness and understanding of various 
emergency situations. 

Critical infrastructure protection and 
cyber security are aimed at eliminating 
disturbances and interference in critical infra-
structures. In order to protect the well-being 
of citizens it is crucial to develop methods 
and technical solutions to reduce the vulner-
ability of society. The majority of safety and 
security work at VTT is carried out as an inte-
gral part of developing utility networks and 
their operating processes. 

Industrial safety and occupational safety 
remain a worldwide challenge in many 
industrial sectors. Healthy and safe working 
conditions are closely associated with pro-
ductivity and performance, with high quality 
work going hand in hand with a high qual-
ity working environment. Modern companies 
view safety as a property of an organisation 
and safety management as the practice of 
managing the sociotechnical systems pro-
ducing safety.

Safety and security are also vital consid-
erations in complex multimodal supply chains 
and future transport systems. Long-term, 
system-level foresight provides means for 
expanding the scope of transport safety and 
security research beyond current mobility 
patterns, transport vehicles and infrastruc-
tures. 

Novel solutions and policies need to be 
developed and assessed to enable new pros-
pects for supply chain security management. 
Added to this, better road safety is needed to 
reduce the enormous socio-economic losses 
resulting from inadequate traffi c safety. 

In addition to human losses, accidents, 
injuries and illnesses have an enormous eco-

nomic impact through decreased productivity. 
Strategic decision making involves optimizing 
decisions across strategic, fi nancial and risky 
investments. Economic analyses are needed 
to ensure that scarce resources are allocated 
rationally with respect to available investment 
and asset options. In addition to this, deci-
sion makers have to weigh up other aspects, 
such as safety and environmental impacts 
and business dynamics. 

Challenges of safety and security 
research
Safety and security should be an integral 
aspect of all research related to techno-
logical development, changing business 
environments or societal needs. Technologi-
cal solutions must be based on the needs of 
the user, and the need for safety and security 
products and services will continue to be an 
important research driver in the future. More 
commitment to their development is needed 
from policy makers and regulators in order to 
encourage and support providers.

Seamless interaction between users and 
providers is needed to defi ne, adapt and 
optimize the use of technologies to address 
changing threats and challenges. Service 
providers represent a broad variety of actors 
and competencies. End users are diverse 
and their operations and tasks have become 
more and more complex. 

For future development, better under-
standing of user needs is crucial. Close 
cooperation with users and customers is 
needed to support development and inno-
vation processes. Technology alone cannot 
assure security, but security without the sup-
port of technology is not possible. 

The global market for security products 
and services continues to grow. The mar-
ket has utilised solutions from the defence 
sector, adapting military technologies to the 
regulations, processes and specifi cations of 
the civil market. In order to support the secu-
rity market, multi-use technologies have been 
emphasised. 
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However, because of new threats and 
needs, better understanding of the principles 
governing the security market is needed. As 
this market is still highly diverse, dispersed 
and fragmented, research plays an important 
role in solution development.

The innovation potential in the safety 
and security sector is still high. In the future, 
the sector will increasingly utilize the evolv-
ing innovation ecosystem, which covers all 
stages of the innovation chain, and interna-
tional competence networks and centres of 
excellence developed in the EU will further 
strengthen safety and security knowledge 
and expertise. 

New technologies, such as micro- and 
nanotechnology, surveillance technology and 
information technology offer new capabilities 
to improve safety and security. These techno-
logical and industrial innovations will enable 
better assurance of the vital functions of soci-
ety, while technology and systems integration 
and interoperability will promote the implemen-
tation and application of innovative solutions.

Despite new technologies and practices, 
not all threats to our safety and security can be 
eliminated. We must live with the residual risk 
and be as prepared as possible. This required 
resilience implies that adequate early warning 

Matti Kokkala, 
Vice President

systems, robust and adaptable operating sys-
tems, and good contingency plans have to be 
developed.

VTT’s foundation is in our technologies 
and research and innovation services that 
enhance the international competitiveness of 
companies, society and other customers. We 
have strong expertise in Finnish research and 
industry. The next challenge is to harness and 
network this competence effi ciently and effec-
tively in the international context.

This publication
This publication presents a collection of 
extended abstracts of recent and current 
safety and security research projects at VTT. 
While the target readership is the international 
research community, the content is of value 
also to industry and other stakeholders. Only 
VTT’s public research is covered, i.e. propri-
etary contract projects for industry and policy 
makers are not specifi cally discussed here. 

The collection provides a comprehensive 
overview of VTT’s current safety and security 
research and the range of competencies avail-
able for serving our customers and for working 
together with researchers from other organisa-
tions.

November 2013

Veikko Rouhiainen, 
Research Professor
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Safety used to be all about protecting the 
individual from threats and dangers in their 
immediate environment. Today, the concept 
has evolved to encompass whole work-
places and entire organisations. Throughout 
these changes the responsibility for safety 
and security has shifted from the individual 
to the organisation and business networks, 
and, in society, to local, regional, national 
and international authorities and organisa-
tions. However, global changes are beyond 
the control of these bodies. Organisations 
must therefore be prepared for new emerg-
ing threats and build resilience against them.

Foresight to enhance the 
resilience of organisations
In the globalised 21st century, protectionist 
approaches are no longer enough; global 
changes and threats cannot be avoided or 
prevented. The only feasible strategy for sur-
vival – both for individuals and organisations 
– is to build resilience and to be prepared and 
agile.

Foresight provides systematic 
analysis of future changes and 
threats
Foresight methods offer systematic ways to 
scrutinize future developments and changes 
[1, 2]. PESTE analysis, for example, examines 
the future from Political, Economic, Social, 
Technological and Environmental perspec-
tives. By doing so, strong drivers are identifi ed 
and their role and impact on the development 
of, for example, safety and security, can be 

Foresight and identifi cation of security 
threats

Raija Koivisto
Research Professor
raija.koivisto@vtt.fi 

analysed. Weak signals, on the other hand, 
serve as early indicators of new develop-
ments or surprising upcoming changes in the 
environment.

In the EU FP7 Security SECUR-ED pro-
ject [3] an early warning system for mass 
transport was developed. First, a generic 
model of a threat scenario was created (Fig-
ure 1). Next, a range of potential scenarios 
was identifi ed based on different damage 
mechanisms. Possible weak signals and their 
sources were then explored in each phase of 
the different scenarios, and an early warning 
system was then built based on these weak 
signals.
 
Possibilities and benefi ts of 
foresight in safety and security
In safety and security, clearly the most effec-
tive way of managing risks and minimizing 
damage is to prevent incidents from hap-
pening in the fi rst place. But how can this 
be done when traditional hazard elimination 
approaches no longer work?

In the dynamic global environment, 
threats and risks continuously change and 
emerge. Static risk assessment alone cannot 
guarantee safety and security – more forward-
looking approaches are needed. Foresight 
helps to perceive and analyse possible 
futures: future threats can be envisioned and 
resilience developed to overcome emerging 
dangers. To build resilience new capabilities 
and technologies may be needed, for which 
VTT’s broad technological competence pro-
vides strong support. 

Other contributing authors:  
Ilpo Kulmala, Nadezhda Gotcheva

mailto:raija.koivisto@vtt.fi
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Motivation 

Feasibility 

Planning and preparation 
Rehearsal 

Execution 

Damaging 
top event 

Assessing future impacts and risks is 
highly challenging and entails two-fold uncer-
tainties: the future developments themselves 
and the risks inherent in them. However, 
foresight helps us to understand emerging 
phenomena, thereby enabling us to build 
appropriate resilience and preparedness.

Acknowledgements
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expertise in developing the early warning 
system.
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•Relaxing and wide parks, near by nature areas
•Bird and other wild animal watchingNatural values

•Good public transport connections
•Shops and shopping centres, libraries etc.
•Market places, cafes and restaurants

Services

•Playgrounds, beach areas, sledding hills, skate ramps etc.
•Domestic animal farms, dog parks etc.Entertainment

•Sport parks and fields
•Pleasant walking and skiing routes
•Nearby walking destinations: huts, fishing places, campfires etc.

Outdoor activities

•Area of outstanding natural beauty
•Exciting outdoor and playgroud areas
•Significant buildings and areas of local history

Special places

•Comfort by art
•Comfort by building colours and special detailsPositive atmospheres

The Internal Security Programme of the Finn-
ish Ministry of the Interior identifi es safety and 
security as key factors affecting people’s well-
being and movement and behaviour in public 
places. A high-quality living environment pro-
vides a variety of services and entertainment 
choices as well as the possibility to use and 
enjoy them without fear. In the AATU research 
project, the views and experiences of resi-
dents concerning the liveability and safety of 
their living environment were identifi ed and 
developed as safety and security business 
solutions. The key factors enhancing and sus-
taining safety identifi ed by the residents are 
shown in Figure 1.

Safe living environments – from residents’ 
experiences to safety and security 
solutions

Jaana Keränen
Research Scientist
jaana.keranen@vtt.fi 

 
Creating safe living environments 
takes cooperation
Developing business concepts into practical 
solutions often requires multi-player coop-
eration. The mix of different functions and 
responsibilities involved in creating safe and 
secure living environments is similarly shared 
across local and regional authorities. A positive 
consequence of this multi-actor cooperation is 
that safety and security issues are managed 
from a variety of perspectives. In addition to 
public authorities, the safety and security of 
living environments is continuously developed 
and maintained by many representatives of 

 
Figure 1. What makes a good living environment? A summary of resident survey 
responses.
 

Other contributing authors: 
Tuija Rantala, Hannu Koski, Riitta Molarius

mailto:jaana.keranen@vtt.fi
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the private and third sector as well as active-
minded citizens.

Residents’ views and experiences 
examined
The study utilised two safety surveys con-
ducted among residents by the City of Helsinki. 
Expert interviews and safety walks carried out 
in the survey areas were also exploited to 
obtain further information on living environ-
ment safety and security issues. The collected 
information was utilised in brainstorming ses-
sions (Figure  2) organised for expert groups 
on topics such as safety coordination, prop-
erty maintenance, infrastructure planning, and 
commerce, with the aim of discussing and 
developing the themes further. 

Discussion 
The study outlined nine business concepts 
thought to have potential for improving liv-
ing safety and enabling business continuity. 
Some of the concepts underlined better 
communication and shared safety planning, 
for instance, in traffi c arrangements. Other 
concepts focussed on maintenance of the 
environment and good lighting solutions. 
Concepts for supporting and activating ser-
vices for incapacitated persons were also 
developed. Some concepts aimed at 
strengthening sense of community and feel-

Figure 2. The development of safety and security suggestions into business solutions.

ing of safety by organizing neighbourhood 
events and activities. Safer living environ-
ments were found to consist of a broad mix 
of different elements and functions. 
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Urban fl ood alarm system – SmartAlarm

Juhani Korkealaakso
Principal Scientist
juhani.korkealaakso@vtt.fi 

preventing the general public from approach-
ing or entering the area.

Methods and technologies
The SmartAlarm concept of a local early 
warning system for urban fl ooding caused by 
heavy rains is shown in Figure 1.

Methods and technologies used include 
simulation and modelling (fully integrated 3D 
surface and subsurface drainage and sewer 
network and underground space simulation 
model), Bayesian nowcasting (short-term 
precipitation predictions using radar images), 
LIDAR scanning (accurate street-level 3D 
models of urban areas), measurement 
(weather radar, rain gauge sensors, water 
levels, network fl ows, surveillance cameras, 
etc.) and modern ICT technologies, such 
as web services and other IP-based data 
communication, GPS, Google Maps, and 
IOS-based tablet and smartphone technolo-
gies.

Prototype applications
The concept includes two prototype applica-
tions. The fi rst prototype alerts and reports 
targeted information on fl ood events to dif-
ferent end user groups, such as key building 
security personnel, rescue services, local 
control room operators, etc. The second 
prototype application is an urban fl ood situ-
ation awareness and guidance system. The 
system reports which locations in the target 
area (building, block, city, country) are, or will 
be, in a critical situation now or in the com-
ing minutes or hours (10 min, 30 min, 1 hour, 

More than half of the world’s natural disasters 
are fl oods, affecting millions of people each 
year. More than 3 billion people have been 
affected by major fl oods over the last century, 
including almost 7 million deaths and 441 bil-
lion USD in damages (www.em-dat.net). 

VTT is currently conducting extensive 
research on urban fl ooding and related ICT 
solutions. Key challenges addressed include 
minimizing damage to people, property and 
businesses caused by heavy rain fl ooding; 
predicting fl oods and alerting authorities 
and the public; locating potential fl ood sites; 
and determining who should be alerted 
and informed fi rst and what this information 
should contain.

The fi rst concept and related research 
prototype of a local early warning system for 
urban fl oods caused by heavy rains has been 
developed by VTT under the Tekes project 
SmartAlarm (Urban Flood Alarm System). 

Benefi ts of the SmartAlarm fl ood 
early warning system 
VTT’s SmartAlarm concept and research pro-
totype applications allow us to predict when 
and where water from a rain event will accu-
mulate. The prediction can be used to give 
early warnings about imminent fl ood events. 
However, it is not enough to know when and 
where a fl ood will occur. In order to benefi t 
from the prediction, it must be known what to 
do when the event occurs and what the con-
sequences of certain warnings or actions will 
be. For example, people within the danger 
area must be warned while at the same time 

Other contributing author: 
Kalevi Piira

mailto:juhani.korkealaakso@vtt.fi
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2 hours, etc.). The system also gives other 
fl ood-related information, such as emergency 
procedures, etc. 

Towards more comprehensive ICT 
solutions for minimizing urban 
fl ood damages
The research focussed on developing a con-
cept and research prototype of a local early 
warning system for urban fl ooding and test-
ing the system in the centre of Helsinki. In 
future, the concept will be developed further 
in different security-related projects.
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Figure 1. The SmartAlarm concept – local early warning system for urban fl ooding from 
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Healthcare-associated infections (HAI) are a 
global, lethal and costly problem. In Europe, 
HAIs occur in 7.1% of all patients resulting 
in 37,000 deaths and 7 billion euros in direct 
costs each year [1]. Current infection precau-
tions emphasise hand hygiene, aseptic work 
practises and isolation of infected patients, 
but recent studies [2, 3, 4,] imply that the 
cleanliness of hospital surfaces and indoor air 
are also critical factors in the battle against 
infectious pathogens and fast-spreading epi-
demics.

Focus on clean work environments
The studies conducted in the Finnish High-
Tech Hospital framework show that more 
attention should be paid to the interaction 
between patient work and the environmental 
cleanliness of health care facilities. Boosting 
hygiene levels in public and private hospitals 

Proactive prevention of hospital infections

Hannu Salmela
Research Scientist
hannu.salmela@vtt.fi 

is likely to reduce the number and cost of hos-
pital epidemics and improves personnel and 
patient safety and the overall economy of the 
health care sector.

Methods
Multidisciplinary approaches for controlling 
surface and indoor air hygiene in operating 
rooms and isolation wards were generated 
and piloted in fi ve Finnish hospitals. The meth-
ods applied practices used in clean production 
in pharmaceutical, electronics and food indus-
tries, such as combining airborne particle 
concentration measurements and video data 
(Figure 1). Microbiological cleanliness levels 
for surfaces, work wear, laundry-clean textiles, 
instrument tables and room air in different 
areas of operating facilities were suggested. 
Figure 2 illustrates the measured microbial lev-
els and the limits for operating facility surfaces.

Figure 1. Variation in airborne particle concentration during orthopaedic surgery.
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Discussion 
Unlike the food indus-
try, there is no operations 
model for continuous high-
hygiene improvement in 
the health care sector. In 
the future, self-assessment 
and self-control practices 
regarding hygiene and 
cleanliness open new pos-
sibilities for infection-safe 
nursing environments as 
well as cooperation and 
global business opportuni-
ties for pioneering solutions 
relating to cleaning ser-
vices, diagnostics and 
information systems.
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Systematic improvement of patient safety is 
a growing priority in Finland and internation-
ally. Problems in medical care reduce patient 
health and well-being and impose extra costs 
on society. A strong safety culture, in contrast, 
provides an essential basis for fostering and 
maintaining proper high-quality care. VTT 
has developed a methodology to support 
health care organisations in systematically and 
proactively evaluating and developing their 
organisational safety culture.  

Importance of a clear safety 
culture evaluation and 
development methodology
In the midst of everyday challenges and faced 
with a myriad of organisational changes and 
improvement efforts, it can be diffi cult for health 
care personnel to see the ‘big picture’ of what 
is happening in their organisation in terms 
of patient safety. A systematic safety culture 
evaluation carried out from time to time with 
the help of external evaluators offers an invalu-

able means 
of identify-
ing important 
issues and 
areas for 
improvement 
and what 
development 
steps should 
be taken. A 
clear con-

ceptual methodology is needed to achieve 
objective, transparent evaluations.

Evaluation and development of patient 
safety culture

Elina Pietikäinen
Senior Scientist
elina.pietikainen@vtt.fi 

Patient safety culture concept 
explained 
We defi ne patient safety culture as the will-
ingness and ability of an organisation to 
understand safety and hazards as well as the 
willingness and ability to act on safety [1]. We 
view safety not only as an absence of errors 
or incidents, but as the presence of organisa-
tional attributes that enable the staff to carry 
out their work in a safe manner. [1]. 

The methodology
Aspects of VTT’s patient safety culture 
evaluation and development methodology 
have been developed and tested over the 
years in several research and development 
projects [e.g. 1, 2, 3, 4, 5]. The basis of 
the methodology has been formalised in 
the DISC (Design for Integrated Safety Cul-
ture) model [6]. The DISC model defines 
the criteria for a good organisational safety 
culture as well as the safety management 
functions that organisations should per-
form. The central tool in the safety culture 
evaluation is the TUKU safety culture sur-
vey [7], which has been tested – and is 
currently in use – in several Finnish hos-
pitals. A Swedish language version of the 
TUKU survey is also currently in use. The 
TUKU survey is complemented with inter-
views, other document and data analysis 
(e.g. analysis of incident data and the 
organisation’s safety management system) 
and personnel seminars. A typical safety 
culture evaluation process is depicted in 
Figure 1. The evaluation is carried out col-
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VTT’s patient safety culture 
evaluation and development 
methodology has been 
implemented for example by the 
Vaasa Central Hospital — one of 
the forerunners of patient safety 
improvement in Finland.
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laboratively between the researchers, or 
other external evaluators, and the organi-
sation’s own personnel. 

Discussion 
The evaluation and development of organi-
sational patient safety culture provides an 
important means of fostering patient health 
and well-being and reducing the medical 
harm and costs to society arising from sub-
standard care. VTT’s organisational patient 
safety culture evaluation and development 
methodology supports organisations in 
achieving these important goals. 
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Finland has the fastest ageing population 
in Europe. The economic, social and politi-
cal consequences and implications that this 
trend entails present opportunities as well as 
major challenges. More and more, the chal-
lenge lies in guaranteeing safe, high quality 
services for the elderly in a cost-effi cient man-
ner. VTT is working to address this problem in 
cooperation with companies, institutions and 
municipalities through the development of a 
novel operating model and versatile use of 
technology (see Figure 1). 

A new concept for the provision of safety 
and security related services for the elderly

Marinka Lanne
Research Scientist
marinka.lanne@vtt.fi 

Benefi ts of the new concept 
The new product and service concept sup-
ports the planning and provision of more 
comprehensive services for the elderly 
through seamless cooperation with private 
and public sector actors. In addition, munici-
palities’ competencies in the procurement 
and implementation of technology solutions 
will be enhanced. The new operating model 
enables those responsible for purchasing 
solutions for the elderly to take their needs 
and limitations into better account. The 
selection and development of technologi-
cal solutions can be done in a needs-based 
manner, taking into account the costs and 
benefi ts to the relevant stakeholders.

Figure 1. Collaboration between companies, municipalities and research institutions. The 
fi ndings were utilised by service companies and municipal organisations.

Other contributing authors: 
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Identifying the needs and effects 
of safety and security services 
A multi-method approach was chosen for 
data collection and analysis of user/customer 
experiences. Group work, semi-structured 
interviews and questionnaires were used 
to collect data from elderly people, public 
and private service providers and technol-
ogy providers. The data was analysed using 
qualitative content analysis and, in the case 
of questionnaires, statistical methods were 
applied. Findings related to elderly peoples’ 
perceptions of safety, security and services 
were reported and practical development 
work with municipalities and companies was 
conducted through workshop sessions.

Towards more comprehensive and 
collaborative service provision 
A key focus of the research was on under-
standing the phenomena related to the 
creation of safety and security and elderly 
people’s experiences and feelings of safety 
and applying this knowledge in the develop-
ment of new product and service concepts 
in cooperation with municipalities and private 
service providers. The new operating model 
opens up new business opportunities as the 
new service solutions are conceptualised for 
export. In the future, the model will take into 
special account the operational reliability and 
risk management of systems throughout their 
life cycle as well as the opportunities pro-
vided by new PPP models.
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For deep space exploration to become a reality, 
critical risks to astronaut health and perfor-
mance must be resolved. One key challenge is 
the control of microbial contamination. As part 
of a joint EU-Russia research effort, VTT par-
ticipated in the development of an advanced 
model to predict airborne microbial contami-
nation. Effective countermeasures require 
a clear understanding of microbial sources, 
transport in spacecraft air and surface deposi-
tion. This can be achieved by reliable models 
simulating bioaerosol dynamics.

Modelling biocontamination on board 
manned spacecraft

Ilpo Kulmala
Principal Scientist
ilpo.kulmala@vtt.fi 

Managing microbial threats in 
space habitats 
Airborne microbes or biofi lms on the surfaces 
of manned spacecraft may cause health risks 
to crewmembers as well as degradation of 
materials and equipment, especially during 
long-duration space fl ights. This is due to the 
enhanced pathogenicity of microbes under 
microgravity conditions and reduced immune 
response. The developed computational fl uid 
dynamics (CFD) model can be used to pre-
dict dispersion of airborne microbes and 

Figure 1. VTT test room simulation: predicted air velocities in the ventilation and air con-
ditioning system of the Columbus Module of the International Space Station. (Source: 
Kulmala & Kokkonen 2012.)
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deposition onto surfaces in confi ned spaces. 
The results are useful in preventing biocon-
tamination and minimizing the exposure of 
spacecraft crew members, thus contributing 
to astronaut safety, health and performance 
during manned space missions. 

Development of a validated model 
for biocontamination evaluation 
and control
For detailed bioaerosol transport and deposi-
tion predictions an advanced CFD model was 
needed. This was developed stepwise: fi rst, 
a model for reliable air velocity distribution 
prediction was developed, then the particle 
dispersion was included, and, fi nally, the par-
ticle deposition models were incorporated. 
At each step the model was validated using 
experimental air velocity, concentrations and 
deposition measurements carried out at a VTT 
facility using a similar air distribution arrange-
ment as on the Columbus module of the 
International Space Station (ISS). (See Figure 
1.) Ultimately, the model was validated with 
bioaerosol measurements conducted at the 
BIOS3 facility in Krasnoyarsk, Siberia. In these 
experiments the bioaerosols were generated 
using a representative set of bacteria and fungi 
from samples retrieved from the ISS to provide 
realistic conditions. 

Benefi ts of the developed model
The results contribute to the design and 
maintenance of healthy and productive 
operating environments for spacecraft 
crew, which is crucial to the viability of 
long-distance manned space exploration. 
The developed model can also be used for 
controlling biocontamination in the space 
industry, particularly with respect to mission-
critical spacecraft components. 

In terrestrial applications the developed 
model can be used for predicting bioaerosol 
dispersion and occupant exposure in various 
enclosed spaces such as airplanes, hos-
pitals, and mass transport systems. When 
combined with dose-response data, the 

results can be used to estimate the risk of 
spread of infectious diseases.        
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New technical solutions can support deci-
sion making at various levels of crisis and 
emergency management, saving lives and 
minimizing damage to people, property and 
society. Better communication and sensor 
technologies together with novel scenario 
modelling and simulation techniques ben-
efi t crisis management professionals from 
the operational level to strategic planning, 
enabling better preparedness and faster 
response times. [1, 2, 3] 

Improved preparedness for 
complex crisis situations
Attaining suffi cient preparedness for complex 
emergencies requires sound cross-organi-
sational cooperation in policy-level decision 
making. The integration of available and 
future crisis management models and tools 
will support cooperation and improve under-
standing of the impacts of various actions 
before and during a crisis. 

Towards better, more high-tech 
and cost-effective command and 
control
Improved information fl ow between com-
mand control and fi rst responders can be 
achieved through novel means of information 
gathering at the scene of the event. Beyond 
successfully identifying the needs of emer-
gency crews, control centres and the public, 
the new fi eldwork approach developed by 
VTT with domestic and international partners 
fosters end-user collaboration with different 
agencies and fi re-fi ghting command centres. 

Decision support for crisis and emergency 
management

Anna-Mari Heikkilä
Senior Scientist
anna-mari.heikkila@vtt.fi 

Pre-analysed information from 
the accident site to the rescue 
services
Situational awareness of rescue services 
can be improved by providing pre-analysed 
information and appropriate situation over-
views to specifi c end-users direct from the 
accident site. The concept developed by 
VTT supports decision-making in emergency 
situations through the use of interconnected 
multiple servers, sensors, communication 
products and interface systems. The sys-
tem produces common operational picture 
(COP) and enhances the situational aware-
ness of decision makers, the media and the 
public. 

Impact on crisis management
Through better understanding of poten-
tial crisis situations, local and national 
preparedness and response levels can be 
increased. Cross-organisational and multi-
agency cooperation can be thus improved 
both before and during a crisis. Decision-
makers benefi t from user-centred tools for 
cross-examining dynamic scenario evalu-
ations through simulation; setting action 
parameters for optimisation of operational 
activities and strategic actions; and visualis-
ing their impacts and the evolvement of the 
crisis.

New, enhanced communication and 
sensor technologies will enable emergency 
crews to respond much more effi ciently to 
fi re and rescue incidents.
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A novel extreme weather risk indicator (EWRI) 
was developed as part of the Extreme Weather 
Impacts on European Networks of Transport 
(EWENT) project. The EWRI is applied to the 
European transportation system in order to 
indicate and rank the risks to the transport 
systems of the Member States of the EU-27.
 
How to use the EWRI?
The devised EWRI risk indicator is able to 
assist decision makers at the national and 
international, as well as state and federal 
levels in the prioritisation of extreme weather 
risks within their jurisdiction. The EWRI can 
also be used as a ranking and benchmark-
ing system, although it is unable to measure 
extreme weather risk in absolute terms. The 
indicator can help transport organisations to 
select the most secure routes for transferring 
goods within Europe. The EWRI indicates the 
relative risk of various transport modes in dif-
ferent countries. (See Figures 1 and 2.) 

Extreme weather event risk indicator for 
Europe

Riitta Molarius
Senior Scientist
riitta.molarius@vtt.fi 

Defi nition of the EWRI 
In this study, risk was defi ned as a product 
of natural hazard and vulnerability. The fi rst 
step in defi ning the EWRI was to determine 
the most severe weather phenomena per 
transport mode in different parts of Europe. 
The probability of these weather phenomena 
were assessed by the Finnish Meteorological 
Offi ce [1]. The hazard indicator was defi ned 
as the probability of the consequences of the 
weather phenomena occurring. Next, the vul-
nerability indicator was defi ned as a function 
of population density, infrastructure quality 
and coping capacity of states. Finally, the risk 
indicator was defi ned as a function of vulner-
ability and hazard. 

Novelty and benefi ts of the EWRI 
The novelty of the EWRI lies in its application 
area (transportation) and wide use of both 
empirical and statistical data. The EWRI’s vul-
nerability indicator is based on material and 
data that are relatively easily available at the 
EU-27 level, such as IMF or Eurostat statistics.  
In this study, the EWRI results are presented 
Europe-wide, but the method can be tar-
geted at the national level. To do so, more 
specifi c data is, however, required for vulner-
ability analysis, such as infrastructure quality 
indexes, maintenance costs and infrastructure 
repair cost. 
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indicator (EWRI) for transport accident risk 
in Finland.
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Introduction
VTT’s contribution to the EDA-funded pro-
ject Athena 2010–2012 focused on exploring 
the feasibility of game theory in modelling the 
use of roadside Improvised Explosive Devices 
(IEDs). The conclusions are applicable to civil 
security, particularly in the context of organ-
ised crime. 

Game theory in modelling 
organised crime
Game theory provides an approach for model-
ling and analysing players’ rational choices in 
a game-like confl ict. In a confl ict between two 
opponents, the win of one is equal to the loss 
of the other. In a static game, the players may 
make their moves separately, but at the same 
time they know the actions chosen by the 

Bayesian games for security assessment – 
basic assumptions and limitations

Tony Rosqvist
Principal Scientist
tony.rosqvist@vtt.fi 

other players. A famous example is the ‘pris-
oner’s dilemma’, in which the criminals know 
the risks and payoffs (years in prison) related 
to their choice to either keep silent or betray 
their partner in crime. 

It can be argued that the payoffs or utili-
ties for the opponents in Afghanistan, i.e. the 
International Security Assistance Force (ISAF) 
and the Insurgents, as well as in organised 
crime, are also known: the mission of the ISAF/
police is to safeguard law and order, whereas 
organised crime strives for power and wealth 
irrespective of law and order. This can be mod-
elled as a constant-sum game. The adopted 
tactics (choices) are, however, not fully known. 
Tactics are continuously developed by the 
adversaries, and will, from time to time, materi-
alize in kinetic actions (see Figure 1). 

Figure 1. In a Bayes game, uncertainty about the opponents courses of action is mod-
elled by defi ning opponent types that may be encountered in a game instantiation.

…. ….ABF

ISAF Insurgents

ABF ARF
ARF

I know your Courses-of-Actions,
and I have certain beliefs about
what I’m up against. I also know
that you know the same about me. 
We both know this. 

The ‘richer’ my opponentis, the more COAs (A) I need to take into account in 
my game plan. Our best responses, given what we believe, are determined by 
the Bayes-Nash Equilibrium. At least, I, as a rational player, will compute it, in 
order to be better off given the uncertainties.
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Bayesian gaming takes tactical 
uncertainty into account
The Bayesian game formulation allows the 
modelling of the uncertainty of the players’ 
adopted tactics [1]. In the game, the players 
do not know the type of the other player(s), 
but they do know the joint probability distri-
bution p for all types. In an actualisation of a 
game each player knows his own type, but 
not the others’. 

In a Bayesian game, the payoff matrix 
shows the expected utilities associated with 
each player’s ‘strategies’. The strategies are 
combinations of the player’s type and a tactic 
played by this type. It also reveals for the play-
ers what is the equilibrium strategy of each 
player. This Bayes-Nash equilibrium (BNE) 
point guarantees the maximum expected util-
ity given the tactical uncertainty. All rational 
players are assumed to know it, and follow it. 

For a detailed description of the tactics 
and the expected utility computations related 
to the strategies of peacekeeping forces and 
rebels in the context of Improvised Explosive 
Devices, see report [2].

Application of Bayesian games in 
security assessment
The main assumption of Bayesian games is 
that the joint distribution of types p (and thus 
tactics) are known to all players. This refl ects 
the idea that all players in the ‘war theatre’ 
share the same experience of what has hap-
pened earlier, also including more uncommon 
tactics like feints. The key assumption is that 
all players have correctly assessed the type 

distribution p. A consequence of this is that 
in Bayesian games surprise tactics are not 
allowed in the game formulation. 

A game where the players are free to 
specify odd types, refl ecting surprise tactics, 
would lead to games called Selten games [2]. 
Such specifi cation freedom would lead to the 
loss of the commonly known joint distribution 
p. As a consequence, the game would repre-
sent an imaginary game by its creator rather 
than being a game shared. Selten game 
formulation would allow intelligence (private 
information!) to be more fl exibly modelled as 
opposed to Bayesian games. The usefulness 
of this property (with associated more com-
plex modelling) remains an open research 
question for future research.
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Accidental or malevolent releases of chemi-
cal, biological, radiological or nuclear (CBRN) 
materials are rare, but their consequences can 
be devastating. Worldwide political instability 
together with emerging technologies, environ-
mental changes and continuing globalisation 
with ever-increasing travel, trade and transport 
of goods across borders are placing grow-
ing burdens on our security environment and 
preparedness. This research expands our cur-
rent knowledge of potential CBRN scenarios 
and their consequences and identifi es adap-

CBRNE threats and protection

Ilpo Kulmala 
Principal Scientist
ilpo.kulmala@vtt.fi 

tive and cost-effi cient solutions for critical 
infrastructure and civilian protection against 
various CBRNE incidents.

Protection against CBRN threats
The results are useful for authorities and other 
stakeholders responsible for preparing for and 
responding to CBRN incidents. These include 
public health agencies, emergency services, 
critical infrastructure operators and emer-
gency supply agencies. The research presents 
a balanced and comprehensive view of pos-

Figure 1. Time delay between indoor and outdoor concentrations in the event of a large-
scale outdoor release.
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sible threat scenarios as well as methods to 
analytically evaluate their consequences. An 
example analysis is illustrated in Figure 1, 
showing the modelling results for indoor con-
centration in the event of an outdoor release. 
The study also resulted in commercial ini-
tiatives in the CBRNE arena for participating 
companies.

Identifi cation and prioritisation of 
key scenarios 
First, an overview of intentional, acciden-
tal or natural CBRNE incidents was created. 
This included attacks and other accidents 
involving CBRBE materials, as well as natural 
disasters such as pandemics. This overview 
was then used as a basis for discussions and 
workshops with invited experts to prioritize 
scenarios for gap analysis and identifi cation of 
actors and needed capabilities. Relevant EU 
projects were utilised to gain complementary 
information and a European-level perspective 
[1, 2]. 

Benefi ts to society and business 
The project results will be used to increase 
security by developing and improving technol-
ogies and products to protect against CBRN 
threats. Some of the technologies, such as 
enhanced air fi ltration systems, can also be 
used to protect against fi ne particles, which 
are common health damaging pollutants. The 
R&D work has been utilised in quality control 
of exported new CBRN protection systems, 
in networking and activating Finnish compa-
nies to participate in EU FP7 Security projects. 

The project also produced new information on 
the performance of personal protective equip-
ment and developed a new decontamination 
method. 
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The performance of crisis management 
organisations, such as the fi re services, has 
traditionally been evaluated based on statistics 
or large-scale exercises. However, numerical 
simulations can be used to expand our under-
standing and to quantify the suffi ciency of 
existing or planned resources. The simulations 
can reveal the impact of various organisational 
factors and procedures on response times, 
helping answer the core question: “How fast 
can resources be deployed – on average, and 
in the worst case?”

How long does it take to…?
Optimisation and impact assessment of 
the fi re services of cities and industrial facili-
ties have gained interest due to tightening 
economic constraints. These tasks involve 
measuring the effi ciency and reliability of the 
organisational response. VTT’s development 
of new simulation capabilities for this purpose 
originally started with the need to quantify 
human reliability in nuclear power plants [1, 2]. 

Simulation of fi re service response time 
and reliability

Simo Hostikka
Principal Scientist
simo.hostikka@vtt.fi 

Further applications were soon found in urban 
risk management [3] and the evaluation of fi re 
service tactical procedures. Common to all 
applications has been the need to simulate the 
performance of multi-agent/agency organisa-
tions.

Stochastic operation time 
modelling 
Probabilistic fi re simulations using determinis-
tic models have been in use for some time. 
However, coupling the timing and reliability of 
human operations with these fi re simulations 
required a new modelling approach. Building 
a complex response model from individual 
unit operations resulted in an easy-to-use 
model, and implementing the model within 
the (Excel-based) Probabilistic Fire Simulator 
provided the necessary tools. Description of 
inter-organisational/agent dependencies was 
a key step in application development. Use of 
experts in the assessment of time distributions 
and error probabilities provided realism, and 

Figure 1. Simulation results: Operation time distributions for two alternative scenarios of 
cooperation between the fi re brigade and technical personnel.
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empirical observations supported parameter 
setting. An example of the model layout and 
simulation results is shown in Figure  1.

Modelling facilitates the switch 
from preconceptions and tacit 
expectations to risk-conscious 
progress
Simulation-based performance evaluation has 
become an integral part of the toolkit used 
to support decision making on fi re service 
investments and maintenance in industrial and 
public environments. The key to its effective-
ness is the modelling process itself, which 
promotes the use of a systemic approach in 
describing multi-organisational responsibilities 
and expectations.
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APPLICATIONS

Olkiluoto Nuclear Power Plant
The fi rst application originated from 
the need to estimate the probability 
that the plant fi re brigade can 
suppress an envisioned cable room 
fi re before safety system failure 
occurs. Modelling the co-operation 
between the fi refi ghters and the plant 
control room and electricians proved 
crucial.

Tampere Central Arena
A combination of a busy railway 
and massive public buildings raised 
the question of the fi re service’s 
ability to control a potential major 
fi re incident, such as a 200 MW 
tanker fi re. Modelling the complex 
interdependencies between more than 
10 organisations revealed important 
vulnerabilities and risks due to the 
outsourcing of critical services.

Fire brigade tactics in residential 
fi res
Together with the Helsinki City Fire 
Department, the model is used 
to optimize fi refi ghting tacticsin 
residential multi-storey buildings.
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The development of new water-based fi re 
suppression technologies has traditionally 
involved extensive full-scale fi re performance 
testing. As the applications of the technologies 
grow larger in terms of physical dimensions 
and fi re risks, performance testing of the 
systems calls for increasing and sometimes 
prohibitive resources both in terms of time and 
money. Recent developments in the capabili-
ties of fi re simulation software, especially the 
Fire Dynamics Simulator [1], suggest that 
some experimental effort may be replaced by 
computer simulations, cutting the R&D cost of 
fi re suppression systems.

Can we predict the performance of 
fi re suppression systems?
Today, fi re simulation based on computa-
tional fl uid dynamics is primarily applied in 
performance-based fi re protection design to 
predict the spread of smoke in large build-
ings. For such applications, the physical and 
numerical models involved are considered 
relatively mature, as they mostly concern loca-
tions far from the fi re. However, modelling fi re 
suppression involves the detailed and com-
plex physical and chemical phenomena in the 
fl ame itself.  Some of these phenomena, such 
as the formation of carbon monoxide and soot 
in fl ames can be regarded as ongoing research 
topics. On the other hand, the fl ame suppres-
sion mechanisms of chemically inert agents, 
such as inert gases and, importantly, water, 
are quite well understood, and corresponding 
physical models can be implemented and vali-
dated in fi re simulation codes.

Numerical simulations on the performance 
of water-based fi re suppression systems

Jukka Vaari
Senior Scientist
jukka.vaari@vtt.fi 

An important aspect for any fi re sup-
pression system is the ability to discharge the 
extinguishing medium into the protected space 
in the most effi cient manner. This is particularly 
true for high pressure water mist systems, as 
the small droplets must rely on the collective 
spray dynamics in order to penetrate far in 
the protected space. The water sprays also 
affect the distribution of smoke in the protected 
space, and reduce gas temperatures through 
evaporation. It is clear that an essential part of 
predicting the fi re suppression performance of 
water-based systems is the ability to correctly 
reproduce the dynamics of water sprays.

How will R&D on fi re suppression 
systems be changed? 
Despite advances in numerical modelling, 
experimental work will not disappear, and 
large and expensive fi re tests will be needed 
in the future. Having the capability to credibly 
simulate the performance of fi re suppression 
systems will, however, reduce the quantity of 
full-scale tests. It is no longer necessary to 
perform numerous tests on a system to reveal 
performance trends regarding system design 
parameters (e.g. pressure, fl ow rate, nozzle 
type), as these trends can be revealed through 
simulations.

Modelling as a sales support tool
The vendor of a fi re suppression system may 
encounter a customer or an authority having 
jurisdiction demanding extra evidence on the 
performance of the proposed fi re suppres-
sion system for the application in question. 
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Often this is related to a quantity that was 
not specifi cally measured in a standardised 
fi re performance test, or it may be that the 
geometry or conditions of the room or building 
somehow differ from those of the test. In such 
cases, re-testing of the system is impossible. 
Computer simulations offer a means of extrap-
olating the existing test results and providing 
the required evidence of performance.
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Figure 1. Fire simulation in a traffi c tunnel, showing a section of the tunnel where the fi re 
and the fi re suppression system are located. Snapshot from the moment of suppression 
system activation.

RESEARCH HIGHLIGHTS:

Water spray dynamics
Water sprays of a high-pressure water 
mist system were experimentally 
characterised in detail, followed 
by high-resolution simulations 
reproducing the experimentally 
observed dynamics. This makes it 
possible to construct ‘virtual spray 
heads’, numerical models of complex 
high-pressure water mist spray 
patterns. 

Gas phase fl ame extinguishment
A new physical model was 
implemented in FDS, yielding 
accurate predictions of fl ame 
extinguishing concentrations for a 
range of chemically inert gaseous 
extinguishing agents.
 
Fire suppression in traffi c tunnel
The ability of FDS to predict the fi re 
suppression performance of a high 
pressure water mist system in a 
large-scale fi re test of a heavy goods 
vehicle fi re in a traffi c tunnel was 
demonstrated (Figure 1).
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Evacuation safety of passenger trains has 
been studied as a part of the TRANSFEU 
(Transport Fire Safety Engineering in the 
European Union) project [1]. The main objec-
tive of the project was to develop a fi re-safe, 
performance-based design methodology 
to effi ciently support the standardisation of 
European surface transport, including trains, 
ships and buses. In particular, TRANSFEU 
investigated the toxicity effects of fi re effl uents 
generated under dynamic conditions on pas-
sengers and crew in railway applications.

Benefi ts of evacuation simulations
Evacuation simulations of passenger train 
scenarios were performed using FDS+Evac 
[2], the evacuation module of the Fire Dynam-
ics Simulator (FDS) program [3]. The goal was 
to develop a simulation tool for the prediction 
of Required Safe Escape Time (RSET), i.e. the 
time required to perform a safe escape from 
the place of danger to a place of safety. Com-
pared to analytical models, simulation gives 
more possibilities to take into account different 
geometries and different physical and psycho-
logical properties of evacuees and to study the 
effects of different parameters on evacuation 
times.

Evacuation safety of passenger trains

Tuula Hakkarainen
Senior Scientist
tuula.hakkarainen@vtt.fi 

Simulation scenarios and issues 
examined
The simulation scenarios in the TRANSFEU 
project included the evacuation of a commuter 
train carriage and a double decker carriage 
at and between stations. The selected train 
geometries included stairs and doors of vari-
ous dimensions having effects on exit fl ows. 
For each simulation scenario, evacuation strat-
egies and schemes were defi ned, including 
places of relative and absolute safety. Sub-
scenarios including fi re location, train dwelling 
time, number of passengers, exit step height 
and luggage carrying were defi ned for sen-
sitivity analysis. Evacuations were simulated 
separately from fi re modelling. An example 
evacuation simulation visualisation is shown in 
Figure 1.

Prediction of required safe escape 
time (RSET)
Since the simulation scenarios included 
stochastic variables (location of people, indi-
vidual detection and reaction times, walking 
speed, and body diameter), each scenario 
was simulated several times with different 
parameter values randomly chosen from sta-
tistical distributions. Typically 10 realisations 

Figure 1. Visualisation of evacuation simulation: a commuter train being evacuated 
between stations.
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of each situation were implemented, and the 
average RSET with a confi dence interval was 
obtained as a result. An example of the results 
is presented in Figure 2. More information is 
provided in the deliverable [4].

Improving safety with simulation 
tools
The developed evacuation simulation proce-
dure is applicable to various train scenarios 
with different features and details. Fire and 
evacuation simulations can also be performed 
simultaneously, enabling the effects of fi re-
related conditions to be taken into account 
and evacuee exposure to toxic substances to 
be quantifi ed. VTT has generalised the toxicity 
model within the Fire Dynamics Simulator to 
account for a wide range of gases. Using this 
simulation tool in vehicle design, fi re-induced 
risks to people can be evaluated quantitatively, 
thus improving the safety of passengers and 
crew of trains and other surface transport.
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Figure 2. Ten realisations of a commuter train evacuation between stations. The alarm 
takes place at t=30 s and the doors open at t=70 s. The average RSET is 89 seconds 
(95% confi dence interval ± 6 s). The effect of a preparatory evacuation phase before train 
stoppage is observed as small differences between individual simulations.
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People operating in extremely demanding, 
potentially life-threatening environments are 
often required to make rapid decisions and 
function in close coordination with others. 
Such activity is diffi cult to support with tech-
nology. Poorly designed technical solutions 
can even deteriorate the actor’s ability to func-
tion and increase their workload. 

Identifying information needs in 
demanding conditions 
The aim of the research was to support 
situation awareness in demanding operat-
ing conditions through the use of wearable 
multimodal user interfaces [1, 2]. Actors’ 
information needs in demanding usage con-
texts were investigated and wearable and 
context-aware user interfaces suited to these 
operating conditions were developed. The 
research process involved task and work 
analysis, specifi cation of requirements for a 
personal situation awareness system, and 
conceptual design and evaluation of proto-
type systems (Figure 1).

Possibilities of new wearable user 
interface 
A concept and a prototype of a wearable mul-
timodal user interface for supporting situation 
awareness was developed. Key character-
istics of the system include timely collection 
and delivery of reliable, accurate information 
in a context-adaptive way and communication 

User’s situation awareness in demanding 
conditions is improved by wearable user 
interface
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support within the chain of command. The 
system is suitable for use by special forces 
personnel in peacekeeping operations and 
fi re and rescue personnel. Development work 
is being continued under other jointly-funded 
and commercial projects (e.g. EDA CEDS-
FSP).

Discussion 
One of the main lessons learned from our 
research is that improving the situational 
awareness, decision making ability, perfor-
mance effi ciency and performance accuracy 
of an infantry soldier or fi refi ghter is very dif-
fi cult to achieve. New technologies frequently 
cause more problems than they solve [1, 2]. 
Future development of military and fi re-fi ght-
ing situational awareness technologies must 
therefore be based on the methods and tech-
niques of cognitive modelling, evidence-based 
training, and human factors engineering [3]. 
These tools will play a crucial role in identifying 
human cognitive capacities and constraints, 
enabling the design of better technical solu-
tions. 
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In the search and rescue of building collapse 
victims time is critical. Rescuers need to be 
equipped with technologies and methods 
that match and support their courage and 
determination to save lives. VTT has played 
a leading role in instrument development for 
the EU-funded Second Generation Locator for 
Urban Search and Rescue Operations (SGL 
for USaR) project. VTT’s aim was to provide 
technological support to enable maximum 
effective use of the limited time available to 
rescue teams. 

Technology for heroes
Fast location of trapped or buried victims is 
essential in rescue operations. The solution 
developed by VTT for the SGL for USaR plat-
form is based directly on the needs of rescuers 
[1, 2], covering the integration of early location 
methods, attended and unattended monitor-
ing of ruins, detection of human signatures or 
hazardous conditions, and support for fi eld 
coordination using data collected from inside 
the collapsed structures. The sensor probes 
of the system’s wireless sensor network are 
equipped with positioning capability and an 
open ICT platform to meet the mobility and 
time-critical requirements of rescue opera-
tions. 

Sensor networks for challenging 
environments
Human victims of a building collapse have 
characteristic audio, visual and chemical pro-
fi les that can be distinguished from mechanical 
events, gas leaks and fi res. Continuous moni-

Sensor networks for urban search and 
rescue operations
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toring of these individual fi ngerprints from 
inside the voids of damaged and partially col-
lapsed structures can be carried out using the 
portable multidisciplinary ‘FIRST’ responder 
device [1] and wireless ‘REDS’ sensor network 
[3] built for human detection and hazard rec-
ognition as part of the SGL for USaR project. 
The developed system can cover a vast range 
of applications, from unmanned security to 
industrial monitoring.

Tested and demonstrated 
technology
VTT’s outstanding knowledge of wireless 
instrumentation and optical analysers com-
bined with its rapid prototyping expertise 
ensured that the technologies provided are 
able to perform reliably in the most challeng-
ing operating environments. The technologies 
developed by VTT and other project partners 
were successfully demonstrated at the fi nal 
demonstration event in Gava near Barcelona 
in a real operational scenario and with real res-
cue teams (Figure 1). 
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Finnish Emergency Response Centre (ERC) 
operations are currently under reform. The 
aims of the reform include harmonisation of 
ERC operations at the national level and the 
development of the information system to 
be used in ERCs. To get an overview of the 
situation, VTT, under commission by the ERC 
Administration, conducted an analysis of the 
work of ERC operators and examined by 
means of mathematical modelling and simu-
lation whether operational effi ciency could be 
improved by combining ERCs into larger units.

Meeting the demands in Emergency 
Response Centre work
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Importance of the research
The work of the Emergency Response Centre 
operator is vital and highly demanding. Key 
challenges relate to handling incoming calls, 
with callers at peak times having to queue 
for assistance. Shorter queuing times means 
lives saved. If this can be done without over-
burdening the operator, motivation and work 
effi ciency can be maintained, and if it can be 
done at minimal cost, tax payers also benefi t.

Collaboration

KnowledgeSkill

Dynamicity
Dynamicity of incoming calls  
Availability of key roles
Situation in the field

Complexity
Complexity of emergency incident

Authorities’ multiple ways of working

Uncertainty
Uncertainty related to the random nature of calls

Uncertainty of the correctness of information delivered by caller
Uncertainty of the end result as no systematic feedback is provided

Readiness to act

Efficient  sharing of resources Shared problem solving 

Conceptual mastery of networks

Interpretative
acting

Flexibility
and re-orientation

Identification of weak signals

Dialogical 
communication

Focusing on critical features 

Figure 1. The challenges of the emergency response domain related to dynamicity, com-
plexity and uncertainty (grey background), tackled by the resources of skill, knowledge 
and collaboration (yellow background) and the corresponding nine core-tasks (red dots).
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Core-task analysis and key 
fi ndings
VTT studied the work of ERC operators 
through direct observation and interviews. The 
information obtained was analysed by apply-
ing VTT’s core-task analysis methodology 
[1] to gain an overview of the generic control 
demands of emergency response work. It was 
found that a high proportion of challenges 
relate to the handling of incoming calls (Fig-
ure 1). Based on real data on incoming calls 
and call handling times [2], VTT analysed the 
effect of scaling the number of calls and call 
takers on call queuing times. Queuing times 
were found to be shorter with more operators 
per unit, even if the number of calls increased 
correspondingly (Figure  2).

Discussion 
The methodology used in the study proved 
effi cient and provided valuable informa-
tion regarding the specifi c characteristics of 
the domain. The same methodology can be 
used to study many types of complex work, 
to improve current performance or to develop 

new ideas for work enhancement. The core-
task analysis reveals the challenges and the 
resources of work. Mathematical model-
ling and simulation can be used to study the 
workfl ow of the service process while taking 
random aspects properly into account. 
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Major disturbances in electricity supply have 
impacted the functioning of society and the 
well-being and safety of Finnish citizens in 
recent years [1, 2]. Offi cial post-disturbance 
reports [3, 4] have highlighted the need 
for signifi cant improvements in information 
exchange between distribution system opera-
tors (DSOs), rescue services and municipalities 
during power outages. An information system 
concept to notably enhance the informa-
tion exchange and multi-actor management 
of major disturbances was developed in a 
research project carried out by VTT and TUT. 
[5]

Core of the system – simultaneous 
map-based presentation of outage 
information and user criticality
The system concept combines and presents 
DSOs’ real-time outage information on a 
common map-based system together with 
criticality information of focal electricity users. 
Outage information comprises the extent, 
current duration and estimated remaining 
duration of an outage. Figure 1 presents an 
example of the situational overview provided 
by the system: the critical outage time of a 
pumping station has been exceeded (sym-
bol red), while the outage time of a cellular 
network base station is still clearly below 
its critical value (symbol green); the symbol 
sizes correspond to the severity of the con-
sequences of exceeding the critical outage 
time. [5]

Information system for multi-actor 
management of major disturbances in 
electricity supply
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Main benefi ts – formation of 
shared situational view and 
aligning of actors’ repair and 
rescue operations
The developed system supports the actors 
involved in the management of disturbance 
situations, i.e. DSOs, rescue services and 
municipalities. The system helps actors to gain 
a shared situational view of the disturbance 
and its propagation and to align their repair 
and rescue activities so that disturbances 
are managed optimally. Ideally, the system is 
established so that it follows the geographi-
cal areas of responsibility of the rescue service 
organisations. This ensures that the rescue 
organisations responsible for commanding 
rescue operations get the critical information 
they need from a single source. [5]

Discussion
The system can enhance information exchange 
and the management of major disturbances 
notably. It would also fulfi l the new legisla-
tive requirement prescribed for DSOs: [6] “In 
disturb-ance situations DSOs shall participate 
in the formation of a situational overview and 
supply any information relevant to this purpose 
to the responsible authorities.” By expanding 
the system to cover other infrastructures such 
as telecommunications, water supply, district 
heating, etc., further benefi ts could be gained 
[7]. As regards the system realisation, practical 
implementation of the system and allocation of 
costs remain as challenges [5].
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We depend more and more deeply on a com-
plex web of interdependent communications 
networks – in particular the Internet. We need 
to be aware of the risks that this dependence 
entails and fi nd the best ways to cope with 
them. To investigate this challenge, VTT has 
accomplished a series of research projects in 
collaboration with Finnish industrial and govern-
mental partners and academic colleagues from 
Norway, Italy and Poland.

Tools based on a socio-technical 
approach to network dependability
It is important to understand that our com-
munication infrastructure is a complex 
socio-technical system that is largely maintained 
by private enterprises [1]. The dependability of 
this infrastructure has many aspects, and the 
various actors within it have different viewpoints 
and interests, as depicted in Figure 1. Against 
this background, three tools were developed to 
assess network dependability: (1) The Depend-

Tools for risk-aware communications 
network operation
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ability Case [2] approach serves as a tool for 
assessing and keeping in grasp all aspects of 
dependability and which network providers can 
use both internally and as a format for commu-
nication with regulators. (2) Pioneering research 
on the work of operating personnel was car-
ried out to address the often neglected human 
factors aspect of network dependability [3], 
resulting in the Core Task Analysis approach 
similar to that presented by Marja Liinasuo on 
page 50. (3) Even networks with good struc-
tural redundancy often have temporary single 
points of failure when some of their elements 
are down. We have developed a technique for 
computing and visualising dynamic variation in 
the risk of connectivity losses and Service Level 
Agreement penalties [4], as demonstrated by 
the Finnish University and Research Network 
(Funet) example in Figure 2.

Scientifi c background of the tools
Our Dependability Case approach is an adap-
tation of the well-established Safety Case 
methodology [5] for the communication net-
working context. VTT’s general methodology 
[6] for analysing work demands in complex 
technical environments was also applied in 
the human factors analyses. The dynamic risk 
assessment tool developed applies our earlier 
fi ndings [7] on stochastic modelling of network 
failure processes.

Towards proactive network 
management
The tools and methods described here are 
elements of an emerging broader concept 

User

Designer

reliability

maintainability

robustness

controllability

invulnerability

availability

failures

Provider

Regulator

Figure 1. Main dependability aspects of the 
Internet infrastructure and actor groups 
with different viewpoints and interests.
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of how care should be taken of the commu-
nication network infrastructure. Our paper on 
risk-aware communications networking [1] 
outlines this concept, with a special focus on 
risks. From the network provider’s perspec-
tive, proactivity will be a key feature of future 
network management.

Acknowledgements
This research was carried out under Tekes 
– the Finnish Funding Agency for Technol-
ogy and Innovation projects IPLU, IPLU-II and 
Goodnet, and the RISKASIP project of the Net-
work of Excellence Euro-NF. We also gratefully 
acknowledge the EU Commission, the Finnish 
Ministry of Transport and Communications and 
the Finnish National Emergency Supply Agency 
as well as the participating companies (BaseN, 
Corenet, Creanord, CSC, Digita, Elisa, Erics-
son, EXFO Nethawk, Finnet, Fortum, F-Secure, 
Nokia Siemens Networks, TDC, TeliaSonera 
and TREX) for their valued support. 

References 
[1] Chołda, P., Følstad, E., Helvik, B., Kuusela, 

P., Naldi, M. & Norros, I. Towards risk-aware 

communications networking. Reliability Engi-

neering & System Safety, 2013, Vol. 109, 

pp. 160–174. 

[2] Norros, I., Kuusela, P. & Savola, P. A Depend-

ability Case approach to the assessment of 

IP networks. The First International Workshop 

on Dependability and Security in Complex 

and Critical Information Systems (DEPEND 

2008). Available in IEEE Xplore Digital Library. 

Extended version: http://iplu.vtt.fi /DepCase-

extended.pdf.

[3] Norros, L., Norros, I., Liinasuo, M. & Sep-

pänen, K. Impact of human operators on 

communication network dependability. Cogni-

tion, Technology and Work, 2013, Vol. 15, 

pp. 363-372.

[4] Kuusela, P. & Norros, I. Dynamic approach to 

Service Level Agreement risk. 9th International 

Conference on Design of Reliable Commu-

nication Networks (DRCN 2013). Available in 

IEEE Xplore Digital Library.

[5] Bishop, P. & Bloomfi eld, R. A methodology 

for safety case development. In: Redmill, F. 

&  Anderson, T. (Eds.) Industrial Perspectives 

of Safety-critical Systems: Proceedings of the 

Sixth Safety-critical Systems Symposium, Bir-

mingham, pp. 194–203. Springer, 1998.

[6] Norros, L. Acting under Uncertainty. The 

Core-Task Analysis in Ecological Study of 

Work. VTT Publications 546. VTT, Espoo 

2004. www.vtt.fi /inf/pdf/publications/2004/

P546.pdf.

[7] Kuusela, P. & Norros, I. On/off process mod-

eling of IP network failures. 40th Annual IEEE/

IFIP International Conference on Dependable 

Systems and Networks (DSN 2010). Chicago, 

2010. Available in IEEE Xplore Digital Library.

 

Figure 2. Illustration of Service Level 
Agreement (SLA) failure risk regarding 
connectivity to the exchange points Ficix 
and Nordunet when two links are down. 
In this network situation the colour code 
on the left shows the risk of breaking 
a 1-month SLA at access nodes. The 
importance of operability or repair of a 
network component is indicated on the 
right in terms of network-wide SLA risks. 
These illustrations are dynamic and can 
be readily computed for any SLA or failure 
situation in the network.  
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The cyber security of critical infrastructures 
(CI) has become a focal concern for a num-
ber of national and international actors, each 
with their own, specifi c interests [1, 2]. As CIs 
present a logical target for cyber warfare and 
cyber terrorism, cyber security is climbing the 
agenda across governments and organisa-
tions. Due to their very criticality, CIs are of 
keen interest to CI operators and military and 
intelligence organisations, as well as to ter-
ror groups seeking to cause harm through 
sabotage. The cyber security of CIs depends 
on the overall security of numerous inter-
connected sub-structures – achieving this 
demands profound expertise in all aspects of 
cyber security.

Cyber security of critical infrastructures
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Importance of cyber security in 
critical infrastructures
In the modern networked world, critical 
infrastructures are numerously interlinked. 
Failure of one part of the system can have 
unexpected cascading effects throughout 
the infrastructure. There is therefore a need 
for all parties involved to be properly secured 
and prepared in the face of cyber threats and 
other failures. The current preparedness lev-
els of many organisations and nation states 
are inadequate. Cyber security is thus a cru-
cial research and development priority both 
nationally and internationally and offers con-
siderable scope for new business innovations 
and emerging technologies.

VTT develops innovative cyber-
secure solutions 
VTT is working on multiple research fronts 
to develop cyber-secure solutions for criti-
cal infrastructures. Novel network security 
monitoring methods are being investigated 
and commonly available open-source tools 
adapted to leverage these methods. Cur-
rently, we are fi nalising a proof-of-concept 
implementation for one such system working 
on network packet capture data from multiple 
industrial sites. Another current example is an 
on-going nationwide collaboration with the 
National Emergency Supply Agency (NESA) 
in which VTT is working towards improv-
ing Finland’s national preparedness against 
cyber attacks. As a multi-technology applied 
research organisation, VTT’s research capa-
bility covers all fi elds of cyber security relevant 

Figure 1. Layered architecture & defence 
in depth.
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to critical infrastructures, as the fi gure below 
illustrates. Figure 1 presents two leading 
security principles – layered architecture and 
defence in depth – spanning from the physi-
cal world to the single device level.   
 
Discussion
VTT conducts extensive research in the 
fi elds of critical infrastructures (CI) and indus-
trial control systems (ICS). Current efforts 
are focussed on enhancing cyber security 
in the following CI and ICS contexts: wire-
less connections, good security practices, 
remote access, vendor management, con-
trol and communications networks, and CI 
interdependency. VTT is an active player in 
the research and development of CI and ICS 
cyber security, both in Finland and interna-
tionally. 

VTT is an expert research partner in the 
fi eld of cyber security R&D with extensive 
experience in research project management 
and the coordination of project initiatives.
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Benefi ts
In this research, we defi ned the basic cyber 
security practices for industrial automation 
users and advanced these according to Finn-
ish companies’ needs. The project results 
support the continuation of industrial produc-
tion and prevent information security incidents 
in its automated parts. A common easily 
adaptable model, guidelines and requirements 
for better resolving and managing the cyber 
security of automated industrial production 
were developed.

Industrial Control System (ICS) security for 
industrial plants

Pasi Ahonen
Senior Scientist
pasi.ahonen@vtt.fi 

Users
The main users of the results are indus-
trial production sites, plants and corporate 
managements. The project results were imme-
diately exploited in several industrial projects 
and nationally hosted initiatives. The national 
projects (e.g. TEO-TT, COREQ-VE, COREQ-
ACT projects) aimed at improving the cyber 
security of the automation user industries and 
the automation system developers and ven-
dors. 

Figure 1. Industrial control system cyber security ingredients.
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Methods
The used methods included: 
Information security testing and monitor-
ing research: vulnerability assessments, 
security and robustness testing of various sys-
tems, network monitoring experiments, tool 
evaluations.
Information security management 
research: standards study and evalua-
tion, best practice development, defi nition of 
security evaluation guidelines, company evalu-
ations, etc.

Solution
The main project results of VTT are described 
in TITAN-Handbook (in Finnish), which 
included: 
• Security trends,
• Analysis of feasible security standards,
• Security evaluation process,
• Evaluation criteria,
• Descriptions of security testing methods 

and tools,
• Practical experiences, etc. 

In addition, the major information security 
ingredients for ICS systems and services were 
identifi ed and described in Figure  1.
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Introduction
Continuous monitoring and control of indus-
trial production processes and of traffi c and 
telecommunication networks involves the 
monitoring of vast amounts of information. 
Optimisation of the presentation of this infor-
mation requires that the user-interfaces are 
evaluated from the human factors perspective. 
However, up-to-date knowledge of the human 
factors (HF) evaluation criteria of complex 
interfaces is scarce. To address this knowledge 
gap, VTT has developed an evaluation method 
to test the quality of control centres from the 
human factors perspective. [1] 

Systems usability as the hallmark 
of a good control centre 
Systems usability (SU) is the principal aim of 
good control centre design. SU refers to a 
technology’s over-
all appropriateness 
for a given task or 
function. More spe-
cifi cally, SU defi nes 
a technology’s 
appropr iateness 
as a tool for fulfi lling 
the following three 
key functions: 
the instrumental 
function, i.e., the 
tool’s effectiveness 
with regard to its 
intended purpose, 
the psychological 
function, i.e., the 

Evaluating of control centres from users’ 
perspective

Leena Norros
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readiness of the tool to be combined with the 
actors’ capabilities, and the communicative 
function, i.e., the tool’s capability to support 
coordination and to develop shared under-
standing among actors. The SU of a tool is 
measured in terms of performance outcome, 
way of acting, and user experience. A 3-by-3 
grid emerges, which defi nes the criteria for SU 
(see Figure 1). A good control centre should 
fulfi l all SU criteria in order to be functional, 
safe and support user well-being. [2]     

Systems usability evaluation 
process
The control centre evaluation process consists 
of three phases: modelling, data collection 
and analysis, and assessment (Figure 2). Via 
modelling of work demands and situations, 
an explicit reference to the data collection, 
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Figure 1. Systems usability (SU) criteria. The SU criteria emerge by 
considering three generic tool functions (vertical axis) with regard 
to different aspects of tool usage (horizontal axis). 
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analysis and evaluation is created. A compre-
hensive set of data on the usage of control 
room interfaces is collected, and the analysis 
of the data is carried out. In the assessment, 
all problems (Human Engineering Discrepan-
cies) encountered in the use of the system 
are identifi ed. To weigh up the signifi cance of 
these discrepancies, a systematic reasoning 
process is applied: the investigators identify 
claims regarding fulfi lment of systems usability, 
gather evidence to test the fulfi lment of these 
claims, and develop arguments as to why the 
evidence might question the fulfi lment of given 
claims. This Usability Case approach was 
developed and tested in previous research 
projects, and is currently applied in nuclear 
power plant control room evaluation. The 
approach is well suited to the evolutionary 
design of complex interfaces.    

Discussion
The developed VTT method has been dis-
cussed in international scientifi c forums and 
developed on the basis of this feedback. The 
currently on-going large-scale customer pro-
ject has challenged the method further, and 
the method has been consequently shaped 
to meet the practical constraints of complex 
design processes. 
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room of Loviisa NPP. The methodology 
is tailored to fi t the evolutionary 
design of the new control room, and 
qualifi ed to meet the international 
requirements for HF evaluations.
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Stress testing has become a popular method 
for testing systems against extraordinary 
events, e.g. regarding the emergency pre-
paredness of nuclear power plants or the 
stability of banks against fi nancial threats. 
Stress testing differs considerably from the 
other risk management tools used in indus-
trial applications. VTT is developing a general 
method for stress testing in cooperation with 
Finnish environmental authorities. The fi rst 
application of the method is focused on the 
mining sector.

Stress testing in general
After the Fukushima nuclear power plant acci-
dent in 2011 in Japan, the European Nuclear 
Safety Regulators Group (ENSREG) reviewed 
the safety level of European nuclear power 
plants using a stress testing procedure [1]. 
The stress test focused on the preparedness 
of the European nuclear power plants against 
natural phenomena such as earthquake and 

fl ooding and other situations such as loss of 
electrical power or loss of ultimate heat sink. 
Generally, all stressors were beyond the nor-
mal design basis. The same principle was 
used when the fi nancial sector was tested, 
where stresses were defi ned as something 
that cannot be considered as business as 
usual – something extraordinary that the 
banks should be able to handle. Stress test-
ing is also used in medical science, where 
stress is defi ned as a response of an organ-
ism to a stressor, i.e. stimulus.

Stress testing vs. risk analysis
Stress tests can be considered a risk man-
agement tool, just like risk analyses. The 
scope, however, is quite different. Risk analy-
sis is considered a comprehensive tool that 
often concentrates on hazard identifi cation. 
Risk analysis is usually limited to the design 
basis of a plant or site and it should cover 
all normal operational phases of a system. 

Development of an environmental stress 
test-case mining 

Tero Välisalo
Research Scientist
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Feature Risk analysis Stress test

Scope broad focused

External factors (e.g. 
environmental conditions)

within design basis beyond design basis, 
extraordinary events

Level of detail low high

Responsiveness proactive reactive

Objective hazard identifi cation determining consequences 
of a hazardous event

Required expertise medium high

Table 1. Key differences between risk analysis and stress testing.
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Table 1 lists some key differences between 
risk analysis and stress tests.

In a stress test, hazardous stressors are 
identifi ed before stress testing is started. The 
stressors could be environmental conditions 
(e.g. low or high temperature, heavy rainfall, 
earthquake, etc.) outside the design basis, 
phenomena having an effect on the target 
system and the potential to cause problems 
at the site under survey. The stressors could 
also be the consequences of hazardous situ-
ations, in which case the aim of the tests is 
to determine how the target system can cope 
with them and minimize, e.g., discharges to 
the surrounding environment.

The main phase in stress testing is the 
identifi cation of stressors. This can be accom-
plished with traditional risk analysis methods 
(e.g. HazOp, Failure Mode and Effect Analy-
sis, Potential Problem Analysis), or stressors 
can be derived from the accident reports of 
similar industrial applications, as in the Fuku-
shima case: the problems encountered in 
Fukushima were formulated as stressors and 
all nuclear power plants in the EU area were 
virtually exposed to these same threats.

Case study: Stress testing of 
Finnish mines
During the past two years, a couple of dam 
leakages have occurred at the Talvivaara 
mine and other mines in Finland have also 
encountered accidents causing environmen-
tal threats. In response to these incidents, 
the Finnish environmental authorities took the 
decision in late 2012 that certain mines should 

undergo stress testing. The selected mines 
were either metal mines, underground mines 
or other mines with on-site dams contain-
ing environmentally hazardous waste. VTT, 
as an expert in industrial risk management, 
was involved in the stress testing methodol-
ogy development group lead by the Ministry 
of the Environment.

The stress testing was designed to be as 
comprehensive as possible. Another impor-
tant requirement was that the testing should 
be relatively simple for mines to answer. The 
main phase of stress testing, the identifi cation 
of stressors, was carried out by a team con-
sisting of Finnish authorities, representatives 
of research institutes and ministries. In light of 
the recent Talvivaara mine incidents, the main 
focus of stress testing was on water manage-
ment. The mines were asked to describe and 
assess their own preparedness against the 
hazardous situations presented in the stress 
test. The results of the stress tests will be pub-
lished at the end of 2013.
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The way safety is managed in an organi-
sation depends heavily on the beliefs and 
assumptions managers have concerning 
organisational behaviour and safety [3]. The 
classical safety management paradigm typi-
cally views organisations as machine-like 
entities and emphasises procedural adher-
ence, strict quality control, clear distribution 
of liabilities, and supervision of workers as 
the means to manage safety. Accidents and 
incidents are typically seen as caused by 
harmful variance in human activity, i.e., human 
or organisational errors. In modern complex 
organisations, such centralised control strate-
gies are not enough to manage safety [1, 2]. 
Contrary to the traditional view, safety can be 
seen not only as the absence of something 
negative, but also as the presence of some-
thing positive [1, 3, 7].

Complex organisations and the 
challenge of assuring safety
We view safety as a property of an organisa-
tion (including both social and technological 
aspects) and safety management as the prac-
tice of managing the sociotechnical system 
producing safety. Safety management that 
adopts this positive and systemic view of 
safety needs to rely on new kinds of manage-
ment practices. Instead of aiming to predict 
and control individual acts, proactive safety 
management puts more focus on increasing 
the potential of the organisation to function 
safely and effectively on a daily basis. This 
requires the development of new models and 
tools to facilitate effective safety management.

Defi ning the principles and practices of 
safety management in complex systems

Teemu Reiman
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The framework for safety 
management
Based on our research in the nuclear [6] and 
health care sectors [2, 5], we have defi ned the 
premises and principles of safety management 
in complex safety-critical organisations. These 
principles cover contradictory aspects such 
as creating capability for self-organizing while 
defi ning system boundaries, and facilitating 
interaction while prioritizing certain connec-
tions. Thus, safety management in complex 
systems needs to build on a number of con-
tradictory principles and control functions. 
The framework we have constructed [6] helps 
companies in balancing these principles (see 
Figure 1 for simplifi ed illustration of the frame-
work). Our on-going work focuses on further 
clarifying the complexity of safety-critical 
organisations and validating our preliminary 
framework.

Discussion 
In addition to constraining unwanted variability 
through the use of safety barriers and stand-
ardisation, safety management should focus 
on increasing the capability of an organisation 
to function safely on a daily basis. This means 
that rather than seeking to reduce complexity, 
organisations should also seek to offer their 
personnel the means to cope with complex-
ity. Safety management needs to focus on 
creating potential for safety in the organisa-
tion. We have proposed that safety-critical 
organisations should be viewed as complex 
adaptive systems. This sets requirements for 
safety management, but also opportunities 
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for managing safety-critical organisations in 
an integrated manner where safety, employee 
wellbeing and economic effi ciency are consid-
ered together. For safety-critical organisations, 
safety denotes the organisation’s capability to 
succeed in changing circumstances.
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The importance of software in machinery 
continues to grow as hardware functions are 
replaced with software and the number of 
safety functions increases. This has crucial 
consequences for machine safety. Software 
failure in safety-critical areas, such as drive-
by-wire systems, automated stability control 
and control of automated guided vehicles 
(AGVs), can result in accidents, fatalities and 
costly material losses. 

Big software – big challenges
The Standish Group’s Chaos Report [1] 
addresses the reasons for and frequency of 
failing software projects. According to the 
report, fi rst published in 1994, as many as 
31% of software projects (8,380 cases) fail 
or are cancelled. According to Capers Jones, 
an alarmingly high proportion of large-scale 
projects are impaired (65%) [2]. The problem 
becomes even more acute when considering 
the current trend towards ever bigger pro-

Safety requirements for machine software 
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jects. So far, machine software systems have 
been relatively small and there are only few 
connections between control systems. How-
ever, as program sizes increase in the future, 
with nearly all systems also connected to the 
internet, the challenges will be considerably 
greater. 

Better requirements specifi cation - 
key to fewer defects 
According to the Jones research data (about 
12,500 cases), the average share of require-
ments specifi cation related defects is 31%, 
whereas for better quality software (well-
tested, defect density among the best 10%) 
the share is over 60% [2]. Defect occurrence 
is therefore lower in higher quality software, as 
can be expected, but, at the same time, the 
better software, the higher the share of defects 
in the requirements specifi cation phase. If we 
assume (and trust) that the overall software 
defect density will be lower in the future, the 
share of requirements specifi cation related 
defects will, therefore, be higher. Means are 
therefore needed to tackle defects related to 
requirements specifi cation.

Better software – huge cost 
benefi ts 
Despite the wide range of methods and tools 
available for dealing with requirements speci-
fi cations, the challenge nevertheless remains. 
There is no silver bullet to solve the problem, 
but many case-specifi c methods, tools and 
perspectives can, however, be drawn on. 
One observed key element in making bet-

Research outcomes: 

Solution: 
– Ideas for a software development model 
– Criteria for selecting methods
– Case criticality and developer needs
Benefi ts: 
Well-defi ned yet fl exible development 
process means typically lower design costs. 
Safety under control means less accidents, 
better product confi dence and peace of 
mind for designers. 
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ter requirements specifi cations is discussion 
between vendors, customers and other stake-
holders [3]. This research also defi nes a typical 
safety-related software development process 
specifi c to machine builders [4]. Error-free soft-
ware would provide enormous cost benefi ts to 
society but unfortunately only very small-scale 
programs can meet this goal. Much room for 
better methods and tools remains, as high 
quality software can bring immense benefi ts 
to society. 
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Ensuring the correct functioning of automation 
systems in safety-critical industries is essential 
for the safety of people and the environment. 
Model checking [1] is a formal method for 
exhaustive system analysis covering all pos-
sible system behaviours. It complements and 
has several advantages over traditional meth-
ods such as testing and simulation, which are 
based on exercising a limited set of test cases, 
thus leaving a large share of possible error 
scenarios outside the scope of examination.

Model checking fi nds hidden 
software errors
In model checking, the system design and 
its requirements are expressed in a format 
that the software tool (the model checker) 
understands. Instead of analysing only cer-
tain selected scenarios, as is done in testing 
and simulation, the analysis is done through 
a graph using effi cient algorithms. (Figure 1.) 
This makes it possible to fi nd hidden errors 
in system designs that could easily remain 
undiscovered if relying solely on traditional 
methods.

Practical experiences and further 
development 
Model checking is a computationally powerful 
method, but it also has limitations in terms of 
the size and complexity of the systems that 
can be analysed [2]. As the number of pos-
sible model states grows exponentially with 
the number of inputs and elements in the 
system, the analysis task can become too 
complex for existing methods and comput-

Error-free critical software through formal 
model checking
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ers due to a state explosion problem [3]. To 
address this challenge, VTT is conducting on-
going research to facilitate the analysis of even 
larger, more complex systems [4] and to auto-
mate model construction by utilizing already 
available electronic design data. Tool support 
is also under development to assist in require-
ments formulation and visualizing the results 
of model checking [5]. VTT has also been 
consulting the Finnish Radiation and Nuclear 
Safety Authority (STUK) and the power com-
pany Fortum on evaluating nuclear automation 
systems through model checking. 

Discussion
Automation systems are becoming increas-
ingly complex as digital technology and 
sophisticated design tools make it easy to 
produce overly complicated design solutions. 
As this complexity increases, the testing and 
exhaustive analysis of systems is becoming 
ever more challenging. The developed formal 
model checking method enables effi cient and 
exhaustive system assessment and facilitates 
the identifi cation of hidden design errors early 
in the development cycle. As a result, system 
development costs can be decreased and 
overall quality and system safety taken to a 
higher level. 

Acknowledgements
This research was largely carried out jointly 
with the Department of Information and Com-
puter Science of Aalto University. The majority 
of practical examples utilised in the research 
were provided by Finnish nuclear power com-

Other contributing authors: 
Antti Pakonen, Jussi Lahtinen

mailto:janne.valkonen@vtt.fi


73

Industrial safety

panies Fortum and TVO. A major part of the 
development work was fi nanced by the Finn-
ish Research Programme on Nuclear Power 
Plant Safety (SAFIR) [6].
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Public nuclear power plant safety research in 
Finland has been conducted under national 
research programmes since 1989. The mis-
sion of the research programme derives from 
the stipulations of the Finnish Nuclear Energy 
Act concerning ensuring the availability of 
expertise in nuclear safety. The ongoing four-
year research programme SAFIR2014 has an 
annual volume of about 70 person-years, of 
which VTT’s contribution is 50 person-years. 
In 2012 research was conducted in 42 pro-
jects, 35 of which were managed by VTT. VTT 
is also responsible for the administration of 
the programme.

Public research to support 
nuclear power plant safety
The objective of the SAFIR2014 programme 
is to develop and maintain the experimental 
research capability, safety assessment meth-
ods and nuclear safety expertise of Finnish 
nuclear power plants (NPPs). The research 
needs have been identifi ed by key organi-
sations in the area of nuclear energy – the 
Finnish nuclear safety authority (STUK), 
licensee holders and the research commu-
nity – and are described in the SAFIR2014 
Framework Plan [1].The period 2011–2014 
involves licensing processes for NPPs in 
use or under construction and plant sup-
plier selections for planned NPPs, which are 
refl ected in the research activities. In addition, 
the Fukushima accident has had an impact 
on the research needs.

Finnish nuclear power plant safety research 
2011–2014

Kaisa Simola
Principal Scientist
kaisa.simola@vtt.fi 

Education of experts, high-level 
safety research, and development 
of research infrastructure
The SAFIR2014 programme guarantees the 
continuation of research and expertise in an 
area critical to Finland. Research is organ-
ised in nine research areas (see Figure  1), 
and each of these areas include 2–7 research 
projects. Research results achieved in 2011–
2012 are documented in the SAFIR2014 
Interim Report [2]. One of the programme’s 
principal tasks is to conduct high-level 
international nuclear safety research, and 
international co-operation is an essential part 
of the programme. SAFIR2014 also funds the 
renewal and development of nuclear energy 
research infrastructure. 

Discussion
Research in the SAFIR2014 programme cov-
ers all aspects of NPP safety. In addition to 
the high level of research, particular atten-
tion is paid to training of new experts in the 
fi eld. The construction of new power plants 
in Finland increases the need for experts, 
while the retirement of experts involved in the 
construction and operation of existing plants 
continues. The public research programme 
offers an ideal growth platform for future 
experts in nuclear safety. 
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VYR fund consists of annual fees collected 
from Finnish nuclear facility operators. VYR’s 
share of the total funding is about 55%, 
and VTT’s share nearly 30%. Organisations 
contributing to the research include VTT, 
Lappeenranta University of Technology, Aalto 
University, Finnish Meteorological Institute, 
Fortum Power and Heat, Helsinki University 
Institute of Seismology, ÅF consulting and 
FiSMA Ry.

References 
[1]  National Nuclear Power Plant Safety 

Research 2011–2014. SAFIR2014 Frame-

work Plan. Publications of the Ministry of 

Employment and the Economy, Energy and 

the climate 50/2010.

[2]  Simola, K. (Ed.) SAFIR2014. The Finnish 

research programme on nuclear power 

plant safety 2011–2014. Interim report. VTT 

Technology 80. VTT, Espoo 2013. 447 p. 

http://www.vtt.fi/inf/pdf/technology/2013/

T80.pdf.

Figure 1. Total funding by research areas.

1.
5 % 2.

10 %

3.
14 %

4.
17 %

5.
10 %

6.
18 %

7.
11 %

8.
7 %

9.
8 %

Distribution of total funding by research areas in 2011-2012

1. Man, Organisation and Society

2. Automation and Control Room

3. Fuel Research and Reactor Analysis

4. Thermal Hydraulics

5. Severe Accidents

6. Structural Safety of Reactor Circuits

7. Construction safety

8. Probabilistic Risk Analysis (PRA)

9. Development of Research Infrasructure

http://www.vtt.fi/inf/pdf/technology/2013/


  76 

Probabilistic risk analysis (PRA) is an essential 
part of safety management in safety-critical 
industries such as process industry, power 
production and transportation. PRA provides 
essential information for identifying weak-
nesses in technological systems and optimizing 
the design, operation and maintenance of sys-
tems. When used in decision making, PRA 
must be carried out in a qualifi ed manner and 
supported by appropriate computer codes. 
FinPSA is a software tool to support the main 
activities related to PRA through easy model 
creation, effi cient and versatile analysis, good 
traceability, fl exible reporting, and information 
exchange capabilities.

Challenges of probabilistic risk 
analysis
As the complexity of mission-critical systems 
increases, fi nding effective ways to assess 
their dependability has become a major 
objective. In the nuclear domain, it is a gen-
eral regulatory requirement to quantitatively 

Probabilistic risk analysis and decision 
making with FinPSA  
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assess the risk and reliability of the plant and 
to apply risk criteria in the licensing process 
[1]. How risk criteria should be applied is not 
self-evident due to challenges in assessing the 
risk of complex systems comprehensively and 
different views regarding probabilistic informa-
tion. VTT’s research addresses all aspects of 
risk-informed decision making: methods, tools 
and applications.

Recent research activities
A recent Nordic project has explored the issue 
of probabilistic safety goals for nuclear power 
plants and provided guidance on resolving 
some of the key problems identifi ed, such as 
the issue of consistency of judgment, and the 
comparability of safety goals used in different 
industries [2]. Methods for human reliability 
analysis have also been compared and vali-
dated in international benchmark studies [3, 
4]. The FinPSA development work aims to 
ensure that a well-qualifi ed PRA model is avail-
able for end users in the long term [5].

Risk-informed applications
Various risk-informed applications have been 
used in Finland to support the operation of 
nuclear power plants, as well as in the licens-
ing of the new Olkiluoto 3 plant [6]. In the 
development and analysis of PRA models, 
dedicated computer codes play an important 
role. These codes handle complex mathe-
matical models. Because the results of PRA 
analyses are used in safety decision making, 
PRA computer code must fulfi l rigorous quality 
and performance requirements.Figure 1. Fault tree example.
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FinPSA users
FinPSA is used by nuclear power company 
Teollisuuden Voima Oy (TVO), the Finnish Radi-
ation and Nuclear Safety Authority (STUK), the 
Swiss Federal Nuclear Safety Inspectorate 
(ENSI) and the nuclear power plant vendor 
AREVA.
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The TALOS1 project built a mobile system 
based on unmanned ground vehicles for the 
surveillance of large border areas. FRONTEX 
and national border guards participated in the 
end-user advisory board. The TALOS system 
with two UGVs was demonstrated successfully 
in April 2012 in Wroclaw, Poland (Figure 1).

Virtual prototype
VTT built a virtual prototype of the TALOS sys-
tem consisting of: 
• UGV multi-body, hydraulic and tire mod-

els (Figure 2) 
• Radio propagation models and real-time 

KPI monitoring 
• World model database on environment 

and tactical objects 
• 3D visualisation for dynamic situation 

monitoring 

JAUS (Joint Architecture for Unmanned Sys-
tems) protocol and software was used for 
communication between nodes. Other pub-
lic domain software were also supported to 
enable sharing within the consortia (PostGIS, 
PostgreSQL, GDAL, PROJ, ODE, and OSG).

Benefi ts to users
The models and simulation enabled concur-
rent development, adjustment and testing of 
the TALOS system components, e.g., in the 
areas of:
• UGV low-level control system and way-

point driving 

Virtual prototyping in TALOS – Faster 
development through parallel software, 
communication, and system engineering

Eija Parmes
Research Scientist
eija.parmes@vtt.fi 

1 Transportable Autonomous Patrol for Land Border Surveillance: http://www.talos-border.eu.

• Interfaces and data transfer between mul-
tiple subsystems

• Generation of sensor data and imagery 
prior to real UGV readiness  

Discussion
The main challenge to the TALOS system was 
the autonomous behaviour of UGVs. Intelligent 
waypoint and primitive drivers and the obstacle 
detection module increased UGV autonomy, 
but the challenge of robotic perception and 
navigation without GPS or SLAM remains. 
Another key challenge was in guaranteeing a 
suffi cient data rate for mobile communication 
and transfer of surveillance sensor data from 
the UGVs. Real-time QoS monitoring with 
accurate environment modelling and hando-
ver possibility were implemented to minimize 
risk.
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Future surveillance systems will perform a 
range of automatic image and signal analysis 
operations. As areas of surveillance increase 
and larger numbers of cameras and sen-
sors are installed, the processing power of 
centralised computing systems will be rap-
idly exhausted. Next-generation surveillance 
systems are therefore likely to be based on 
distributed processing. 

With the switch from analogue to digital 
camera technology, the compression, encryp-
tion and local conversion of data already 
necessitate major local processing power 
and local intelligence. Effi cient software tools 
are therefore needed for the assessment 
and building of distributed surveillance sys-
tems. For this purpose, VTT has developed a 
hardware test platform and software tools to 
support distributed systems design. [1], [2]

Development methods and block 
diagram of the development 
platform 
The development methods consisted of anal-
yses based on an experimental distributed 
surveillance system. In order to obtain a realistic 
view of potential bottlenecks and weaknesses 
in a large-scale network, VTT built a system 
based on commercial state-of-the-art compo-
nents including especially wired and wireless 
communication facilities and high resolution 
cameras Basic recognition was assumed to 
be performed at remote stations, while central 
command and data storage were conducted at 
a single master station. Figure 1 shows a block 
diagram of the generic test setup.

Development of distributed intelligence 
surveillance networks

Jari Jankkari
Research Scientist
jari.jankkari@vtt.fi 

 
Test setup of the development 
platform
Figure 2 shows the implemented test setup. 
The key functions were:
• Identifi cation or recognition of an alert sit-

uation (simulated in the test setup)
• Forwarding information in the system
• Alerting the human operator for necessary 

actions 
 

Main results
The testing and development platform (test 
setup, see above) for analysing camera sur-
veillance systems was the fi rst deliverable to 
be developed, as no off-the-shelf solutions 
were available. During this phase, the com-
munication and implementation principles 
between the remote stations and the master 
control station were proposed. These rules 
were especially important in cases where the 
user interface of the master control station 
worked with large numbers of cameras, and 
where human performance and observation 
only were not suffi cient for actual recogni-
tion, but where rapid actions were required by 
security personnel. 

The main communication test results 
included: parameters relevant to the sur-
veillance setups (camera resolution, etc.), 
knowledge of spare (residual) capacity for 
actual surveillance tasks, and the achieved 
video data rates and data volumes. Further-
more, concrete boundary conditions were 
identifi ed for the design of optimal digital 
surveillance camera interfaces in situations 
where compression and encryption algo-
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rithms are embedded within an intelligent 
camera. 
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Figure 1. Generic block diagram of a distributed intelligence surveillance system.

Figure 2. The implemented test setup; two physical remote stations were implemented; 
larger networks could be implemented as virtual cameras. Both wired and wireless links 
were realised.

References
[1]  Viitanen, J. & Jankkari, J. Software tools for 

the development of distributed intelligence 

surveillance networks. Proceedings of the 5th 

Security Research Conference, Berlin, Ger-

many 7–9 Sept. 2010.

[2]  Jankkari, J. & Viitanen, J. SUBITO_Distrib-

uted_Targeting_Deliverable 300.3_rev.2.01.

pdf. VTT Technical Research Centre of Fin-

land, 2010.

Remote Sensor Station (RSS1)

Remote Sensor Station (RSS2)

Master Control Station (MCS)

Sensor 
Control

Sensor 
Control

Sensor 
Sensor Control 

Sensor Control 

SCENCE

SCENCE

CCTV sencor
(camera,
acoustic,
chemical...)

CCTV sencor
(camera,
acoustic,
chemical...)

Sensor
Interface 

Remote
CPU

Mastert
CPU

Remote
CPU

Local database

Main database

Local database

Inter-module
comms.module

Inter-module
comms.module

Inter.module
comms.module

motion 
vectors &
overlays
to/from
neighbouring
station

Remote
control
requests

Alarm
Interrupts

Sensor
data
on requests

control
requests
to/from
neighbouring
station

comms.
module
for
remote
MMI

Master

MMI

comms.
module
for
master
MMI

remote/
control
requests

comms.
module
for
remote
MMI

OPERATOR

Sensor 

Sensor 



  82 

Source: TurvaBIM research project, http://www.vtt.fi/proj/turvabim
Case building project: Vantaan Ankkahovi, Skanska
3D site modeling: VTT Technical Research Centre of Finland The original 2D site plan

BIM-based site plan (Modelling Software ArchiCAD 11)

Occupational safety in building construction 
remains a worldwide problem. In Finland, 
one in four fatal occupational accidents takes 
place in the construction fi eld, falling from 
height being a major safety risk at construc-
tion sites [1]. The growing implementation of 
Building Information Modelling (BIM) in the 
Architecture/Engineering/Construction (AEC) 
and Facilities Management industry is chang-
ing the way safety can be approached [2]. 3D 
and 4D BIM can be used to promote safety 
by improving safety planning, management, 
and communication, and by integrating safety 
more closely into construction planning. 

New BIM technology for better 
safety
BIM-based 3D site layout plans (Figure 1) 
have proved to be a versatile and useful visu-
alisation source, and are becoming a clear 
application area for BIM in the construction 

Building Information Modelling (BIM) 
promoting construction safety
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industry. BIM-based fall prevention plan-
ning (Figure 2), as well as various 4D work 
order visualisations, including temporary site 
equipment and arrangements, show poten-
tial as novel and effective visual supports for 
planning, discussing, managing and com-
municating safety-related issues. Existing and 
emerging new technologies that can be used 
together with BIM include automated plan-
ning [2], info screens, virtual reality rooms, and 
mobile devices  [1]. 

Experimental research and pilot 
testing 
VTT has developed BIM-based safety related 
procedures and tools in several sequen-
tial research projects. Alongside literature 
researches, interviews and workshops carried 
out in cooperation with industry representa-
tives, the primary research methods have 
included hands-on modelling testing, demon-

Figure 1. Example of a three-dimensional BIM-based site plan and corresponding original 
2D plan. 
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Source: BIM Safety research project http://www.vtt.fi/sites/bimsafety
Case building project: Office building (Skanska HQ), Skanska Finland  
Safety railing modeling: VTT Technical Research Centre of Finlandh

strations, pilot testing and feedback collection 
in real on-going building construction projects. 
The research has improved current under-
standing of the application of BIM technologies 
in site safety planning and management.
 
Detailed BIM-based planning and 
visualisations improve site safety 
Although safety planning is considered a key 
part of construction production planning, it 
is traditionally carried out to a certain extent 
separately and is largely paper-based. Virtual 
4D construction planning is a breakthrough. 
VTT has developed 4D safety planning, espe-
cially fall protection planning, to advantage 
this new technology more intensively to pro-
mote safety. For BIM-based planning, a more 
detailed installation order plan is needed than 
is traditionally made for building assemblies 
in construction planning stage. As a result of 
more detailed and careful planning and using 
BIM-based visual material for safety communi-
cation, site safety is improved. 
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Counterfeit food and medical products are 
a growing global problem. According to a 
World Customs Institute estimate, the coun-
terfeit food industry is currently valued at 
around 35 billion euros [1], while the coun-
terfeit drug industry has been estimated to 
be worth 60 billion euros in 2010 [2]. The 
main consequence of counterfeiting is the 
proliferation of out-of-date, unsafe, and 
even potentially life-threatening products. 
Ensuring the traceability of food and medical 
products is also a key concern with respect 
to product recall and liability issues. Studies 
have revealed vast information losses from 
one link in the value chain to the next, in 
some industry sectors as high as 80–95% 
[3]. 

Importance of direct marking 
Current means of ensuring product authentic-
ity and traceability are limited to incorporating 
safety and security features into product 
packaging. However, in addition to marking 
and customizing product packages, there is 
also a need to directly mark the actual prod-
ucts themselves in order to guarantee their 
authenticity, traceability and user safety. 
Direct marking opens up a new realm of 
product authenticity, traceability, safety and 
brand promotion solutions for food and med-
ical industry brand owners, logistics, retails 
stores and consumers.

Improving product safety in the medical 
and food industry through direct marking 
technologies

Liisa Hakola  
Senior Scientist
liisa.hakola@vtt.fi 

Laser marking and inkjet printing 
as effective direct marking 
technologies 
Laser marking and inkjet printing are cur-
rently used for label-free marking of product 
surfaces – primarily for decorative purposes. 
However, these digital direct marking tech-
niques also offer huge potential for new 
product safety applications. (Figure 1.) They 
can be easily automated, are suitable for 
mass production, and can be integrated 
into existing production lines. The objective 
of the Dimasafety project was to determine 
how direct marking technologies can improve 
the safety of medical and food products, and 
what benefi ts direct marking can bring to 
these market sectors with respect to market 
needs.

Traceability, product safety, anti-
counterfeiting and brand promotion 
through direct marking 
Based on our technology analysis, inkjet 
printing and laser marking both offer huge 
potential in the direct marking of edible prod-
ucts [4]. The technologies are mature enough 
to be adapted and seamlessly integrated 
into existing food and medical production 
processes and value chains. According to 
our business analysis, the biggest benefi ts 
of direct marking for the medical industry 
are in anti-counterfeiting and traceability. 
For the food industry the biggest benefi ts 
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are in brand promotion and product safety. 
Example food safety improvements include 
prevention of mixing of unpacked food items, 
and improved tracking and tracing in product 
withdrawals.
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Drinking water contamination, accidental 
or intentional, is one of the most formidable 
threat scenarios faced by developed coun-
tries. Drinking water distribution systems are 
often outdated, vast and complex, making 
them diffi cult to monitor and vulnerable to mul-
tiple threats. Contamination incidents cause 
public fear and anxiety in society and generate 
distrust in public infrastructure. It is therefore 
essential to detect harmful substances as 
early as possible in order to manage the con-
tamination situation and minimize the effects. 

New early-warning monitoring 
systems are needed 
Conventional water quality analysis consists 
of laboratory-based testing for contaminants. 
However, this approach is too slow in the case 
of large-scale incidents, as seen in Nokia, 
Finland, in 2007 when hundreds of people 
fell ill before the source of contamination was 
determined [1]. Alternative indicators of water 
distribution network contamination together 
with effi cient, timely monitoring and mitiga-
tion systems therefore need to be found and 
developed. After all, water service providers 
are responsible for delivering safe drinking 
water and for proper management of critical 
systems in order to keep their customers safe.

System design based on 
vulnerabilities
Early-warning systems must be based on 
comprehensive vulnerability assessment of 
the whole water supply system. Existing vul-
nerability analysis methods are based on valve 

Water supply security
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nodes, hydraulic modelling and network sen-
sitivity analysis. These methods cannot ensure 
that mitigation measures are targeted in the 
right place at the right time. A new vulnerability 
assessment approach is therefore needed that 
takes into account the hydraulic conditions in 
the distribution network as well as the main 
contamination sources, including potential 
vandalism or sabotage. The approach should 
also include sensors for detecting hazards 
such as foreign substances, unexpected fl ow 
direction or pressure changes. The sensor 
system should also support preventive meas-
ures through integration with an on-line early 
warning information system. (Figure 1.)

One of the main internal sources of vul-
nerability in critical infrastructures arises from 
private-public partnerships [2] where the water 
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plant no longer has direct control over the entry 
of employees or equipment to their premises 
[3]. Therefore, in order to be effective, early 
warning systems also need to be linked to a 
general management system framework.

In recent projects VTT has developed 
components of this progressive water moni-
toring system and done research on water 
service sector to help water service provid-
ers ensure the safety and security of drinking 
water. Further development work will be done 
in close co-operation with water companies, 
universities and enterprises operating in the 
water sector. 
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Ensuring the safety and security of future 
transport systems calls for new, innovative 
approaches. There is a need to go beyond 
mode-specifi c impact assessments and to 
expand the scope of transport safety and 
security research beyond current mobility 
patterns, transport vehicles and infrastruc-
tures. Long-term, system-level foresight 
provides the means for this. As outcomes 
of participatory foresight processes, novel 
solutions and policies can be developed and 
assessed under the aim of shared under-
standing.

Long-term foresight for safe and secure 
transport systems

Heidi Auvinen
Research Scientist
heidi.auvinen@vtt.fi 

Foresight Toolbox
Research to develop and apply foresight 
methods and tools in key areas of transport 
safety and security serves strategic transport 
planning. Features of the VTT Foresight Tool-
box include:
• vision building process to create images 

of future transport systems (Figure 1)
• analysis of systemic, socio-technical 

changes and transitions in transport sys-
tems

• system transition roadmap to structure 
and assess strategies and measures 
towards a transport policy goal.

Figure 1. Main phases of the vision building process [1].
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A variety of theoretical approaches and 
research methods are employed: transition 
management, multi-level perspective, futures 
table, futures wheel, environmental scanning, 
stakeholder analysis, etc. Practical working 
methods include literature studies, workshops, 
surveys and interviews.

Examples of research applications
One of the fi rst foresight studies addressing 
transport safety and security was a test-
scale vision of the Finnish transport system 
in 2100, in which a few metropolitan areas 
defi ned the economic competitiveness of the 
entire nation [1]. Next, a full-scale vision of a 
safe and secure Finnish transport system in 
2100 was created together with the Finnish 
Transport Agency and the Finnish Transport 
Safety Agency Trafi  [2, 3]. Recent projects 
have resulted in case studies on urban trans-
port, e.g. aimed at achieving the vision of 
emission-free transport in the Helsinki region 
by 2050 through increased use of public 
transport and uptake of electric vehicles and 
biofuels.

Discussion
Effective long-term decision making and 
strategic planning of transport systems 
necessitates the exploration of future paths 
and visions. Public authorities, transport ser-
vice providers and the automotive and energy 
industries have acknowledged the importance 
of active, forward-facing strategies. The VTT 
Foresight Toolbox offers a variety of methods 
and tools to serve these needs, and custom-

made working processes can be designed 
and carried out to support various decision 
making contexts. Transport safety and secu-
rity represents an application area of vital and 
growing importance.
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Road safety ranking and impact assessment 
of road infrastructure projects have been 
requested for the trans-European road network 
[1]. However, science-based safety evaluation 
tools are not widely available or used. If the 
allocation of road safety improvements is not 
based on scientifi cally proven tools, the effec-
tiveness of safety work is brought sharply into 
question. 

Scientifi c research enhances 
traffi c safety improvements
Currently, road safety practitioners use acci-
dent records as the basis of evaluations for 
road safety improvements. Applying advanced 
model-based estimates such as those used 
by the TARVA tool would provide essentially 
more reliable results. Applying internationally 
scientifi cally developed methods would have 
tremendous consequences for current prac-
tices and the effectiveness of safety work.

Accident record failed to predict 
future accidents 
We compared different ways of predict-
ing accident numbers. Predictions based 
on fi ve-year data were compared with the 
actual number of accidents during the follow-
ing years. The results showed that the most 
accurate estimates are produced by empirical 
Bayesian models, followed by simple accident 
prediction models and even distribution of 
accidents among sites. Relying on the acci-
dent record alone was shown to be by far the 
least accurate option – in many cases, even 
the lottery performed better than the accident 

Evidence-based safety tools for road and 
level crossing improvements
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record. Similar results were obtained for road 
and railway level crossing accidents [2]. 

Forward together
The TARVA tool has been used to evalu-
ate the safety effects of road improvements 
on public roads in Finland for over 15 years, 
and enhanced versions have recently been 
released for Lithuanian roads and Finnish 
level crossings. Our experience suggests that 
making predictions and evaluations using 
the same principle and tools will remarkably 
improve the quality and comparability of safety 
estimations.

Figure 1. Reliable estimates of the current 
safety situation of the public road network 
are continuously updated using scientifi c 
tools [2]. 

Other contributing authors: 
Riikka Rajamäki, Juha Luoma

mailto:harri.peltola@vtt.fi


93

Safety and security of transport system and supply chain

Acknowledgements
The TARVA projects were funded by the 
Finnish Transport Agency, the Finnish Trans-
port Safety Agency and the Lithuanian Road 
Administration in cooperation with Vilnius 
Gediminas Technical University and the Pub-
lic Enterprise Road and Transport Research 
Institute. 

References 
[1]  European Parliament. Directive 2008/96/EC 

of the European parliament and of the council 

of 19 November 2008 on road infrastructure 

safety management.

[2]  Peltola, H., Rajamäki, R. & Luoma, J. A tool 

for safety evaluations of road improvements. 

Accident analysis and prevention. 2013. 

Retrieved from http://dx.doi.org/10.1016/j.

aap.2013.04.008 (25.4.2013).

 

0

10

20

30

40

1 2 3 4 5 6 7 8 9 10

P
ro

po
rt

io
n 

of
 le

ve
l c

ro
ss

in
gs

, %

Risk group based on expected number of accidents

Recently closed LC (N=125)

LC with accident in 2011-2012 (N=49)

<- Low expected number of accidents High expected number of accidents ->

 
Figure 2. Using data up to 2010 Tarva was able to predict at which level crossing acci-
dents would occur during the following years. The tool was not yet available when the 
level crossings to be closed were selected.

Tarva applications for safety 
ranking and safety effect 
evaluations:

Finnish public roads
The tool is used by Transport 
Agency, all the Centres for Economic 
Development, Transport and 
Environment and consultants.

Lithuanian roads of national 
signifi cance
The tool is used by the Vilnius 
Gediminas Technical University 
and the Public Enterprise Road and 
Transport Research Institute. 

Finnish railway level crossings
The tool is used by Transport Agency, 
Transport safety Agency and some 
Centres for Economic Development, 
Transport and Environment as well as 
consultants. 
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Level crossing accidents are an existing traf-
fi c safety problem for road users and a major 
safety issue for railways [1–2]. The developed 
in-vehicle warning system aims to reduce 
the number of accidents at level crossings 
by increasing the alertness and awareness 
of the car driver approaching a level cross-
ing [3]. The system is expected to improve 
safety especially at passive level crossings 
with occasional vehicle drivers where exist-
ing safety measures for level crossings are 
expensive to implement. The main objectives 
of the project were to study the technical 
functionality, reliability and dependability 
and socio-economic benefi ts and costs of 
the system as well as user experience and 
potential other application areas and busi-
ness models [4]. 

Benefi ts for stakeholders
Car drivers equipped with the system will ben-
efi t from improved safety especially at level 
crossings with no active safety measures. 
The system also contributes to the political 
objective of ‘vision zero’ which states that 
no one should be killed or seriously injured 
in traffi c. This objective has been widely 
adopted by public authorities in the Nordic 
countries. When implemented, the system 
will introduce new business opportunities to 
service providers and facilitate deployment of 
ITS in the railway sector.

Methods used in the study
The study was started by planning, designing 
and implementing a pilot system on a railway 

Development of an in-vehicle warning 
system for railway level crossings
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line between Hanko and Hyvinkää in South-
ern Finland. The pilot system consisted of 
54 train units, a few in-vehicle systems and 
two servers utilizing mobile network and GPS 
positioning. The system was then evaluated 
in terms of reliability and technical operation 
based on data collected during the pilot and 
on experiences from the implementation of 
the system. The other aspects of the system 
were evaluated based on a literature study, 
interviews and stakeholder workshops.

Discussion
The study [4] and its predecessor [3] have 
demonstrated fully operational in-vehicle 
warning system for railway level crossings. 
The public mobile networks based concept 
has been developed as a functional system 
[4], creating world-class knowledge in this 
area [5]. The system does, however, require 
further development [6]. When successfully 
implemented, the system will create new 
business opportunities for Finnish service 
providers, consultants, device manufacturers 
and software companies working with intelli-
gent transport systems. Further development 
work on the system is being carried out in 
the LeCross project funded by the European 
Space Agency. The main focus of this project 
is the utilisation of space assets to provide 
warnings to road users at level crossings.
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Multimodal supply chains are complex sys-
tems, characterised by multiple changes in 
transport modes and vehicles. This complex-
ity increases the risk of theft, untimely delivery 
and freight quality deterioration [1]. There is 
therefore a growing need to manage the secu-
rity and effi ciency of consignments from door 
to door. Rapid developments in security tech-
nologies and solutions are enabling this by 
opening up new prospects for supply chain 
security management, while new technologies 
are enabling improved supply chain risk man-
agement against crime and terrorism.

Supply chain data sharing
The key supply chain stakeholders for shar-
ing supply chain data are the logistics service 
client, including the consignor and consignee, 
and the transport service provider [2], as well 
as transport regulators such as customs and 
transport network managers. Security and 
monitoring technologies and applications 
are being developed to collect and transfer 
information related to door-to-door transport, 
such as transport data to supply chain par-
ties, goods information to customs authorities, 
security-related information on cargo integrity, 
and information on shipment status. The avail-
ability of such information broadens the scope 
for rational decision making and for more effi -
cient and secure management of the whole 
supply chain.  

Approved technologies  
VTT is monitoring and developing different 
technologies and solutions for the collection of 
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shipment information. RFID enables controlled 
collection of real-time information on the loca-
tion of shipments [3]. E-seals provide real-time 
monitoring and tracking of container and other 
transport units, thus improving visibility [4]. 
Tracking devices, consisting of GNSS sen-
sors and cellular or satellite communications 
enable tracking in real time. MEMS-based 
environmental sensors and intrusion sen-
sors can collect additional information on the 
quality and integrity of the shipment. In VTT’s 
Smart Container Chain Management project 
[5] container security devices (CSDs) success-
fully monitored the location and door status 
(closed, open) in the Asia–Europe transport 
chain. 

Discussion
Four monitoring concepts can be distin-
guished: 1) Black box, where no data is 
available, 2) Notifi cations between actors, 3) 
Manual or automated identifi cation, and 4) 
Continuous monitoring based on systems 
and devices. The main difference between 
these concepts is the frequency of monitor-
ing data updates. The development of novel 
security technologies and concepts is opening 
up new avenues for business, and the number 
of security technology providers in Finland is 
growing. We aim at utilizing new technologies 
in security applications for high-tech solutions.   
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Logistics aims to execute the delivery pro-
cess productively, economically, securely and 
safely, taking into account the customers’ 
requirements. As supply chains become more 
complex, they tend to be more diffi cult to con-
trol. Disturbances lead to delays, additional 
costs and product damages. A disturbance-
free supply chain is effi cient, reliable, visible, 
resilient and economical. This demands for 
different types of management and security 
measures dependent on the characteristics of 
the supply chain.  

Need for better information on 
supply chain disturbances 
Critical disturbances that occur often and 
have wide impacts are easy to identify. How-
ever, most disruptions are minor and their root 
causes and value losses remain largely unre-
solved and unseen. These minor disruptions 
may, however, have a considerable impact in 
the long run. 

To help keep disturbances under con-
trol and enable supply chain resilience, there 
is a need for advanced information manage-
ment and/or technologies that are capable of 
keeping supply chain actors informed about 
disturbances, such as lengthy delays, theft or 
deterioration of product quality. 

Concept for managing supply 
chain security 
The disturbance-free supply chain con-
cept includes technological, business and 
risk management perspectives. Advanced 
information exchange and traceability are 

Disturbance-free supply chains

Johan Scholliers
Principal Scientist
johan.scholliers@vtt.fi 

required for the supply chain to perform effi -
ciently. Measuring supply chain performance 
and learning from disturbances leads to con-
tinual improvement.     

The developed solution uses tracking 
devices, attached either to the transport unit 
or directly to the consignment, which send 
data to a service centre. Any disturbances 
are alerted either by the device directly or via 
service centre software, resulting in immedi-
ate action by service centre personnel. The 
tracking concept has been demonstrated in 
several international shipments. Key chal-
lenges include training the personnel involved, 
identifi cation of disturbances, and the return 
logistics of the devices.

Figure 1. Supply chain security is achieved 
through real-time monitoring. 
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Benefi ts of the concept 
Tighter control over supply chain security 
enables delivery quality and timeliness to be 
improved and losses to be reduced, leading 
to better business for the companies involved. 
The technology enables a more versatile 
tracking and tracing service and provides cus-
tomers with an effective new tool for real-time 
risk management and identifying critical nodes 
in the supply chain. 

This improved business environment 
enables more effi cient global operations, 
enhanced security and disturbance man-
agement, and new value-added services 
for customers of logistics operators. Service 
providers benefi t from new disturbance man-
agement solutions which can be provided 
globally to logistics operators and other stake-
holders of the value chain. 
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VTT spin-off Asqella sells new passive THz 
imaging systems capable of remote detection 
of items concealed about the body. The com-
pany has received close to a million euros in 
funding from an angel syndicate, VTT and the 
Finnish Funding Agency for Technology and 
Innovation (Tekes).

New security screening technology 
developed – Asqella spinning it out

Arttu Luukanen
Managing Director, Asqella Oy
former Research Professor  at VTT
arttu.luukanen@asqella.com

The company sees major market poten-
tial in applications such as high-throughput 
screening for loss prevention, event security, 
and security in public places. The technology 
will become available to customers during 
2014.

Figure 1. Simulated multi-band images from the THz camera. The low frequencies (250 
GHz = “Red”) yield better penetration and thus stronger contrast than the high frequen-
cies (~700 GHz = “Blue”), whilst the high frequency channels can recover more spatial 
detail in favourable operating conditions.
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Figure 2. A frame from a passive broad-
band THz video, fi lmed at a 5-metre 
distance from the subject, who is con-
cealing a CD-ROM beneath their jacket.

The new Asqella product involves no radi-
ation, health concerns are absent. The new 
fi nancing will catalyse product development 
and accelerate routes to the global security 
screening market. 

The product gives the customer the 
capability to safely detect concealed items on 
moving subjects at a stand-off range of 5 to 15 
metres. The system is totally passive, neither 
irradiating the person screened nor revealing 
anatomical details.

Stand-off screening, the capacity for 
remote detection of concealed objects the 
capacity to screen at a distance, has been of 
considerable global interest for several years, 
but technical challenges have limited the 
effectiveness of existing techniques. 

After years of scientifi c research Asqella 
can now provide highly effective yet accepta-
ble screening capability well beyond any other 
product available today. The spectroscopic 
camera technology used by Asqella represents 
a milestone technology leap – comparable to 
the transition from black-and-white to colour 
TV.
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Safety management plays a central role in 
organisations striving for improved health and 
safety. Safety management offers a system-
atic means of achieving continuous safety 
improvements, and has its roots in safety-crit-
ical industries. Safety management focuses 
directly on the structures and functioning of 
management [1] and includes strategic deci-
sion making and operational actions to prevent 
accidents and other harmful events [2]. Safety 
management systems have been success-
fully implemented for years in the rail, aviation 
and maritime transport sectors. Safety man-
agement is a relatively new concept in road 
transport [3], offering potential for substantial 
safety benefi ts. 

Implementing safety management 
systems
Although the concept of a road traffi c safety 
(RTS) management system is new, several core 
elements of safety management are already 
in use by Finnish road transport companies 
and authorities. The implementation of RTS 
management systems in public organisations 
and private companies involved in road trans-
port has been found as a new tool to improve 
road safety. Consequently, our activities have 
focused on supporting Finnish organisations 
in implementing RTS management systems 
as well as providing tools for organisations to 
improve their safety performance.

Three recent studies
Three research projects aimed at improving 
road traffi c safety have been implemented. The 

Towards safer road transport through 
systematic safety management

Päivi Hämäläinen
Senior Scientist
paivi.hamalainen@vtt.fi 

fi rst, preliminary study explored the preparation 
of a road traffi c safety management system for 
the Finnish Transport Agency [4]. As a result of 
the study, performance factors were proposed 
as the starting point for an RTS management 
system. The second study focused on the 
development of an incident reporting system 
for companies operating in the road transport 
sector [5]. The key requirements were that the 
safety management system supports the iden-
tifi cation and reporting of incidents, and that 
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reported incidents are taken into consideration 
by the user organisations. The third, on-going, 
study explores the practices currently used in 
Finnish road transport companies to manage 
their overall safety and to what degree differ-
ent management systems have been taken 
into use. 

Discussion 
Road transport companies operate in a chal-
lenging environment. Road transport is heavily 
legislated, and competition for market share 
and tight schedules are inherent aspects of 
daily business. In Finland, transport agencies 
are tasked with improving road safety and are 
taking considerable steps to do so. Twinned 
with these improvements, RTS management 
systems help organisations to reduce road 
traffi c incidents in a cost-effective way. Meas-
urable performance factors, as proposed by 
VTT, provide organisations with a tool for con-
tinuous safety improvement and systematic 
safety management.
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During the last years, major steps have been 
made to increase road safety and the number 
of fatalities in the EU has decreased overall. 
The use of Intelligent Transport Systems (ITS) 
has facilitated this decrease. However, Vulner-
able Road Users (VRUs), such as pedestrians, 
cyclists, motorcyclists, moped riders, have not 
enjoyed the same decrease in fatalities experi-
enced by other traffi c participants [1]. Together, 
they account for 68% of the fatalities in urban 

Improving the safety of vulnerable road 
users through Intelligent Transport Systems

Johan Scholliers 
Principal Scientist
johan.scholliers@vtt.fi 

areas [1]. Whilst the total number of road 
fatalities in the last decade has decreased in 
EU-14, this has coincided with a correspond-
ing increase in fatalities for PTW riders which 
is much higher than their contribution to traf-
fi c. The accident risk for PTW riders is much 
greater than for car drivers – depending on the 
countries, it is between about 5 and 25 times 
greater [2].

Figure  1. Improving the safety of vulnerable road users, such as cyclists, is a key priority 
in traffi c safety research.
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Intelligent Transport Systems (ITS) 
assist in improving safety and 
mobility
New sensing and communication technolo-
gies allow to make VRUs more visible for 
vehicles, as well as to communicate with other 
road users and with the infrastructure. Starting 
from accident data, the most critical scenarios 
for road users and the needs of the different 
stakeholders are identifi ed. Methods, which 
have been developed for vehicle safety appli-
cations assessment, are adapted to take the 
specifi c characteristics of VRUs. 

Recommendations for improving 
safety
Through assessment of the safety and soci-
etal impact of different ITS applications, 
recommendations are made for actions at 
policy level to improve VRUs’ safety and 
mobility, as well as on how to improve the 
usability and performance of ITS applications. 
The EU-project 2-BE-SAFE [3] focused on 
the conspicuity of mopeds and motorcycles 
(PTWs). From experiments, variations of spe-
cifi c frontal light confi gurations were found as 
promising solutions to enhance PTWs con-
spicuity, such as yellow coloured headlights, 
Alternating Blinking Light System (ABLS) and 
additional lights on the fork and handlebars 
for motorcycles. 

Placing the VRU in the centre of 
safety research
Through the use of ITS applications, the safety 
of vehicles has been improved during the pre-
vious years. Now work has to be performed 
to increase the safety of pedestrians, cyclists 
and motorcyclists. The project VRUITS, which 
started in April 2013, will investigate how ITS 
applications can improve the mobility and 
safety of VRUs [4], including elderly and disa-
bled, more mobile. The project will assess how 
new communication and sensing technologies 
can be applied to make travelling safer and 
easier for VRUs.
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The concept of cooperative driving goes 
back to the idea of automated highways. The 
fi rst ever proposal for an automated high-
way system, presented by General Motors 
in the 1960s, was based on the idea of car 
front wheels being automatically positioned 
in response to signals picked up by tuned 
coils mounted on the front of the car. Today, 
cooperative driving is all about foresighted 
driving – the early detection of hazards and 
the timely provision of information to support 
the driver. This is achieved by communica-
tion-based systems that extend the driver’s 
horizon beyond their fi eld of view and warn of 
incidents and adverse conditions ahead, lead-
ing to higher situational awareness. The aim 
is to contribute to safe and effi cient mobility 
by enabling drivers to slow down early enough 
and by increasing the headway distance 
between vehicles.

Talking vehicles make driving cooperative

Tapani Mäkinen
Senior Principal Scientist
tapani.makinen@vtt.fi 

DRIVE C2X project launched to 
evaluate cooperative driving
DRIVE C2X identifi ed four major objectives: 
1. Create and harmonise a Europe-wide 

testing environment for cooperative sys-
tems

2. Coordinate the tests carried out in paral-
lel throughout the DRIVE C2X community

3. Evaluate cooperative systems, and
4. Promote cooperative driving

Field trials are currently being carried out with 
the following two objectives, to determine i) 
whether vehicle-centric communication works 
in real-life conditions, and ii) the impacts of 
various cooperative functions, such as:
• Local danger alerts (Figure 1) 
• Driving assistance and intelligent speed 

adaptation
• Traffi c fl ow

        a)                         b) 

Figure 1. Screenshots from the dashboard device, showing messages displayed to the 
driver: a) Slippery road 150 metres ahead; b) Warning – school zone, children crossing. 
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• Traffi c control systems
• Internet access and local information ser-

vices, and 
• Test site-specifi c functions defi ned inde-

pendently by each test site

Field testing the system
Before actual fi eld operational testing, several 
preparative testing procedures were con-
ducted on the DRIVE C2X reference system 
to enable the safety and other functions to 
be fi eld tested. The fi eld operational testing 
currently in progress will provide comprehen-
sive knowledge of the impacts of the DRIVE 
C2X functions at different levels ranging from 
individual driver behaviour to the impacts on 
national and European transport systems and 
society. The estimation of specifi c impacts 
in target areas such as safety, the environ-
ment, effi ciency and mobility are based on 
changes in driver behaviour. The measures 
used are therefore focussed on driving and 
travelling behaviour. For each impact area, 
the most effective measures compatible with 

Figure 2. DRIVE C2X functions are being fi eld tested in seven European countries.

the indicators and criteria are applied. These 
target-area-specifi c impact estimates form 
the basis for regional and Europe-wide impact 
estimates. Field operational tests are being 
currently carried out in seven European coun-
tries (Figure 2). The project is coordinated by 
Daimler AG in partnership with the European 
Institute of Communication Technology (EICT) 
and VTT.
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In 2011, 77 people died in head-on collisions 
and 70 people died in single-vehicle accidents 
on Finnish public roads, accounting for 66% 
of all road fatalities. Effective, cost-effective 
measures are therefore needed to prevent 
vehicles from drifting into oncoming traffi c or 
off the road. Introducing new road markings 
is relatively inexpensive to implement, yet their 
safety effect cannot always be guaranteed. 
Kallberg [1], for example, found that the use of 
delineator posts on winding roads increases 
night-time accident risk due to increased driv-
ing speed, whereas the risk is reduced on 
straighter roads.

Road markings as a safety measure

Riikka Rajamäki
Senior Scientist
riikka.rajamaki@vtt.fi 

Three fi eld tests 
Centreline and shoulder line rumble strips, 
marked on 3,500 road kilometres in Finland, are 
designed to alert drowsy or distracted drivers if 
their vehicle veers onto them. In our case study, 
their effect on accident rates was investigated 
using before-after-analysis with a reference 
group and applying an empirical Bayesian 
approach [2]. Wide central area markings con-
sisting of two centre lines 0.7–1.0 m apart with 
a rumble strip between were implemented on 
four two-lane main road sections and their 
effects on vehicle speed and lateral lane posi-
tion were studied [3]. The effects of delineator 

Figure 1. Wide central reservation markings increase the distance between passing vehi-
cles, giving drivers more time to react if a vehicle veers into oncoming traffi c.
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post frequency on speed was also investigated 
by introducing three different frequencies alter-
nately on the same road section [4]. 

Main fi ndings
Centreline rumble strips showed a reduction 
of 10% in off-road left and head-on personal 
injury accidents on two-lane roads [2]. The 
widest central area (1.0 m wide) increased the 
distance between vehicles driving in oppo-
site directions (Figure 1), while a narrower 
version (0.7 m) together with narrower lanes 
decreased driving speed [3]. The marking was 
estimated to reduce head-on collisions and 
run-off-road accidents to the left by 10%. In 
the delineator post study, the three alternative 
confi gurations and no-post option resulted in 
approximately the same mean speed [4]. 
          
Discussion 
Our results show that centreline rumble strips 
and wide central area markings are a cost-
effective road safety measures. Wide central 
area markings can be considered as an effec-
tive intermediate alternative to a centreline 
barrier. The results concerning delineator post 
frequency confl ict with Kallberg’s [1] previ-
ous study. Thus, further research is needed 
to determine whether the effects of delineator 
posts on speed have changed over time.
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Use of the correct type and condition of car 
tyre with respect to prevailing road condi-
tions is a crucial road safety factor. VTT has 
conducted several recent studies on tyre char-
acteristics and their impacts on road safety.         
    
Safety effects of tyres
The most common tyre faults in Finland include 
inadequate tread depth on summer tyres, worn 
or missing studs on winter tyres, and incor-

Car tyres and road safety

Riikka Rajamäki
Senior Scientist
riikka.rajamaki@vtt.fi 

rect tyre pressure [1]. Fatal accident data for 
2000–2006 collected by Finnish road accident 
investigation teams show tyre defects of these 
types to be twice as prevalent in vehicles older 
than 10 years compared to newer cars [1]. 
Importantly, the results indicate that cars fi tted 
with illegal summer tyre tread depths, i.e. less 
than 1.6 mm, were three times more likely to 
be involved in fatal crashes than cars with tyre 
tread depths of 3.5 mm or more [2]. However, 
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tread depth was also shown to correlate with 
behavioural factors, and increased accident 
risk was shown to often be a consequence of 
speeding and driving while intoxicated rather 
than tyre faults. Furthermore, tyre-related risk 
factors have been more common in fatal acci-
dents in winter.        
          
Condition of winter tyres
Winter tyre condition has generally improved 
since 2001 [3]. Nevertheless, in 2010 almost 
one in ten cars in Finland had borderline tread 
depth on one or more winter tyres. Inadequate 
tyres were most frequently found on vehicles 
driven by young drivers. Furthermore, our 
results reveal that the proportion of Finnish 
passenger cars fi tted with non-studded win-
ter tyres designed for central European winter 
conditions is as high as 17% [4]. This fi gure 
is high enough to be of considerable concern 
with regard to road safety, as such tyres are 
not designed for Nordic conditions of ice and 
snow. Recently, the EU set out a new regula-
tion on the labelling of non-studded tyres. The 
new labelling provides information on wet grip 
capability, but makes no mention of grip per-
formance in snowy and icy road conditions. 
Although the results show no perceived dif-
ference in driver experience between the two 
winter tyre types [5], the labelling is considered 
insuffi cient for the Nordic countries.

Discussion 
Road accident numbers and the risk of fatal 
accidents could be signifi cantly reduced by 
improving tyre condition. Drivers need to be 
better informed about the importance of cor-
rect tyre type and condition as part of basic 
driving instruction. Consumers should also be 
provided with understandable and detailed 
tyre information. In addition to improving 
awareness of the type and condition of vehicle 
tyres, it is also essential that drivers are aware 
of the characteristics of different tyre types 
and have the knowledge and ability to adapt 
their driving behaviour according to the pre-
vailing driving conditions. 
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In capital-intensive industries and the infra-
structure sector, strategic decision-making 
often involves optimizing investment portfolios 
and maintenance processes across strategic, 
fi nancial and risk objectives. Economic analy-
ses are needed to ensure scarce resources, 
like time and money, are allocated ration-
ally with respect to available investment and 
asset development options. In addition to this, 
decision makers also have to weigh up other 
aspects, such as safety and environmental 
impacts and business dynamics. Compa-
nies therefore need systematic methods for 
balancing prospective profi ts and benefi ts 
against risk.

Investments as a source of 
business resilience and growth 
Companies have strategic reasons for 
proactive risk-taking when exploring new 
investment opportunities under turbulent 
market conditions. Firms may also be in dan-
ger of losing competitive advantage due to 
decreasing operational performance and 

Managing strategic risks through cost-
benefi t evaluation

Helena Kortelainen
Technology Manager
helena.kortelainen@vtt.fi 

productivity or new, more stringent environ-
mental standards. Risks are inherent to all 
business decisions, and making effective 
investment decisions also requires risk man-
agement procedures that allow companies 
to evaluate related benefi ts and costs in a 
structured way. For many companies, how-
ever, strategic risk analysis remains a highly 
underestimated part of investment portfolio 
management. 

Portfolio optimisation – weighing 
up the costs and benefi ts of 
investment options  
The developed investment portfolio evalu-
ation approach [1, 2] offers both practical 
quantitative and semi-quantitative methods 
for optimizing and supporting business-driven 
asset strategy decisions under economic and 
other constraints. The approach utilizes sys-
tematic methodologies such as investment 
appraisal, AHP, expert judgement, risk analysis 
and Monte Carlo simulation. Figures 1 and 2
illustrate the results of a case study. Visual 

reports help the decision maker to 
choose the most profi table investment 
portfolio that offers the best response 
to likely changes in the market and 
risk attitude.

150 000 € € 150 000 € 300 000 € 450 000 €

Investment 1

Investment 2

Investment 3

Investment 4

Aqcuisition price Maintenance Capacity increase Raw material and energy

Figure 1. Different graphs can be 
formulated, e.g. to illustrate the 
cost and profi t structure of various 
investment options.  
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New tools for 
managing strategic 
risks 
A recent study [3] indi-
cates that companies with more mature risk 
management practices generate the highest 
revenue growth. The fi ndings underline the 
importance of incorporating risk management 
into strategic decision making. In addition to 
investment decisions, VTT has developed spe-
cial tools to support risk-conscious decision 
making in innovation processes [4], merger 
and acquisition decisions [5], and business 
transformation [6]. VTT’s portfolio for support-
ing strategic decision making will be further 
developed to create awareness of strategic 
risks and to advance tools for risk-conscious 
processes in industrial service networks.
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Growing awareness of security and safety 
issues, increased outsourcing of public 
security functions and technology conver-
gence and integration represent some of 
the biggest current changes in the security 
and safety industry. Security systems, prod-
ucts and services are increasingly becoming 
an integral part of day-to-day life, and the 
importance of the industry is growing. 
Today’s security and safety industry is rapidly 
expanding beyond its traditional bounda-
ries. This calls for a more comprehensive 
business approach and for companies to 
integrate their services and technologies. 
For networked players, the market offers 
great opportunities also from outside the 
traditional security business fi eld. 

Identifying network structures and 
markets 
This paper presents the results of two 
research projects aimed at expanding cur-
rent knowledge of the structure, volume and 
opportunities of the security and safety busi-

Market opportunities and networking of the 
security and safety business in Finland

Eija Kupi
Senior Scientist
eija.kupi@vtt.fi 

ness sector in Finland [1, 2]. The focus was 
on identifying the most promising markets 
and growth areas for companies in Finland. 
The projects also supported networking within 
four chosen areas of safety and security: 
elderly care (personal safety), supply chains, 
situational awareness and built environments. 
Based on the research results, methods and 
concrete tools for companies for supporting 
and advancing networking and internationali-
sation were presented. 

Extensive and versatile research 
methods and material utilised
Nine workshops with a total of 168 partici-
pants were organised to collect research data 
and to facilitate the participating organisations 
in networking and scenario discussions. In 
addition, 77 people from public and private 
organisations were interviewed and 81 people 
answered an online questionnaire. A literature 
review was conducted covering international 
market reports, industry surveys, press 
releases, exhibition catalogues, membership 
lists, journal articles and news databases. 
Information on the turnover, imports, exports 
and R&D of the relevant 815 companies were 
also utilised.

Opportunities and challenges in 
the security and safety market
Market reviews predict 8.1% annual growth in 
the safety and security market globally, with 
Asia as a major growth region. The industry 
offers growth opportunities for a variety of ven-
dors from diverse industries, and also serves 

The main results were compiled as 
a toolbox for security companies, 
containing knowledge, models, 
methods and tips for self-
assessment of internationalisation 
potential, for taking fi rst steps 
in international markets, and for 
building international networks. 
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several customer groups with extremely vary-
ing demands. Network cooperation involves 
the consolidation of different security products 
and/or services as a comprehensive solution 
offering. This requires the cooperation and 
coordination of different companies within, and 
even beyond, the industry. The key challenges 
identifi ed in the industry were: 1) meeting the 
increasing needs of customers, 2) networking, 
3) business know-how, 4) innovativeness, and 
5) internationalisation. 
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Proposals for action supporting 
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development 
- Turning Finland into a test fi eld for 
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safety services

- Supporting innovation activity

Figure 1. Areas of market potential in the 
security and safety business sector.

http://www.vtt.fi/inf/pdf/tiedotteet/2010/T2534.pdf
http://www.vtt.fi/inf/pdf/technology/2012/T23.pdf


  120 

The market for business-to-business security 
services is broad, yet highly competitive and 
price-sensitive. Customers tend to perceive 
security services as of secondary importance 
to their core business, which can lead to reluc-
tant and reactive service procurement. Under 
these circumstances increased customer 
value offers one option for security service 
providers to differentiate from competitors and 
raise the profi le of their services in the eyes of 
their customers. The purpose of this research 
was to explore how security suppliers perceive 
customer value, and how these perceptions 
can be used to develop business-to-business 
security services.

Supplier-perceived customer value in 
security services

Mervi Murtonen
Senior Scientist
mervi.murtonen@vtt.fi 

Security suppliers’ concerns 
regarding customer value
This research indicates that supplier-perceived 
customer value consists of a bundle of core 
concerns regarding various customer benefi ts, 
characteristics of the customer relationship, 
and impacts of competition, quality and price 
(Figure 1). 

As Figure 1 suggests, security suppliers’ 
concerns regarding customer value are char-
acterised by a focus on supplier effi ciency 
and value-based differentiation. Supplier effi -
ciency [1] is viewed in terms of traditional, 
transaction-oriented security business, in 
which security products and man-hours are 

Figure 1. Security suppliers’ concerns surrounding customer value and the linkages 
between the concerns.
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exchanged for money without further con-
sideration of additional value and customer 
benefi ts. Value-based differentiation [2], on the 
other hand, is viewed in terms of security sup-
pliers’ current intentions and pursuit of more 
customer-oriented security business and new 
value drivers for the customer.

Qualitative study with a grounded 
theory approach
The research was carried out as a qualitative 
study following the grounded theory research 
approach [3]. Interviews with 50 managers 
from seven Finnish security companies form 
the research data. In the data analysis, several 
qualitative analysis methods, such as open 
and selective coding, constant comparison, 
concept mapping, argumentation analysis and 
narratives, were used to extract the security 
suppliers’ viewpoints on customer value.

Contribution to security services 
development
Security suppliers are often in the position of 
providing business support services for their 
customers. Suppliers themselves perceive 
the confi ning box of ‘support services’ as a 
restricting brand, from which they try to fi nd 
an escape. The most promising way out of the 
box seems to be enhanced customer close-
ness, which proved to be the main concern 
of the informants in this study. Through closer 
customer relationships, security suppliers try 
to integrate security service activities into the 
customer’s core business processes, more 
directly infl uence core customer activities and 
new business prospects, and consequently 
increase the importance of the security ser-
vices to the customer’s business success.
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Safety has traditionally been approached 
from a normative basis as a legal or ethical 
obligation. As a result, safety has often been 
regarded as a ‘necessary evil’ and a cost to 
business. Much of the true value of safety 
thus often remains unseen and untapped, 
with safety aspects separated from the ‘real’ 
work of business management. This separa-
tion prevents the full potential of safety from 
being exploited. Measuring the true economic 
value of safety reverses this trend by enabling 
safety to be optimally managed and included 
as an integral, productive part of successful 
business.  

Importance of evaluating the 
economic value of safety 
The economic value of safety is highly under-
studied. New research in this area might show 
that safety is still an under-deployed asset in 
business and industry – that the economic 
value of safety far exceeds the savings from 
avoided accidents alone. If, however, this is 
shown not to be the case, the need for norma-
tive control would be confi rmed. In both cases, 
assessing the economic value of safety is a 
clear precondition for rational and profi table 
decision making. Even if the basic requirement 
is found to be a safety norm, economic evalu-
ation would enable effective fulfi lment of that 
norm. In our current research we are develop-
ing models for evaluating the economic value 

Economic value of safety

Jouko Heikkilä
Research Scientist
jouko.heikkila@vtt.fi 

of safety. In doing so, we have broadened 
the concept of safety as: ‘the capability of an 
organisation to sustainably assure its fi nancial 
and human wellbeing’. 

How the evaluation models are 
being developed 
The research is being carried out in parallel 
theoretical scientifi c and practical develop-
ment projects. In the scientifi c project, safety 
and value models are being developed by 
three research organisations on the basis of 
literature reviews, questionnaires, interviews 
and workshops arranged in cooperation with 
the participating industrial companies. In the 
development project, practical solutions are 
being developed for a business group in com-
pany-specifi c case studies and the concepts 
of the scientifi c project are being tested. The 
project period ends in December 2013. 

Safety as an intangible asset for 
profi tability
The evaluation of the economic value of safety 
aims to reveal the economic potential of 
safety and safety work in industrial contexts. 
Safety is regarded as an intangible asset that 
has an important role for the profi tability of 
the enterprise. In cases where the economic 
value of safety is proven to be signifi cant, new 
business opportunities related to safety man-
agement will open. 
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Figure 1. The economic value of safety consists of costs, savings and benefi ts (added 
value). The diffi culty of measuring the different types of costs, savings and benefi ts var-
ies. 
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Resilience has become a widely adopted 
concept in risk, security and safety manage-
ment. It describes an organisation’s ability to 
anticipate, monitor and respond to threats 
and opportunities. Resilience has been 
defi ned as a fi rm’s ability to dynamically rein-
vent business models and strategies as the 
business environment changes, to continu-
ously anticipate and adjust to changes and 
to change before the need becomes critical 
[1].

Need for resilience
To be successful and resilient in an ever-
changing business environment, companies 
must be pro-active. Changes in the busi-
ness environment provide opportunities 
for developing new products and services. 
Industrial practitioners need to be creative to 
identify changes in markets and to optimize 
their operating network according to the 
new requirements. Methods and tools that 
focus on improving resilience are therefore 
needed to provide new solutions for manag-
ing uncertainties.

Resilience research results
VTT is currently coordinating a FP7-funded 
EU project on the development and imple-
mentation of new sustainability-based 
industrial models and concepts. New busi-
ness models need new methods, new 
divisions of work, and monitoring tools that 
help organisations become resilient to future 
change [2]. VTT has carried out a study on 
how to apply resilience engineering concepts 

Improving resilience provides new solutions 
for risk management
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in Finnish industry. The results indicated that 
resilience engineering is a promising concept 
that can be used to improve safety manage-
ment [3]. Furthermore, we have developed 
a vulnerability assessment and management 
approach that provides means for identify-
ing weak points of critical infrastructures 
and their capacity to react and sustain nor-
mal conditions in different scenarios. This 
approach can also guide the selection pro-
cess for alternative actions to improve the 
resilience [4]. 

New methods and tools
Companies and public sector organisa-
tions face external risks that are beyond 
their ability to infl uence or control. Improving 
resilience is the preferred approach to cope 
with this. The SustainValue EU FP7-funded 
project is currently developing new meth-
ods and tools for manufacturing networks 
to better cope with increasing sustainability 
demands.  The HARMONISE EU FP7 project 
will develop a comprehensive concept for the 
enhanced security, resilience and sustain-
ability of large-scale urban built infrastructure 
and development. VTT will lead the develop-
ment of a platform containing, for example, 
relevant urban resilience information and will 
also host a portfolio of search, diagnostic, 
scenario modelling and management tools.
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This article presents some of the key 
results of VTT’s contribution to the develop-
ment of innovation management within the 
security sector under the Innovation Man-
agement Models for Security Organisations 
(INNOSEC) project of the EU. The aim of 
INNOSEC is to develop a modular innova-
tion management model to enable public 
and private security organisations to design, 
develop and implement innovation initiatives 
that are responsive to changes in the secu-
rity environment. 
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Importance of innovation 
management 
INNOSEC addresses the current need among 
European security organisations for better 
management of their innovation capability. 
The project responds to the challenges faced 
by security sector actors in keeping pace with 
their innovation processes within a dynamic, 
highly complex operating environment char-
acterised by high levels of uncertainty. The 
vast majority of security organisations are 
under considerable pressure to cut costs, 

Figure 1. Modules of the INNOSEC innovation management model for security organisa-
tions.
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and must therefore seek new innovative ways 
to fulfi l their security tasks. These organisa-
tions include public and private organisations 
directly responsible for carrying out security 
missions as well as departments or units of 
organisations outside the security sector that 
carry out security functions.

Research approach
The innovation management practices of dif-
ferent security organisations across Europe 
were surveyed based on interviews. These 
fi ndings were combined with VTT’s leading 
expertise in innovation management across 
a range of sectors and with the research 
results from previous related projects, such 
as INNORISK. Based on these results, 
specifi cations for the INNOSEC innovation 
management model were drawn up and a 
prototype model was developed and tested 
within a number of security organisations. 
Feedback from these trials was used to fur-
ther refi ne the model.

Implementation of the results and 
discussion 
The developed INNOSEC innovation man-
agement model consists of fi ve modules 
together with user guidelines for applica-
tion of the model, as depicted in Figure 1. 
The modules include: Innovation strategy; 
Ideation; Selecting and Designing; Imple-
mentation; and People, Culture and Learning. 
Each module includes a number of key sub-
topics, such as idea generation, searching, 
and idea management in the module “Idea-

tion”. The model’s modular design enables it 
to be fl exibly implemented with respect to the 
security organisation’s current management 
and operational practices – the organisation 
can implement the whole model or select 
modules or elements that best meet its spe-
cifi c needs. 

The INNOSEC model is generic. Based 
on our fi ndings, the most effective support for 
innovation management is achieved through 
customised implementation of the modules 
in practice. When successfully implemented, 
the innovation management model enables 
security organisations to cost effectively fulfi l 
their security mission.
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Security-related decisions, as many other 
policy decisions, are usually taken in complex 
socio-economic and political environments. 
In that environment the decision maker is 
typically confronted with numerous stake-
holders with multiple needs, requirements 
and values. To make good and justifi able 
security decisions, the decision maker needs 
to assess alternatives available in order to 
fi nd an option that delivers maximum benefi ts 
whilst satisfying the requirements and expec-
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tations of the stakeholders. VTT participated 
in a consortium developing a framework and 
tool for assessing the value of security deci-
sions [1].

Support for policy decision 
making at the strategic level
The framework for integration of economic 
and risk assessment is aimed at policy 
decision makers to support structured and 
rational decision making on alternative secu-

Figure 1. Framework for three-pillar assessment of security decision alternatives [1, 2]. 
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rity measures where an expedient balance 
between technical cost-effectiveness and 
political sensitivities must be found. Decision 
makers are usually subject to offi cial liability 
and supervised by other authorities. A for-
mal and transparent assessment process is 
therefore highly valuable and needed to sup-
port decision making.

Integrating economic and risk 
assessment
The developed security decision assessment 
framework and analysis tools are based on a 
three pillar approach: risk reduction assess-
ment (RRA), cost benefi t assessment (CBA) 
and qualitative criteria assessment (QCA) 
(Figure 1). The RRA pillar assesses the risk 
reduction gained by implementing a security 
measure; the CBA assesses the economic 
implications i.e. costs and benefi ts of the 
measure; and the QCA integrates qualitative 
and often intangible criteria, such as ethical, 
societal and political criteria, into the semi-
quantitative assessment. The assessment 
produces both aggregated and pillar-specifi c 
results in numerical and graphical form.

Valuable decisions
From a policy decision making standpoint, nei-
ther under- nor over-investment is desirable. 
Ideally, security measures should be decided 
on in line with the true interests of the general 
public. The developed integrated assessment 
process helps policymakers better anticipate 
security development, future threats and their 
economic and societal impacts, and thus 
make informed and better decisions. [3]
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