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Abstract

This research note presents a data model that defines the key artefacts of the systems engineering and
safety processes of machine control systems. Existing data models, like the ISO 10303-233 and the
German automotive specifications, especially MSRY'S, are exploited when defining the model.

The model presented in this research note defines artefacts related to the overall system and its con-
text, requirements and their validation, risk assessment, behaviour (system use cases and functional
specifications), system structure and documentation. The emphasis is on defining the linkage between
these artefacts also across process boundaries. These links form the traceability chains from risk as-
sessments to safety requirements, functional specifications, designs, implementation, verification and
validation. Besides providing traceability of artefacts, such a model allows centralized, single source,
data repository implementations that ensure a consistent view of artefacts in different design disci-
plines, such as software development and electrical CAD.

Two implementations of the designed model are presented: Polarion ALM and MySQL with an MS
Access front-end. Examples of tool integrations using the model are also demonstrated.

The benefits are also emphasized from the perspective of documentation. A centralized artefact re-
pository can support the automated creation of documents based on demand. For example, the system
requirements specification and the relevant parts of the technical file, which is required by the Ma-
chinery Directive, can be generated from the database.



Preface
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List of abbreviations

ALM Application Lifecycle Management

API Application Programming Interface

ARM Application Reference Model

AUTOSAR Automotive Open System Architecture Standard

CAD Computer Aided Design

CAN Controller Area Network

CANopen An application layer specification for CAN

CCF Common Cause Failure

DC Diagnostic Coverage

DOM Document Object Model

ECU Electronic Control Unit

EER Enhanced Entity-Relationship

EXPRESS A data modelling language defined for the ISO STEP standards

EXPRESS-G A graphical notation of EXPRESS

FMEA Failure Mode and Effects Analysis

FTA Fault Tree Analysis

FTP File Transfer Protocol

HAZOP Hazard and operability study

HIL Hardware-in-the-Loop

HMI Human Machine Interface

IEC International Electrotechnical Commission

IFA Institut fir Arbeitsschutz der Deutschen Gesetzlichen Unfallversicherung

IIDAbase (model) Integrated Industrial Design Artefacts database. An artefact repository model
that integrates the design artefact data of a programmable control system

INCOSE The International Council on Systems Engineering

ISO International Organization for Standardization

JDBC Java Database Connectivity

MEDOC MSR Engineering Data Objects and Contents

MSR Manufacturer Supplier Relationship




MTTF4 Mean Time to Dangerous Failure

ODBC Open Database Connectivity

OID Object Identifier

OMG Object Management Group

OMG SE DSIG Object Management Group’s Systems Engineering Domain Special Interest
Group

PFH Probability of Failure per Hour

PHA Preliminary Hazard Analysis

PL Performance Level (according to ISO 13849-1)

PLC Programmable Logic Controller

PLCopen An organization to promote IEC 61131-3 programming

PLM Product Life Cycle Management

RTF Rich Text Format

SAX Simple API for XML

SDO Service Data Object

SE System Engineering

SEDRES Systems Engineering Data Representation and Exchange Standardisation

SGML Standard Generalized Mark-up Language

SISTEMA Safety Integrity Software Tool for the Evaluation of Machine Applications

SRP/CS Safety-Related Part of a Control System

SQL Structured Query Language

STEP Standard for the Exchange of Product model data (formally defined as ISO
10303 Product data representation and exchange)

SysML Systems Modelling Language

SVN Subversion (version management software)

SW Software

TIKOSU Project that develops the IIDAbase data model. Project name:
Database-centric design of machine control systems

UCSA Use Case Safety Analysis

UML Unified Modelling Language

Wi Work Item




XML Extensible Mark-up Language
XSD XML Schema Definition
XSLT Extensible Style-sheet Language Transformations
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1. Introduction

Systems engineering processes for complex control systems for mobile machines still rely on very
basic use of information technology. For example, system requirements and functional specifications
are very often stored, transferred and presented in word processing documents. As the complexity of
control systems increases, it is difficult, if not impossible, to manage the ever-changing set of systems
engineering artefacts and their traces to each other such that, e.g., the technical file required by the
Machinery Directive can be produced efficiently for the right version and variation of the control sys-
tem. Hence, it is necessary to exploit the data management and workflow support capabilities of mod-
ern information technology in order to cope with the challenges of legislation and system complexity.

Fortunately, there are many tools available to systems engineers to alleviate the pain of developing
complex systems. These are often stand-alone tools, however, focusing on one design discipline at a
time with poor integration capabilities with each other. The original source of artefacts may also be
obscure. Hence, there can be overlapping information content in the repositories of different tools,
making projects prone to problems of data inconsistency, for example, when the system engineer
draws a system architecture diagram and names the signals that flow between the various modules, the
module software developer can use different names for the same signal flows. This causes confusion,
especially during debugging and fault finding in the maintenance phase, and breaks the traceability
chains that provide evidence of the fulfilment of safety requirements.

One solution to this problem is a comprehensive data model that specifies the types, content and re-
lationships of systems engineering artefacts. Such models are presented in, e.g., the ISO AP233 stand-
ard (ISO 10303-233) and the MSRSY'S specification created by German automotive companies. Their
applicability to the context of machine control systems is poor due to negligible tool support and be-
cause they do not embrace the risk assessment model of ISO 14121-1, the Machinery Directive’s har-
monized standard for risk assessments. Hence, a tailored model for the context of work machines is
needed. In the TIKOSU project, carried out under the Tekes Digital Product Process technology pro-
gramme, a systems engineering data model for supporting the management and traceability of specifi-
cation, design and verification artefacts was created. This model is presented in this research note and
here it is called the IIDAbase model (Integrated Industrial Design Artefacts database) (see Figure 1).

11



1. Introduction

Model-based
SE/SW
engineering
(incl. IEC
61131-3)

v

Electrical CAD

Risk
assessment

Dependability
management

Network
configuration
(production
and aftersales)

Systems
engineering
tool

Technical
documentation
and user
manuals

Requirements
capture and
management

Modification Verification/

control Validation

Figure 1. IIDAbase context (only some of the systems engineering processes and tools are depicted).

The 11IDAbase model defines the key artefacts of the systems engineering and safety processes. The
emphasis is on defining the linkage between these artefacts also across process boundaries. These
links form the traceability chains from risk assessments to safety requirements, functional specifica-
tions, designs, implementation, verification and validation. The data model, supporting tools and
workflows defined in TIKOSU support and enforce the creation and maintenance of these links, even
when the systems and safety engineers work in different organizations. In its current state, the model
defines artefacts related to the overall system and its context, requirements and their validation, risk
assessment, behaviour (system use cases and functional specifications), system structure and docu-
mentation. The model has been demonstrated both on a commercial Application Lifecycle Manage-
ment tool (Polarion) and in a database environment (MySQL with an MS Access interface).
The advantages of such an implementation are as follows:

e There is only a single source of information. This makes the development and version control
of complex control systems less error prone.

e Traceability of artefacts, such as from requirements to design and validation, can be provided.

e Evidence of fulfilling the Machinery Directive can be pointed out more systematically, and the
automatic generation of documentation, such as parts of the Technical File, becomes possible.

12



1. Introduction

e A structured data model facilitates management of sub-contractor work as all participants do
their work on the same data repository, and the workflows and boundaries of the work tasks
can easily be set.

e The number of tool integrations is reduced (theoretically 1 x n instead of n x (n-1) / 2,
where n is the number of systems engineering tools).

This research note presents the artefact model and its implementation demonstrations, and provides
examples of tool integrations using the model. The benefits are also emphasized from the perspective
of automation creation of documentation.

13



2. Existing systems engineering data models

The idea of a centralized data repository for systems engineering data is not unique. There are models
and tools for different fields of engineering. During the project, a review of such models and some of
the tools was carried out. The review included the following®:

Foderdal information architecture
AutomationML

PG-Pla-INC project

GENESYS project

Vector informatik’s eAsee tool
CANopen XML specification
PLCopen XML specification
AP233 of ISO 10303

ASAM automotive specifications.

Of these, the AP233 standard and one of the ASAM specifications, MSRSYS, are closest to the scope
and status of the current practices in machine automation systems engineering and are thus presented
in more detail in Sections 2.1 and 2.2 respectively. The following table (Table 1) presents all of the
above models, specifications and tools, however, in a concise format.

! Besides these, a short state-of-the-art review in the field of the building industry, automation industry and
automotive industry was made.

14



2. Existing systems engineering data models

Table 1. Systems engineering data specifications and tools under review.

_ Description Relevance here More information

Foderdal
information
architecture

AutomationML

PG-Pla-INC project

GENESYS project

Vector informatik’s
eAsee tool

CANopen XML
specification

PLCopen XML
specification

AP233 of ISO 10303

ASAM automotive
specifications

Definition of a model-driven
engineering framework that
supports reusability of

(mechatronic) components

Data exchange format
based on XML for manu-
facturing tools integration

Information-centric devel-
opment of component-
based embedded real-time
systems

Defines a cross-domain
reference architecture for
embedded systems. Pre-
sents an outline for an
integrated development
environment

Tool environment for man-
aging all of the process
and product data of com-
plex software and electronic
automotive systems

A file format specification
for electronic data sheets
and configuration data of
CANopen devices

Specifies a file format for
interoperability of PLC
projects based on the IEC
61131 standard

Application protocol for
systems engineering data

A set of specifications to
structure the data of auto-
motive electronics systems
and their development
process

Interesting, but its imple-
mentation model (Eclipse
framework) was perceived
unsatisfactory for the
scope of this work

Not relevant (except for
the PLCopen XML specifi-
cation) due to poor sup-
port for control system
development tools

Not highly relevant, be-
cause it concentrates on
software engineering
(especially on component-
based SW engineering),
not on systems engineering

Presents only an outline
for the integrated devel-
opment environment; it
can be claimed that the
outlined model fits the one
implemented in this work

Automotive-specific only.
Could not be tailored for
machine automation

Was considered relevant
but was not implemented
due to the constraints on
project resources

Was considered relevant.
Was used in this work for
the integration of PLC
tools

Highly relevant but too
complex for the current
state of systems engineer-
ing; poor availability of
tools. Was used as a
reference for this work

Automotive-specific, but

some of its concepts were
used in this work
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2. Existing systems engineering data models

2.1 AP233

AP233 is a systems engineering data model standard. It is a STEP?-based data exchange standard tar-
geted at systems engineering tools, and it is consistent with emerging standards in CAD, structural,
electrical, engineering analysis and support domains. AP233 collaborates with the OMG SE DSIG®
team (develops system engineering extensions for SysML) and INCOSE (the International Council on
Systems Engineering). [1]

AP233’s formal name is ISO 10303-233 Product data representation and exchange — Application
Protocol — Systems engineering. As the name implies, AP233 falls exactly within the scope of this
study.

AP233 is based on ISO/PAS 20542 [2], which was developed in the European projects SEDRES
(1996-1999) and SEDRES2 (2000-2001). SEDRES is an abbreviation of Systems Engineering Data
Representation and Exchange Standardisation. AP233 has evolved a long way from ISO/PAS 20542.

Note: AP233 is still undergoing standardization in 1SO at the time of publication of this research
note; all the information presented in this report is thus subject to change.

According to [3], AP233 is designed to:

o ““capture lifecycle system requirements, design, etc.

e support integration of systems engineering tools

e enable INCOSE vision of Model-Based Systems Engineering

e align with OMG SysML

e provide a ‘front end’ to PLCS-based support engineering tools

¢ link with detailed design, PDM, analysis, etc. through other STEP protocols.”

> STEP (Standard for the Exchange of Product model data, formally defined as 1SO 10303 Product data repre-
sentation and exchange).

¥ The Object Management Group’s Systems Engineering Domain Special Interest Group.

16



2. Existing systems engineering data models

AP233’s main motivation, to exchange data between systems engineering tools, is well depicted in
Figure 2:

SysML Modelling Tools

Systems
Engineering

Electrical Engineering
CAE Analysis

AP-233

Mechanical NEUTRAL DATA
CAD EXCHANGE Design
FORMAT

Algorithm

Software .
Development Planning
Environment Tools

Testing
Tools

Figure 2. AP233’s main motivation: to exchange data between tools [4].

As can be noted, the aim of the AP233 standard is practically the same as that of the IIDAbase model,
though there is a slight difference: 1IDAbase is not meant to be a data format for exchanging artefacts
between tools but a central artefact repository that relieves us of the need to transfer information from
one tool to another. In practice, IIDAbase will need to transfer information in many cases, but the
transfer will occur between the tool and the central repository. The exchange format of AP233, on the
other hand, can in theory be used as a central repository data format.

17



2. Existing systems engineering data models

Figure 3 presents a breakdown of AP233 and shows the hierarchy of the concepts.

AP233_systems_engneering I

| Program_management ¢ ¢ System_modeliing |

| Functional_breakdown+
| é Group |
|Issue_managementi | Risk_management | I System_structure +

*
| Project_management |

Product_data_ State based
—l Management behaviour
Organization_structure | | Project_breakdown | _
Decision_support Funct:on__based_
behaviour
—l Work_structure l
—+Activily_as_realized

*
Project_management_
resource_information

| Verification_and_validation +——+ Analysis_assignment |

L
Requirements_management |

Figure 3. Top-level hierarchy of ISO 10303-233 modules [5].

The System_modelling branch is of special interest in this study. It should be noted here that AP233 is
a top-level standard: the modelling elements are defined in other parts of ISO 10303, the top-level
modules of AP233 being defined in ISO 10303-433 and, e.g., the System_modelling module (see Fig-
ure 3) is defined in 1ISO 10303-1477, but when the AP233 standard is purchased the relevant parts of
the 1SO 10303 standard are included.

18



2. Existing systems engineering data models

In the following, two example figures (Figure 4 and Figure 5) of two of the models in Figure 3 are
provided, namely the Function_based_behaviour model and the System_structure model:

Function_based_behaviour_arm

Behaviour_description_assignment_arm Collection_identificaticn_and_version_arm

Expression_assignment_arm External_functional_model_arm

O

General_model_parameter_arm Identification_relationship_arm

Required_resource_arm Resource_property_assignment_arm

- - " WA Textural_expression_representation_arm

Figure 4. Application reference model (ARM) for function-based behaviour [5].
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2. Existing systems engineering data models

System_structure_arm

Conditional_effectivity_arm

Collection_identification_and_version_arm

Identification_relationship_arm

Interface_arm

. Product_as_individual_arm
A

Product_data_management_arm

Product_environment_definition_arm

Product_environment_observed_arm

Same_as_external_item_arm

System_breakdown_arm

System_view_definition_arm

@)

Zonal_breakdown_arm

Figure 5. Application reference model (ARM) for system structure [5].
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2. Existing systems engineering data models

In its Appendix H, AP233 provides a systems engineering concept model that satisfies the require-
ments, views and semantics of different stakeholders including the 1SO AP233 development team,
INCOSE and OMG. Figure 6 depicts the top-level systems engineering concept model.

; Domain |(3)
Wﬂtmo of Interest 0 contained in
2
Oulngery built from reference for
calegorizes
(%) System
View
7} (6)
1d. has view |
Stakeh Envir El 4
Daﬂ? exhibils
(1
(8) (4)
Stakeholder salisfied by System
s (9) (11)
System Pr Reference
Requirement s Document
represented by statement of reference for
| (10) Py
derived from
i (12) (14) (13)
Physical
j Behavior Structure Pr:ptrty
Verification
allocaled to budgeted to

Figure 6. Top-level systems engineering concept model [5].
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2. Existing systems engineering data models

As an example, Figure 7 illustrates the breakdown of the Structure class.

(14)
Structure
(19) (17) (15)
Interface
Specification described by Port 9 Part

ME

Interconnection (18)

(16)

Link

Figure 7. Concept model for system static structure [5].
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2. Existing systems engineering data models

Furthermore, Figure 8 illustrates a breakdown of the Behavior class.

()

Element
2~ 12
Behavior
v
(21 generates (20) : (22)
o and Function orders Funcl!on
consumes Ordering
allocated to allocated to
(6) (4
Environment

System

Figure 8. Concept model for system behaviour [5].

When describing the data elements, AP233 uses EXPRESS language, though XML will be provided
by other organizations than 1SO. EXPRESS is a language defined for the STEP standards. As an ex-

ample of EXPRESS language notation, the specification of the data element “Product’ is provided
below (source: ISO/TS 10303-1017):

Program 1. Example of ISO EXPRESS notation; definition of the artefact ‘Product’.

ENTITY Product;

id : STRING;

name : STRING;

description : OPTIONAL STRING;
END_ENTITY;

23



2. Existing systems engineering data models

The corresponding EXPRESS-G graphical notation is as follows (Figure 9):

id
j s STRING
Product
- \___name a STRING
i description
l\ _______________ d STRl NG

Figure 9. Data element ‘Product’ in EXPRESS-G notation [5].

Relationships between the data elements can best be presented in EXPRESS-G notation (see Figure 10),
but the graphical notation can be provided as an EXPRESS listing, as supplied in Program 2 ([5]).

24



2. Existing systems engineering data models

breakdovm_eleraent

dpramelp—*

Breakdown_ nare -SI'R.IN S I' rame Breakdown_

context L. _ of
| deseription( NG |. _ description_ |

| breakdown
breakdowm (INV) breakdown_of S[1:7]
l of wiew
RT)of product
Breakdown (RT) of_produe Breakdown_version
/Product_identification_ Product version amm ) /”~  Product_view_definition_arm
N arm Product Y, \_ Product versin A Product_view definition Y,

| I i I ,

O—(RT) of_product C(RT) defined_version Breakdown_element_definition

[+

Breakdown_element Breakdown_element_version

" Product_view_definition_relationship_am
View definition usage

(RT) related view = child_eleraent
I—l (RT) relating_view > parent_element
[
Breakdown_element usage 'I
(]

L I
I I

e A
' I(EX) product_item | ' I(EX) breakdown_item |
________ Sl e
product breakdown
I id
Product_ qSTRING I
definition_ e JSTRING
element_ descripti
relationship | Cesenphon_ STRING

6_,

Breakdown_element_realization

kP:openy assignment armproperty assignment select 1

Figure 10. Product breakdown Application Module in EXPRESS-G notation [5].
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2. Existing systems engineering data models

Program 2. An excerpt of the EXPRESS listing that represents the graphical notation in Fig-
ure 10.
ENTITY Breakdown_context;
id : STRING;
name : STRING;
description - OPTIONAL STRING;
breakdown : Breakdown_version;
breakdown_element : Breakdown_element_definition;
END_ENTITY;

ENTITY Breakdown_version
SUBTYPE OF (Product_version);
SELF\Product_version.of_product : Breakdown;
INVERSE
breakdown_of : SET[1:?] OF Breakdown_of FOR breakdown;
END_ENTITY;

ENTITY Product_version;
id : STRING;
description - OPTIONAL STRING;
of_product : Product;
END_ENTITY;
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2. Existing systems engineering data models

AP233 incorporates a risk management module. AP233 defines ‘Risk’ as follows: “Likelihood and
impact of failure to meet any technical or development program goal”, but it in principle the model
can be used for creating a data model for safety engineering. The risk management model is very
complex, however, compared with what is required by the Machinery Directive (especially the risk
assessment standard I1SO 14121-1). In Figure 11, part of the application reference model (ARM) entity
level diagram of ‘Risk’ is provided to show the complexity of the data models (note that the diagram
in Figure 11 is only part 1 of a total of four diagrams).
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Figure 11. ARM entity level diagram of ‘Risk’ (part 1 of 4) [5].

AP233 is closely related to AP239, Product Life Cycle Support (PLCS); in fact, according to 1SO
10303-233 Appendix H, 70% of the modules are common between AP233 and AP239.

AP233 has been on the scenes since 1996 if we count the time starting from the SEDRES projects,
and the standard is still not ready (in March 2011). At the time of writing this research note, AP233 is
at the DIS stage. All this informs us about a very exhaustive standard and hence very toilsome imple-
mentation of tools; Figure 10 and Figure 11 above expose only a small fraction of the complexity of
the systems engineering data model of AP233. Nevertheless, AP233 is so exact in the scope of this
study that it cannot be completely disregarded. The top-level models and concepts are used as a refer-
ence for the IIDAbase model as much as possible to facilitate migration to the AP233 data model as
soon as the standard is accepted by tool vendors.
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2. Existing systems engineering data models

2.2 MSRSYS

An interesting set of specifications among the ASAM standards is the documents originating from the
MSR organization (http://www.msr-wg.de [Referenced 21.03.2011]). MSR stands for Manufacturer
Supplier Relationship. The particular set of MSR standards is as follows:

Table 2. The MSR standards.

ASAM AAS MSRSW MSR Description for Software of ECUs

ASAM AAS MSRSYS ECU Control System Description

ASAM AAS MSRDCI Document Control Information

ASAM AAS MSRFMEA Failure Mode and Effects Analysis

ASAM AAS MSRMEPRO Methodology for Engineering Process-Synchronization

The MSR standards are part of the MSR MEDOC collection in which MEDOC stands for MSR Engi-
neering Data Objects and Contents. The objective of MSR/MEDOC according to [6] was:

e “Seamless, continuous and consistently structured product documentation for electric/ elec-
tronic components and systems across the entire life cycle e.g. for requirement specification

e Support of views appearing within the development cycle

e Integration of heterogeneous IT environments Product Data Management / Technical Data
Management.”

This sounds very similar to the objectives of our work. Of the MSR standards, the first two are espe-
cially interesting, MSRSYS and MSRSW; they define the data model for electrical hardware systems
and components as well as for software for electronic control systems. MSRSYS defines the system as
consisting of the following specification items [7]:

e General Product Data 1

Introduction

Product Description

Function Overview

Key Data

Product Demarcation

Similar Products

General Hardware Description
General Software Description
General Interfaces

Failure Management
Resource Allocation
Calibration

@]

O O OO0 OO0 O O 0O 0 Oo
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Safety

Quality

Maintenance

General Conditions

Additional Design Documentation
Development Process Specifications
Additional Specifications

General Test Specification
Behaviour

Architecture

(o}

©O O O O O

(o}

Scheme Diagrams

Interface Specification

Signal Specification

Connection Components Specification
Connection Specification

Network Specifications

Additional Specifications

Electrical Characteristics
Environmental Characteristics
Other Physical Characteristics
Construction

Human Machine Interface
Additional Specifications
Parts in Part Type.

2. Existing systems engineering data models

To model this data, 758 data elements have been defined. The data models are described by SGML.
An extract of the contents of the element and attributes document [8] is provided in Figure 12. The
figure also depicts two examples of diagrams of data elements, the definition of overvoltage resistance
test and the definition of electrical parameters of a port (i.e., an 1/0 point).
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Figure 12. Excerpts of the MSRSYS element and attributes document [8].
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In a similar way, MSRSW defines the data model for the software specification items and related
items with a total of 777 data elements. MSRSW is a structure used for specifying and documenting
software for electronic control units. It includes a data dictionary, functional specifications and cali-
bration parameters.

In describing the software, MSRSW does not seem to relate closely to any programming language.
It uses the general concepts of SW components, a data dictionary that includes global variables, pa-
rameters and classes (as in the object-oriented paradigm). Class implementations are defined as well as
class instances.

Whereas PLCopen XML describes software in a way that is strongly depended on the IEC 61131-3
standard [9], using function blocks and the other languages described in the IEC 61131-3, MSRSW
provides a more general description using a data dictionary and the concept of classes. It does not
seem to prefer an execution environment or a specific programming language although it was designed
to be used for storing information about ECU software.

MSRSW was used as an external interface to a system design tool (ASCET/SD by ETAS). MSRSW
does not relate directly to UML. UML is a graphical way of describing and designing software while
MSRSW is used as a structure to hold the information about the ECU software. MSRSW is now being
replaced by work done in AUTOSAR. There are also migration scenarios from MSRSW to
AUTOSAR. The key members of AUTOSAR are the same as the ones in MSR.

The MSR specifications are an interesting reference for our work, but the difference between the au-
tomotive field and the machine automation field makes the adoption possibilities of the specifications
minimal. The MSR documents have not been updated since 2002. This is a fact that indicates poor
acceptance by the automotive industry. The MSR specifications are very elaborate, which may have
resulted in problems providing tools that follow the specifications. MSR specifications as such are not
an option for the machine automation data model roadmap, but the specifications can work as a refer-
ence implementation of the paradigm of well-modelled design artefacts data. In fact, some ideas of the
MSRSYS specification have been adopted in the IIDAbase concept model. An example of this is the
adoption of the specification parameter concept in the context of the part type library (see Section 3.3).
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3. lIDAbase concept model

3.1 Introduction

The model described in this research note was created in the TIKOSU project. We call the model the
IIDAbase model. It has some influence from the AP233 standard [5] and MSRSYSS [7], and it also
accommodates some issues from the CANopen XML standard [10] to provide easier interfacing with
CANopen tools as soon as XML-based datasheets from CANopen device vendors start to appear.

The AP233 standard has not been adopted as such; that would have been an impossible and imprac-
tical effort in the current context, especially due to the lack of tools that support AP233. Some hints
from the top-level hierarchy of the AP233 were adopted for the IIDAbase model however (see Figure 13).

| AP233_systems_engneering |

‘

| Program_management ¢ ~$- System_modelling- |
| Functionat braardows +—_-
o = Sy b Growp----__
L —& | .II " = i
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= = , #Systam_behaviaur | N
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\
r Requirements_management- |’ s

Figure 13. Top-level hierarchy of AP233 [5]; the dashed ovals point out the modules that are covered
by the lIIDAbase model (note that the risk assessment part of the lIDAbase model is included in the
Verification_and_validation module, not in the Risk_management module).
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The top-level concept model behind the AP233 data model was also used as a reference for creating
the 1IDAbase model. The concept model is depicted in Figure 14.
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Figure 14. Top-level concept model of AP233 [5]; the dashed ovals point out the modules that are
covered by lIDAbase model.

Figure 15 below depicts the Structure class of Figure 14 in more detail. It has worked as a reference
for the 1IDAbase system structure model presented in Section 3.6.
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Figure 15. System structure concept model of AP233 [5]; the dashed ovals point out the modules that
are covered by IIDAbase model.

The SYSMOD SysML profile presented in [11] has also influenced the model somewhat, especially
by providing the concept of system process, and it also have worked as an backrest to ensure that the
data model does not grow too far from the SysML world to provide adaptation of the data model to
accommodate SysML models in the future.

One of the challenges of making the data model was to define the model for the system structure.
Several models are available, e.g., the one in IEEE 15288 [12] in which the system is considered to
consist of lower level systems until a non-decomposable system is called a system element. There are
therefore only two modelling items, system and system element, to describe the system structure. An-
other model is presented in the INCOSE systems engineering handbook [13]. It defines a very detailed
system hierarchy structure with the following hierarchy levels: system — element — subsystem — as-
sembly — subassembly — component — part. This model is too complicated for the 1IDAbase model.
MSRSYS [7] only defines one modelling item: part type (and its instance: part). Hence, a system in
the MSR model is a part (type) that consists of several parts, each of which consists of several parts
and so on. Finally, Weilkiens [11] defines the system model such that the system is at the top-level,
the system consists of subsystems that in turn consist of blocks that can consist of blocks, etc. The
model adopted for IIDAbase is close to the one presented in the IEEE 15288 standard, but instead of
calling the non-decomposable element a ‘system element’, we call it a “part’. A clear distinction be-
tween a part and a system is made in the fact that a part has a spare part number and is hence atomic,
but a system (whether a top-level system or a subsystem) consist of several parts and does not have a
spare part number itself.

The IIDAbase concept model is presented below in eight parts:
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3. IIDAbase concept model

System
Requirements
Risk assessment
Structure
Behaviour
System functions
Documents
Network.

These parts will be described in detail starting from Section 3.3.

3.2 Notation for the concept models

UML class diagram notation is used to present the concept model. For those who do not know UML,
Figure 16 provides a guide for interpreting the models in this chapter.

The order of reading is defined by
putting the association keyword closer
to the target class

Class1 relates to Class3 with many-to-
many relation ("’ denotes many)

Class3
Relates to «
Class1 A
1
>

Class2 is a special case of Class4

Class1 (or Class1is a *

generalization of Class2)

Class2

Class1 object consists of many
Class4 objects

Figure 16. Guide for interpreting the model notation.

The attributes of the classes are not shown in the concept model diagrams; they are defined in the con-
text of the database implementation model that is presented in Section 4.1, but a list of the attributes is
not provided in this research note.
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3.3 System

Behaviour

Provides 1..*

Document

Risk assessment

0..* References

Is proven safe by 1..*

Requirement Structure

1..* Is specified by Is exhibited by 1..*

Stakeholder System parameter

1..* Is governed by Is configured by 0..* 0.1
Is illustrated by
Incident Is illustrated by 0.*|  pjagram
0.*
Is modelled by 0..*
" Interacts with [ Environment
0. 0.* 0.1
Incident history recorded b
Life cycle phase Terms defined in | Glossary item
Is related to 0.*
1 1.*
1| system context |1 Human actor
Lx . 1
Is used|during 1 1 Is interacted by 1..*

Figure 17. System concept model.

The system concept model in Figure 17 makes the top-level model. The main parts of the system mod-
el (besides the System class) are the Requirement, Structure, Behaviour and Risk assessment classes”.
A separate model for each is provided in the subsequent chapters. The Document and Diagram classes
are also presented in the document model provided later in this document (Section 3.9).

The rest of the information is more or less dictated by the risk assessment standard I1SO 14121-1
[14] in its Section 4.2 and Chapter 5. Most of the issues required by the particular 1ISO 14121-1 chap-
ters fall under the System context class and related classes, but some of the issues are covered by the
behaviour model that is described in Section 3.7.

The System class only includes a small number of attributes, mainly name and a short description of
the system. A system can consist of several subsystems each of which has a structure of its own, but
not necessarily a behaviour or risk assessment of its own. The model does not make any distinction

* Here and throughout the document a “class’ is a synonym for “artefact type’.
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between a system and a subsystem (except that a system does not have a parent system), however, and
hence, e.g., risk assessments of subsystems are supported by the model.

A system may provide several Behaviours. This is useful in cases in which the system or the ma-
chine clearly has separate ways of working, for example, a forest machine can work both as a for-
warder and as a harvester.

The System context class holds descriptions about the following issues requested by 1SO 14121-1:
the machine to which the system belongs, ergonomic principles, energy sources, space limits, life lim-
it, service intervals, other time limits, housekeeping policy, material properties, other limits, external
systems interaction and experience of use. The System context class works as the main node to collect,
through associations, the system-context-related classes. The System context class provides a way (by
its one-to-many relation from System) of introducing several contexts for a system if the system is
going to be used in very different contexts.

The environment in which the machine can work is described in the Environment class. An envi-
ronment can be mechanical, climatic, chemical, ergonomic, external system, domain knowledge or
other. The ‘domain knowledge’ concept needs more explanation: The concept of domain knowledge is
derived from the SYSMOD profile [11]. It provides a systematic way to model the ‘functionality’ of
the context in which the machine is doing its work, e.g., in a mining environment the domain
knowledge would include information about the shifts, entering policies into the mining area and the
infrastructure of the mine. This information can be modelled systematically, e.g., by the SysML mod-
elling language. The 1IDAbase model does not include full-blown support for SysML but provides a
facility to link a diagram, like a SysML diagram, to the Environment class.

The Life cycle phase class lists the life cycles of the machine according to 1ISO 14121-1. It is basi-
cally an enumeration table, but it allows descriptions to be added about the interpretation of the life
cycle phases in the particular system context.

The Incident class fulfils the ISO 14121-1 requirement for providing more systematic information
for the risk assessment about the experience of use. The Incident class gathers the accident, incident or
malfunction history of the machine or system type or of a similar machine or system type.

The Human actor class is what the name implies, a class to identify the human actors dealing with
the system. Non-human actors are not listed here but in the System use cases class (see Section 3.7). It
should be noted that there may be other persons working in the hazard zone of the machine who are
unintentionally in touch with the machine and are thus a safety concern. Such persons are also listed in
the Human actor class.

The Stakeholder class is used to list the stakeholders of the system. The stakeholders include per-
sons and organizations with interests in the characteristics of the system. Thus, they form part of the
system context. The Stakeholder class also relates to requirements; this relation is shown and de-
scribed in Section 3.4.

The Glossary class collects the domain-related terms. A consistent understanding of terms is also
relevant to risk assessment.

Note that 1SO 14121-1 requires the relevant safety standards, regulations, technical specifications
and data sheets to be referenced. This is done by associating the Document class with the System class.

The attributes of the classes are defined and described in the context of the database model that is
discussed in Section 4.1. A full list of attributes is not provided in this research note however.
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3.4 Requirements

Relation types

artefact_type : Requirement
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Diagram <artefact under test/analysis>

Validation

0..* document
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Executes | Generates
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Has 1.”| Test/analysis case

o[

Test/analysis plan

Figure 18. Requirements concept model.

The requirements are managed in a specific requirements management or application lifecycle man-
agement tool. The requirements concept model in Figure 18 can normally be implemented with such
tools. In some cases, a specific test case management tool may be needed besides the requirements
management tool.

A requirement can have child requirements, e.g., to refine the requirement. In this case, the trace
role is ‘refine’, but other roles can also be supported by the Relation types class, which defines all the
relations of the artefacts. Diagrams and Documents can be linked to the requirements where necessary.

The Stakeholder requirement is a special case requirement: it relates to one or more Stakeholders
and needs to be validated at the end of the project to prove that the system fulfils the expectations of
the stakeholders.

The implementation of the requirement is validated at the end of the development project. A special
set of artefact items are provided for this purpose: Verification/validation, Test/analysis execution and
Test/analysis case. Tests or analyses are needed for evidence of fulfilling the requirement. The inten-
tion is for the test and analyses to be managed in an ALM or PLM tool or a test case management tool
and for the interfacing to these tools to be done by mirroring the test cases and the test executions from
the test management tool to the IIDAbase Test/analysis execution and Test/analysis case classes re-
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spectively. A safety engineer who uses an IIDAbase-connected safety tool links the validation of a
requirement to the appropriate Test/analysis executions to provide evidence for the validation. A
Test/analysis execution must be linked to the artefact under test (or analysis) to prompt for a test (or
analysis) re-execution if the artefact under test (or analysis) is updated.

If the execution of a test or an analysis fails, an Issue can be raised to call for corrective actions. A
link to the log file of the particular Test/analysis execution can be attached to the issue artefact.

The Test/analysis plan class collects a set of Test/analysis cases to form a specific sequence of tests
for a specific purpose, such as for the Factory Acceptance Test (FAT).

The validation model is designed to work with the 1SO 13849-2 [15] validation procedure. For ex-
ample, when validating the category of a safety function, observance of the basic safety principles
must be inspected. The basic safety principles of electrical systems are listed in Appendix D of ISO
13849-2. Let us consider the following basic safety principle: Proper selection, combination, ar-
rangements, assembly and installation of components/system. The particular issue is put into the
Test/analysis case class, e.g., as: Inspect that components/systems are properly selected, combined,
arranged, assembled and installed®. There are several such tasks, not only the basic and well-tried
safety principles, in ISO 13849-2 that can be presented as test or analysis cases. The fault modes to be
considered can also be presented as test or analysis cases®. The result of the test or analysis is stored in
the Test/analysis execution class, and the validation result is recorded in the Verification/validation
class. It may be necessary to execute more than one test or analysis case for the evidence of a suc-
cessful result of the validation. Hence, the Verification/validation class has a one-to-many relation to
the Test/analysis execution class.

The attributes of the classes are defined and described in the context of the database model that is
discussed in Section 4.1. A full list of attributes is not provided in this research note however.

5 It should be noted that such a basic safety principle is in fact a requirement and could be stored as such in the

Requirement class, but as the need for the basic and well-tried safety principles depends on the category,
which is an intermediate requirement after deciding how the initially required Performance Level will be
achieved by the safety-related parts of the control system, it is more natural to keep the basic and safety prin-
ciples as Test/analysis cases. If, on the other hand, we make them requirements, the example requirement
would be: Components/systems must be properly selected, combined, arranged, assembled and installed, and
the corresponding validation would be: Inspect that components/systems are properly selected, combined, ar-
ranged, assembled and installed, leading to unnecessary redundancy. We could simply write the validation
task, however, as: Inspect documentation to see that this requirement is fulfilled or simply: Inspection. It is
recommended here that the basic and well-tried safety principles are presented in the Test/analysis cases for
the reason that ISO 13849-2 regards the basic and well-tried safety principles as a validation issue, not a re-
quirement issue.

Here again, we may ask why the fault modes are presented as late as in the validation phase and not in the
requirements phase to tell the engineers that a particular fault mode must not cause the loss of a safety func-
tion. It is suggested here that the fault modes are listed in the Test/analysis cases for the reason that 1SO
13849-2 regards the fault modes as a validation issue, not a requirement issue.
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3.5 Risk assessment

The risk assessment concept model follows the ISO 14121-1 risk assessment process model depicted
in Figure 19.

Figure 19. Risk assessment process model according to ISO 14121-1 [14] (Risk analysis = combina-
tion of the specification of the limits of the machine, hazard identification and risk estimation; Risk es-
timation = definition of likely severity of harm and probability of its occurrence; Risk evaluation = judg-
ment, on the basis of risk analysis, of whether the risk reduction objectives have been achieved; defi-
nitions from ISO 14121-1).
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The artefact concept model derived from the 1SO 14121-1 risk assessment process model is provided
below (Figure 20).
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Figure 20. Risk assessment concept model.
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The generic information concerning the risk assessment is stored in the Risk assessment class. It speci-
fies, e.g., the type of risk analysis used for the particular assessment; currently the following analysis
types are supported: Preliminary Hazard Analysis (PHA), Use Case Safety Analysis’ (UCSA), Failure
Mode and Effects Analysis (FMEA), Fault Tree Analysis (FTA), Hazard and Operability study
(HAZOP) and communications analysis (message hazard and network hazards analyses).

A risk assessment is performed in several analysis sessions, the minutes of which are recorded in the
Session class. During the PHA, UCSA, etc. sessions, Hazards are identified based on the analysis
type-specific methods. The source information for the analyses types can be:

e System (typically for PHA)

e System context (typically for PHA)

e System use case (typically for PHA and UCSA [the supplemented use case])
e Use case act (for UCSA only)

e System function (typically for FMEA, FTA or HAZOP)

e Signal flow (typically for HAZOP)

e Part (typically for FMEA)

e Connection (typically for FMEA)

e Electrical pin (typically for FMEA, but only for rare cases if any)
e Message (for communications analysis only)

¢ Network (for communications analysis only)

e any other artefact®.

The analysis will result in different types of Hazards. In the model, they are categorized according to
the analysis type that revealed the hazard. Hence, there are seven special cases of the Hazard class:

e PHA hazard

e UCSA hazard

e FMEA hazard

e HAZOP hazard
e FTA hazard

e Message hazard
e Network hazard

A special modification by VTT of the better-known Operating Hazard Analysis (OHA). In UCSA, the opera-
tor’s (and other actors’) transactions with the machine are systematically described in system use cases that
are detailed by use case acts; for each act in the sequence of acts, a set of hazard guidewords is applied to
identify potential hazards. Hence, UCSA is more systematic than typical OHA.

It should be noted that there can be more than one input item to a hazard, e.g., in the case of UCSA, if the list
of human actors is changed, the hazards may be affected even though the actual artefact under analysis, the
use case act, is not changed. If there is no link from the hazard to the human actors, however, a change in the
human actors list may be left unnoticed. Hence, the safety analyst must be careful when linking all the rele-
vant artefacts to Hazard, and the analysis tool must support such work being carried out smoothly.
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After a hazard has been identified, its risk will be estimated and recorded in the Risk estimation class.
The model enables several alternatives for the risk estimation method; currently, the risk estimation
methods of IEC 61508 [16], IEC 62061 [17] and 1SO 13849-1 [18] are supported. The risk estimation
method is determined by an attribute in the Risk assessment class; this attribute is set by the systems
engineer or the safety engineer.

Corrective actions will be recommended if the existing protective measures are not sufficient to re-
duce the risk. The existing protective measures must be documented in the form of safety requirements
and linked to the particular hazard, e.g., during analysis sessions a person may claim that there is an
overload limiting device in the system and thus that the risk of an identified hazard is minimal. The
analyst may not simply write the claimed protective measure down, he must browse the Requirement
class (a database or similar storage in practice) and pick up the requirement for the overload limiter
there and link the requirement to the hazard. This ensures that if a change is made to the specifications,
e.g., the requirement for the overload limiter is removed, the particular hazard automatically becomes
suspect, and an update to the particular analysis of the hazard is promptly requested.

Recommendations for corrective actions will be handed over to a team of evaluators who will judge
the adequacy of the suggested risk reduction measures and decide on the final implementation of the
protective measures against the identified hazard. The judgement is recorded in the Risk evaluation
class, but the actual result of the risk evaluation is one or more new safety requirements (if needed).
The resulting safety requirements are not necessarily a direct copy of the corrective action recommen-
dations by the risk analysis team but may be modifications of the corrective action recommendations.
Hence, the Risk evaluation class includes rationale on the modifications or direct acceptance of the
corrective action recommendations. The resulting safety requirements are linked to the risk evaluation
to provide a trace to the hazard causing the safety requirement. In the end, the particular safety re-
quirements are validated according to the requirements model in Section 3.4.

There are cases in which the risk evaluation may lead to a change in the original specifications in-
stead of the creation of new safety requirements however, e.g., the risk analysis team may recommend
equipping the machine with a collision avoidance system, but the risk evaluation team may find it too
expensive to implement and create an Issue artefact to change the original specifications, e.g., to strip
off features that are difficult to implement cost-effectively with an acceptably low safety risk.

The evaluator team together with the safety engineer can redo the risk estimation® to ensure that an
acceptable risk level has been reached with the stated new safety requirements.

The communications analysis is performed in two parts: a Message analysis and a Network analysis.
The former is performed according to the model of [19] and the latter according to the network valida-
tion questions by the Swedish Palbus project [20] with VTT modifications.

° It is possible for the risk estimation method during the risk evaluation to differ from the one used during the

risk analysis. The reason is that the protective measures very often affect the occurrence probability of the
hazardous event, but the particular probability parameter is not among the probability parameters of the ISO
13849-1 risk graph. Hence no matter how much the probability of a hazardous event can be reduced, the level
of risk remains the same before and after risk reduction if the 1SO 13849-1 risk graph is used for both risk
analysis and risk evaluation.
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Besides the well-structured input artefacts, one or more Documents may be provided for the analysis
team as input to the analysis. Such documents include, e.g., the relevant safety standards.

The results of the risk assessment are recorded in a Document artefact, e.g., in a collective Risk As-
sessment Report.

The attributes of the classes are defined and described in the context of the database model that is
discussed in Section 4.1. A full list of attributes is not provided in this research note however.

3.5.1 Workflow model

3.5.1.1 Overall model

The overall safety process is compliant with the 1SO 14121-1 risk assessment standard and with the
ISO 13849-1 standard for safety-related control systems. Its upper level workflow is illustrated in Fig-
ure 21. The scope of the model is systems engineering. The mechanics, electrical/electronic hardware
and software development process, as well as system integration, are considered to be carried out in
the Implementation phase of the systems engineering process model in Figure 21.

Safety plan

Project plan (IEC 62061)

System concept
(textual description, drawings,
mock-up models, virtual models,
previous generation examples, etc.

'

Architectural design,
Use cases and
life cycle model

Preliminary hazard
analysis (PHA)

Stakeholder

requrements 1] ISO 14121-1 and

— 1S0O 12100-1

Design of risk

reduction measures
(ISO 12100-1 Ch 5.4-5.5)

Use case safety
analysis (UCSA)

(Initial system function specs.)

i

Preliminary design
(Detailed system function specs.)

l

Continued design
(Updated system function specs.)

i

Finalised design
(Final system function specs.)

|

Implementation
(HW, SW, etc. documentation
including final function diagrams,
user manuals, etc.)

'

Testing

— (ISO 12100-2)
/ (ISO 13849-1 especially Ch 4.6 and 6
ISO 13849-2 Annexes A-D)

Function analysis +
communications
analysis

Evaluation of the
performance level PL

Validation

Figure 21. KOTOTU safety process.
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The safety process reference model in Figure 21 is called the KOTOTU™ safety process and is de-
scribed in more detail in [21]. The model defines a three-stage risk assessment model in which risk
assessments are carried out for the system concept (Preliminary Hazard Analysis), for the architectural
design in which the system use cases are defined platform dependently (Use Case Safety Analysis),
and for the system function analysis when the first versions of the system function specifications are
ready. The system function analysis can be carried out either by a Hazard and Operability study
(HAZOP), a Failure Mode and Effects Analysis (FMEA) or a Fault Tree Analysis (FTA). The selec-
tion between these is made case by case by the safety engineer. Besides the system function analysis, a
special analysis for the communications system is needed (communications analysis).

The process continues with the Performance Level (PL) evaluation phase according to 1SO 13849-1
when the system function designs are considered to be ready after the updates caused by the safety
requirements from the risk assessment phases. If the required PL has not been reached, the design is
updated accordingly.

Finally, the safety-related control system is validated according to ISO 13849-2.

In the following sections, detailed workflows for risk assessments are defined such that the IIDA-
base concept model is used to provide and store the risk—assessment-related artefacts.

3.5.1.2 General risk assessment workflow

The general risk assessment workflow is presented in Figure 22. It uses the classes depicted in Figure
20. The figure is self-explanatory.

19 The KOTOTU safety process has been defined by VTT in a research project called KOTOTU.
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XXX_hazard and its children processed in white actions

Blue-white actions involve both hazard and overall risk assessment

e

Figure 22. General risk assessment workflow.

The updating of the Session class is not depicted in the workflow model. The Perform risk analysis
oval on the right-hand side is described for PHA, UCSA, HAZOP, FMEA and FTA in more detail in

the following sections.
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3.5.1.3 PHA workflow

The PHA-specific part of the risk assessment workflow is presented in Figure 23. It uses the classes
depicted in Figure 20. The figure is self-explanatory.

ldentify%

Create PHA_hazard

Preliminary Hazard Analysis (PHA) ﬁ

work item
with status ‘analysis_started’; PHA source information: system concept,
Fill hazard fields known safety requirements and system use cases

Create, do and link risk_estimation
Write recommended safety measures

Link to source
work items
and risk_assessment;
Set hazard status
‘analysis_ready’

Unable to identify new hazard

Figure 23. PHA part of the risk assessment workflow.

Note that if the system use cases are input into PHA, only an initial, platform-independent use
case description is needed in this concept phase. Hence, the platform-dependent description of
the sequence of acts needs not (and must not) be ready in this phase, e.g., it is not wise to fix
the type of HMI control devices in the concept phase because the results of the PHA may lead
to requirements and constraints on the selection of control devices.

3.5.1.4 UCSA workflow

After the control devices are selected, i.e., the architecture of the controlling platform has been de-
signed, it is time to start UCSA with the completed use case specifications that include the detailed
descriptions of the sequence of the acts. The acts shall be described in a platform-dependent way be-
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cause the results of UCSA are poor if only abstract descriptions of the HMI devices are provided;
UCSA is only powerful if the analyst is able to analyse the possible mishaps caused by the use of the
particular type of control device.

The UCSA-specific part of the risk assessment workflow is presented in Figure 24. It uses the clas-
ses depicted in Figure 20. The figure is self-explanatory.

Select first/next
system use case
Select first/next

use case act

Select first/next

UCSA guideword;
Apply to act

Use Case Safety Analysis
(UCSA)

UCSA source information:

Early system architecture

Early functional specifications
Complete use case descriptions

Hazard identified
\V

Create UCSA_hazard
with status ‘analysis_started’;
Fill hazard fields

!

Create, do and link risk_estimation
Write recommended safety measures

Link to source
work items
and risk_assessment;
Set hazard status
‘analysis_ready’

No more guidewords

No more acts

&

No more use cases

.

Figure 24. UCSA part of the risk assessment workflow.
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The HAZOP-specific part of the risk assessment workflow is presented in Figure 25. It uses the clas-

ses depicted in Figure 20. The figure is self-explanatory.

?

Select first/next
function or signal flow

Select first/next
guideword

Hazard identified
\V4

Create HAZOP_ hazard
with status ‘analysis started’;
Fill hazard fields

2

Create, do and link risk_estimation
Write recommended safety measures

Link to source
work items
and risk_assessment;
Set hazard status
‘analysis_ready’

No more guidewords

Hazard and Operability
Analysis HAZOP

HAZOP source information:
Complete architecture with
known part types;

complete functional specifications

All functions/signal flows analyzed

Figure 25. HAZOP part of the risk assessment workflow.
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3.5.1.6 FMEA workflow

The FMEA-specific part of the risk assessment workflow is presented in Figure 26. It uses the classes
depicted in Figure 20. The figure is self-explanatory.

Select first/next
part or connection
Identify failure modes for
selected part/connection

Select first/next
failure mode;

FMEA

Hazard identified

\/ FMEA source information:
Complete architecture with
Create FMEA_hazard
. . = .. known part types;
with status ‘analysis_started’; mplete functional ification
Fill hazard fields compiete tunctional specitications
Vi

Create, do and link risk_estimation
Write recommended safety measures

Link to source
work items
and risk_assessment;
Set hazard status
‘analysis_ready’

No more failure modes

All parts and connections analyzed

Figure 26. FMEA part of the risk assessment workflow.

3.5.1.7 FTA workflow

The FTA-specific part of the risk assessment workflow is presented in Figure 27. It uses the classes
depicted in Figure 20. The figure is self-explanatory.
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Identify hazard

Fault tree Analysis (FTA) ﬁ

Create FTA_hazard work item

with status ‘analysis_started’;
Fill hazard fields

Create and link fault tree diagram

with this hazard as top event

v

Create, do and link risk_estimation
Write recommended safety measures

Link to source
work items
and risk_assessment;
Set hazard status
‘analysis_ready’

FTA source information: Complete architecture with
known part types; complete functional specifications

Unable to identify new hazard

Figure 27. FTA part of the risk assessment workflow.

3.5.1.8 Communications analysis workflow

Network modelling was not part of this work, but the following workflow presented by VTT [22] for
the analysis of the CAN communications system can be adapted to create a workflow model for a gen-

eral case:

The procedure for assessing the capability of the designed CAN system for defending against the
communication error types is a ten-step procedure as follows:

1.

Initially, a list of all messages is prepared (i.e., the message specification is compiled); all
messages are marked safety critical by default.

Each signal (i.e., a network variable) of a message is assessed to find out whether any of the
message error types listed in IEC 61784-3 (plus the inconsistency error and the unaccepta-
ble jitter error) may have a safety-critical consequence for the particular signal.

Messages that carry only non-safety-critical signals are marked as non-safety-critical mes-
sages. Others remain safety-critical.

For a message that is marked safety-critical, the relevant error types for the message are
recorded.

The number of safety-critical consumers (i.e., receivers) for the particular message is rec-
orded; it does not matter whether the safety-critical consumers read different or the same
signals in the message. (The inconsistency threat is not considered relevant if none of the
safety-critical consumers reads the same signals however.)
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6. The effective message rate value is recorded if a corruption error is considered relevant to
the particular message.

7. The deletion condition is recorded for the messages for which ‘loss’ is recorded to be a rel-
evant error type. The deletion condition can be recorded either as a number of deleted mes-
sages or as the minimum time between two successive messages that has critical conse-
quences.

8. The allowed maximum delay (latency requirement) is recorded precisely for the messages
that are considered vulnerable to the delay error; for the other messages, the message period
is recorded as the latency requirement value if a more precise latency requirement is not
known.

9. Protective measures that are already designed against message errors are recorded (i.e., the
corresponding existing safety requirements for the communications system are linked), and
new necessary and optional protective measures are designed and suggested as corrective
actions. IEC 61784-3 gives hints on typical protective measures.

IEC 61784-3 does not deal with network faults that fall within the scope of network management.
Network faults include, e.g., missing communications participants in the case of distributed control
systems. Such faults are typically relevant to machine control systems and must be analysed separate-
ly. Hence, the tenth step is defined as follows:

10. The safety characteristics of network management are assessed with the help of check-list
questions derived mainly from the check list defined by the Swedish Palbus project. The
check-list questions are stored in the Network validation question class. This step also pro-
duces suggestions for corrective actions.

Note that if a safety-certified communications system is used, the communications analysis as such is
unnecessary. In this case, the validation of the safety of communications is only performed in the vali-
dation phase to check that the specifications of the particular communications system are followed.
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3.6 Structure
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Figure 28. Structure concept model.

The concept model of the system structure (see Figure 28), i.e., the system hardware architecture, is
based on the AP233 system structure concept model presented in Figure 15 in Section 3.1. The main
idea is that Structure is defined by its Parts and interfaces. The interfaces are modelled by Ports speci-
fied by Signal flows that flow through the ports. The Port has one or more Electrical pins (mechanical,
hydraulic, pneumatic or optical ports are not currently included in the model). Electrical pins can be
connected together with Connection. A connection is a logical issue that may manifest itself in the real
cable harness in very many ways, not only as a single wire but with cable splices etc. that are defined
during the electrical CAD work. Nevertheless, Connection represents a galvanic connection between
the pins that it connects. As a comparison with the electronics schematics and printed circuit design,
the Connection class represents a line in electronics schematics, and the electrical CAD work repre-
sents a printed circuit design. The internal issues of electrical CAD are not modelled in the IIDAbase
model but are left for the electrical CAD tools. It is assured that the model includes the attributes
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needed for electrical CAD integration, however. For example, the location information shown in elec-
trical CAD drawings for cables etc. can be part of the ‘code’ attribute of a Part artefact.

In principle, the association from Structure to Port seems unnecessary because Structure consists of
all the Port artefacts under the Part artefacts anyway. In the model, Port can now be directly associat-
ed with Structure if necessary”, however, even such that a Port artefact is not linked to any Part arte-
fact. It should be noted that the structure model of AP233 in Figure 7 in Section 2.1 has the same
model in this respect: a structure consists of parts and ports, and a part consists of ports. The AP233
standard goes even further: a structure also consists of interface specifications, which in the IIDAbase
model are called Signal flows. Our model also provides such an association, and this is in fact useful in
the case of system functions (see Section 3.8). A system function can be associated with a structure of
its own such that, e.g., the safety analyst or a maintenance person can be provided with structure in-
formation that points out the parts, ports and signal flows that are used and needed by the particular
system function. Without the direct relation from Structure to Port and Signal flow, a system function
structure would be impossible to present because a part inherits all its ports and a port inherits all its
electrical pins, not only the ports and pins that are relevant to the particular system function structure.
Such a system-function-specific structure is a partial structure of the whole system structure and is
required by the safety analyst. It is also helpful for the maintenance persons to see which parts, ports
and signal flows need to be faultless for the function to work correctly.

For this reason, the model diagram in Figure 28 illustrates the fact that a part, port or signal flow can
belong to several structures, to the system structure and to one or many system function structures.
Physically they only belong to the system structure however; the system function structure is only a
partial view of the system structure.

The Structure itself and the Part can be illustrated in one or more Diagrams. The functionality of a
Part artefact and of each Electrical pin artefact may be configured by one or more System parameters.
Ports are not considered to need configurable system parameters.

There are basically three types of Signal flows: Normal signal flow, Primitive signal flow and Com-
posite signal flow. The concept of a composite signal flow is needed in cases in which the actual signal
flow is composed of two or more signal flows, which we call primitive signal flows here. Such an
example is a quadrature encoder sensor in which the position Signal flow is composed of two primitive
signal flows, Channel A and Channel B. In an IEC 61131-3 PLC-programming tool such a composed
signal may be generated by a function block from the two input variables, here Channel A and Chan-
nel B. Hence, the model allows a composite signal flow to be related to a Function block artefact to
provide an unbroken view of the signal flow from its source to the point where it is finally consumed.
This helps the safety engineer define clear safety analysis borders. It also provides the possibility of
deepening the HAZOP studies to cover the software. It is possible to relate a normal or primitive sig-
nal flow to a Function block if necessary. In this case, the signal flow will not become the output from,
but the input to, the Function block. The normal and primitive signal flows can be distinguished in a
database implementation by the fact that the foreign key to the composed signal flow is NULL in the

11t could be considered that in the case of a system structure, the Port and Signal flow artefacts that are related
directly to a Structure artefact could be the ones that constitute the external interface of the system.
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case of normal signal flows. At the time of writing this research note, however, no usage scenario is
known in which normal signals should be distinguished from primitive signals.

Signal flow is mapped to Connection for the purpose of safety analysis: during signal-based
HAZOP, the cause of a deviation can be pointed out in the model, e.g., it can be shown that a possible
cause of a deviation ‘no signal’ is a break in connection between electrical pin x of part X and pin y of
part Y. If, however, a more detailed estimation of the probability of the connection break is needed for
the safety analysis, electrical CAD drawings will be needed or the information on the cabling imple-
mentation will have to be brought by the persons attending the analysis sessions. In the case that the
cabling has not yet been designed, the analysis may provide requirements for the structure and quality
of the cabling. It is of course suggested that the safety analyses of system functions are carried out
before electrical CAD work.

As can be seen from Figure 20, the right part of the concept model is enclosed in a frame called Part
type lib. The idea is that the datasheet information of the part types is stored in the database. It is also
possible to attach a conventional Datasheet with a Part type artefact if necessary however. The opti-
mal workflow would of course be such that the component manufacturers provide the datasheets in
XML files that can easily be incorporated into IIDAbase.

The part type library contains all the generic information about the parts, their connectors and their
electrical pins. Part is an instance of Part type and Electrical pin is an instance of Electrical pin type.
Hence, a part inherits all the information from its part type. Similarly, an electrical pin inherits all the
information from its electrical pin type. For electrical pins it is quite normal to provide several func-
tionalities, like analogue input and digital input, and this can be configured according to the applica-
tion needs. Hence, in this case, the electrical pin cannot simply inherit the 1/O type of the pin (because
it is configurable). To denote the actual 1/0 type, two special attributes, actual_io_type and direction'?,
are included in the Electrical pin class.

Part type, its Physical connectors and their Electrical pins can be specified with several Spec pa-
rameters. The specification parameters cannot be changed; they have been defined by the part vendor,
e.g., a part can have as its specification parameter, weight, dimensions, allowable temperature range,
etc. Such information is normally presented in an easily readable format in conventional datasheets,
but the provision of such a structured way of storing specification parameters in Spec parameters fa-
cilitates showing of the parameters in documents or drawings created from I1DAbase.

There is also a class for pin groups (the Pin group class). The reason for this is that in certain cases
it is not reasonable to assign a specification parameter to an electrical pin but to a group of pins, e.g.,
in the case of a CAN interface, it is reasonable to assign the physical ratings of the interface to a pin
group called CAN interface instead of replicating the information for each pin, CAN_H, CAN_L,
CAN_Supply+, etc.

Connector groups are not modelled as a separate class, but if there is a need to assign connectors to
a group, the Physical connector class has an attribute for this purpose.

2" The two attributes are redundant in the sense that direction can be derived from the actual_io_type if the list
of actual 1/0 types is fixed and well selected.
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The Spec parameter class has been motivated by the MSRSYS specification [7] and contains many
of the attributes defined by it. The Part type class has been defined such that it can accommodate the
Deviceldentity element from the CANopen XML-based device profile according to CiA DSP 311 [10].

The part type library artefacts (Part type, Physical connector, Electrical pin and Pin group) cannot
link to a Diagram artefact, but they can be attached to figures through the Spec parameter class, as a
specification parameter can include one figure. Hence, if, for example, a part-type vendor wants to
illustrate its part type with photos from the front and behind the device, it can simply create two speci-
fication parameters called Front view and Rear view and attach a figure to each of the parameters. The
problem with this scheme is that in the case of a database implementation, the database will become
large if there are many figures. This is due to the fact that currently a figure is stored in a database as a
large binary object, not as a link to the figure file.

The attributes of the classes are defined and described in the context of the database model that is
discussed in Section 4.1. A full list of attributes is not provided in this research note however.

3.7 Behaviour

Requirement Diagram
1.7 0.*
Is dictated by L
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L Use case act
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1
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Figure 29. Behaviour concept model.
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The behaviour concept model in Figure 29 encompasses the description of the functionality of the
system. Its core class is the System use case class. The Behaviour class only gives a basic description
of the system in verbal format as captured from the stakeholders, i.e., a description of the work to be
performed by the machine (the ‘intended use’ of the machine as phrased by ISO 14121-1), but it also
stores the description of the reasonably foreseeable misuse that must be considered according to 1ISO
14121-1. The Operating mode class is also provided due to the 1SO 14121-1 requirements, though
they must of course be systematically listed anyway. Life cycle phases and operating positions are
listed and described systematically in the Life cycle phase and Operating position classes respectively.

Behaviour is described in a more systematic way in special use cases called System processes. This
modelling paradigm is derived from the SYSMOD profile [11]. System process is a special case of
System use case. As described in [11], the system use cases contain the system process information
implicitly through the preconditions-post-conditions chain, while the system process contains the
whole story in a single use case explicitly. The system process can be illustrated by an activity dia-
gram in which each activity in the diagram is described by a system use case.

System use case artefacts are created to describe the functional requirements stated by the stake-
holders in a systematic way. This is why the system use cases are related to the Requirement class as
depicted in Figure 29.

System use case can include finer grained use cases or extend another system use case. The se-
quence of acts of a system use case is stored in the Use case act class. The reason for separating the
Use case act class from the System use case class is that during the Use Case Safety Analysis (UCSA)
we need to be able to link a single use case act to an identified hazard to provide traceability. It must
be ensured that to extend traceability such that if, e.g., the set of Human actor artefacts is changed not
only the System use case artefacts related to the changed Human actor artefacts are marked suspect but
also the related Use case act artefacts and the related hazards. This is reasonable if we think about a
case in which a new actor is introduced into the system. It is then highly relevant to re-analyse, using
the UCSA method, all the system use cases to which the new actor is linked or, if one of the human
actors is removed from the human actor list, one or more hazards identified by UCSA may become
irrelevant or need an update.

UCSA requires a more rigorous specification of system use cases. Hence, the System use case class
is amplified by a supplement: the System use case supplement class. The reason for separating System
use case supplement from System use case is workflow: the supplement part may be filled in a differ-
ent phase of the project. The system use case objects could not be marked as ready while the supple-
ment part was waiting for its contents if the system use case table also included the supplement part.

System use cases are realized by System functions. A use case can use one or more system functions,
and a system function can belong to several use cases. The system function model is described in more
detail in Section 3.8.

The attributes of the classes are defined and described in the context of the database model dis-
cussed in Section 4.1. A full list of attributes is not provided in this research note however.
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3.8 System functions

Structure

Function block Is allocated to 0..1

Is specified by
1.4
System parameter| |Requirement
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1 | Is presented for evaluation as Diagram
Safety function 1 Is modelled by 0..*

Safety-related block diagram _,—[>

Safety-related part of control system
Is mapped to 1..*

0..*

Is described in

0.* 1 ’ 1 t
Document 0.2 0.1

Normal channel||Test channel

FUNCTION BLOCK LIB J7 ﬁ

) Function block type Channel 1 Block 0.* Part
Is an instance of 0..1 1..* 1.4

o L ~ L.

Figure 30. System function concept model.

The system use cases are realized by System functions. System function is specified exhaustively in this
concept model (see Figure 30) such that the software engineer can implement the software for the
system function based on it. The attributes of the System function class are selected such that the re-
quirements for a safety function specification according to IEC 62061 [17] are fulfilled. Safety func-
tion™® is a special case of System function and is often a ‘sub-function’** or, to be more precise, a ‘para-

3 The concept of a safety function can be somewhat obscure to a machine automation engineer, and it may be
difficult to identify and specify a safety function. For example, a boom movement is a normal operational
function. When limiting its speed to a safe level, the speed-limiting facility can be called a safety function, but
it may be difficult to point it out and show where it is because it may simply be a line of application software
and a parameter embedded in the application software. Let us think of another safety function called ‘preven-
tion of unexpected movement’: the boom movement is stopped when the joystick is released to its central po-
sition but, for safety reasons, a dead-man’s switch and a hydraulic enable valve are added. Now the require-
ment for the safety function ‘prevention of unexpected movement’ could be, e.g., PL d, which is achieved by
a two-channel approach (i.e., with Category 3 according to 1SO 13849-1). What are the two channels? The
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3. IIDAbase concept model

sitic function” of a system function. Hence, the model allows a system function to consist of one or
more sub-functions. There can of course be sub-functions that are not safety functions.

Furthermore, the model contains almost all the information needed to make a safety analysis for a
system function with analysis methods like FMEA, HAZOP or FTA. The missing part in this model in
regard to safety analysis is the communications part, which is described in a model of its own (see
Section 3.10).

A system function is allocated to a Structure artefact of its own. As described in Section 3.6, such a
system-function-specific structure is a partial view of the actual system structure; see the rationale for
this in Section 3.6.

A system function is specified by a set of Requirement artefacts configured by System parameters
and can be modelled by Diagrams. Any diagrams can of course be attached with a system function.

A system function is realized by one or more Function blocks in the case of IEC 61131-3 program-
ming or similar. A function block is an instance of Function block type in the function block library.

The model also includes the classes needed to carry out the Performance Level (PL) evaluation ac-
cording to 1SO 13849-1 [18]. Neither the IEC 62061 nor the IEC 61508 safety integrity level (SIL) is
currently supported, although the System function specification is done according to IEC 62061".
Safety function must be represented for the PL evaluation in a manner that cannot be fulfilled by the
Structure concept model presented in Section 3.6. Hence, a special set of classes is attached to Safety
function. Safety-related block diagram needs to be drawn to define the logical structure of the safety
function to illustrate which blocks (i.e., unities of parts) are logically connected in series and which in
parallel in the fault tolerance sense. 1SO 13849-1 gives guidance on drawing such diagrams. Such a
diagram is in theory drawn for each safety-related part of a control system (SRP/CS)®, but the model
requires a combined block diagram to be connected to the safety function due to the fact that it is more
common to present the combined diagrams. The model also allows linking of Document artefacts to an
SRP/CS artefact. Such a document can be a safety manual or a technical manual of an off-the-shelf
safety device such as a safety PLC.

A safety-related part of a control system'’ (SRP/CS) can be a one channel system or a two channel
system. Such channels are denoted Normal channels in the model. Test channel may also be defined.

first one is the normal centre position stop and the second one is the dead-man’s switch — enable valve —
channel. Now this leads to the fact that half of the safety function is allocated to the normal channel and the
rest to the additional safety channel. In both of the examples it is difficult to separate the safety function from
the operational function and hence the electrical control system that executes the normal system functions eas-
ily becomes a safety-related electrical control system as a whole.

14 safety function is not a sub-function in the sense that the system function does not necessarily call it, but the

safety function exists along with the system function to provide the necessary functional safety measures.

% The reason for adopting the IEC 62061 function specification format while otherwise following 1SO 13849-1

is that 1ISO 13849-1 does not provide such a systematic safety function specification as IEC 62061.

16 Very often a safety function is considered to consist of three SRP/CSs: input, logic and output. PL is evaluat-

ed for each of them and the combined PL is calculated according to the rules of 1SO 13849-1.

7 Note that the SISTEMA tool by BGIA calls these subsystems. As ISO 13849-1 does not use this term, we
simply call them SRP/CSs and, in fact, SISTEMA treats them as SRP/CSs according to 1SO 13849-1 even
though it uses redundant terminology.
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The Normal channels and Test channels are special cases of the Channel class. Each channel consists
of Blocks and Block consists of Parts.

The attributes of the classes are defined and described in the context of the database model dis-
cussed in Section 4.1. A full list of attributes is not provided in this research note however.

3.9 Documents

Refers to

Chapter
0.~
Includes
1 0.*
0.*
* Diagram
1. Includes 0..1
Paragraph 0.+

Figure 31. Document concept model.

The Document concept model in Figure 31 is simple: Document contains Chapters that can consist of
lower level Chapters. A chapter consists of one or more Paragraphs. A paragraph can contain one or
more Diagrams.

A chapter can belong to one or more Documents. The idea is that Chapter text can be used in differ-
ent documents through dynamic linking such that if a change is made to a chapter it is reflected in all
the documents that include that particular chapter.

The Document model is a simple book-like model. In fact, the Chapter-Paragraph model is only
useful in cases in which the same chapters or paragraphs are used in several documents and the para-
graphs do not contain info from the other artefacts, such as Requirements.

The attributes of the classes are defined and described in the context of the database model dis-
cussed in Section 4.1. A full list of attributes is not provided in this research note however.
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3.10 Network (CANopen)
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Figure 32. Network concept model (draft).

A draft of the network concept model is depicted in Figure 32. Network consists of Nodes and sub-
networks. A node is a special case of Port (see description of Ports in Section 3.6). A network is spec-
ified by a protocol specification and by a message specification structured as a Message class. Mes-
sages are owned by Nodes. A message can carry one or more Network signal flows. A Network signal
is mapped to Signal flow (see description of Signal flows in Section 3.6). A network signal flow is
mapped to CANopen object (in the case of CANopen networks). A CANopen object is an instance of
CANopen object type owned by Part type.

Furthermore, some of the system parameters reside on remote nodes. Hence, to make them accessi-
ble, Networked system parameters are defined as a special case of System parameters. In the case of
CANopen, access by such parameters is through the SDO service. The necessary parameters to do this
can be found in CANopen object (actual value) and in CANopen object type (other parameters).

Note that this model is not complete and has neither been tested nor demonstrated due to the fact
that network modelling was not part of this work. The model above was only created to ensure that the
Structure model can be linked to the network model. The model above is CAN-bus- (especially CAN-
open) oriented and needs to be generalized to cover other communication protocols. The node and
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protocol specification — and message specification — concept model is generic and should work with
any communications system type, though the attributes may differ.

The attributes of the classes are defined and described in the context of the database model dis-
cussed in Section 4.1. A full list of attributes is not provided in this research note however.
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4. lIDAbase implementation examples

The data model was tested and demonstrated in two environments: a MySQL-MS Access relational
database environment (see Section 4.1) and an Application Lifecycle Management tool called Polarion
ALM (see Section 4.2).

The MySQL-MS Access environment worked as a convenient and quick environment to create
forms with sub-forms to test the concepts and relations between the tables, whereas Polarion ALM
provided the version management, traceability feature, issue management and workflow feature neces-
sary to create real-world implementations of the IIDAbase concept.

4.1 Database implementation

4.1.1 Introduction

A database model was created according to the IIDAbase concept model and implemented as a
MySQL database. The database model was designed by the MySQL Workbench tool with its EER*
notation. From the MySQL Workbench, the SQL scripts were generated to create the database on a
MySQL database server. It is assumed that for each system under development, a dedicated schema is
created in the database server.

The notation used in the database model diagrams applies the UML style for presenting multiplicity
at the ends of the association lines. A solid association line means an identifying relationship, i.e., the
related items cannot exist without a parent item while a dashed association line means a non-
identifying relationship, i.e., the related item can exist without a parent item. See Figure 33 for the
EER notation style.

8 EER stands for Enhanced Entity-Relationship, but there are other EER notations that do not resemble the
MySQL Workbench EER notation.
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| table1

— | table3
VidINT
 tablet_id INT

Figure 33. Guide to interpreting the EER model notation.
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4.1.2 Core of the database model

Figure 34 illustrates the core of the database model.

" ib_artefacts v
arbefact_id INT
_] ib_artefact_types v name VARCHAR(60)
artefact_type_id INT bt o o code ¥ ARCHAR(64)
kype YARCHAR(45) . : ] description MEDIUMTEXT
code_prefix VARGHAR(10) | _“-il ________ is_under_work BOOLEAN
description MEDIUMTEXT | »ib_working_copy _version_info_id INT
workflow_states MEDIUMTEXT '—D"fl & ib_artefact_type_id INT
> ib_super_artefact_type_id INT workflow_state VARCHAR{45)
i | is_valid BOCLEAN
1 : 1 : 1 1 :
| | !
| | ¢!
: : 17| 0.4 :
l : ::ll ::;::tstof aﬂ :::efacts of " ]ib_version_info ¥
| | connected t;ﬁt‘;s table version_jnfo,_jd INT
J I_ version_number BIGINT
| | version_label YARCHAR(45)
: : date DATE
| I authors Y ARCHAR{ 60)
| | reason MEDIUMTEXT
: : comm ents MEDIUMTEXT
| | status VARCHAR(4S)
| | state VARCHAR(45)
1 : 1 : ib_artefact_id INT
| ib_relation_types v : 5
relation_type_id INT
relation_type YARCHAR(45) |+ 1 *
description MEDIUMTEXT 1

_________ T ]'GI v
»ib_first_artefact_type_id INT | j Ib_artefac L

first_mullipicity VARCHAR( 10) | ib_parent_version_info_id INT(11)

»ib_second_artefact_type_id INT = = =t # 10_shid_version_nfo_id INT(11)

second_multiplicity Y ARCHAR(10) H_sumpect TINYINT(1)
| @ ib_relation_type_id INT(11)

Figure 34. Core of the database model.

The ib_artefact_types and ib_relation_types tables store all the information in the concept model de-
scribed in Chapter 0. Each artefact in the system must be linked to an artefact type provided by the
concept model, and each artefact relation must be linked to a relation type provided by the concept
model. This helps build a systems engineering tool that guides the creation and management of the
links and their relations to each other. For example, when the system engineer wants to add an artefact
to the I1IDAbase repository, the tool can list the available artefact types. Once the system engineer has
selected the artefact type he wants, the tool can list the artefact types that must or can be associated
with this artefact type. In fact, this provides a guided workflow in the sense that if, for example, the
system engineer starts his work by creating a Use case act artefact, according to the model there must
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be a System use case artefact associated with a Use case act artefact; hence the tool insists on creating
a System use case artefact, but as soon as he creates a System use case artefact, the tool insists on cre-
ating a Behaviour artefact and again while creating the Behaviour artefact, the tool insists on creating
a System artefact. Hence, although the workflow is in a sense incorrect, the tool can be programmed
with the help of this core database model to ensure inclusion of all the necessary artefacts needed for
the integrity of the system artefacts.

The ib_artefacts table stores the generic part of each artefact, the ib_version_info table stores ver-
sion information of each artefact version and the ib_artefact_relations table is used to make the rela-
tions between the artefacts according to the model. The artefact-specific part of an artefact type is
linked to the ib_version_info table as depicted in Figure 35.
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Figure 35. Linking the artefact types to the core model; example: Human actors-artefact

The core model presented above supports version management such that the versions of the artefacts
are stored in the same database or the versions are stored in a version management tool like Subver-
sion. In the latter case, the format to store a database record as a line of text into the Subversion reposi-
tory needs to be defined. Such a format was not defined in this work.
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In Table 3, one of the artefact tables, namely ib_human_actors, is described in detail.

ib_human_actors_

Table 3. Description and attributes of the Human actor artefact.

Table name Table description

Lists all the human actors dealing with the system, whether they are users
of the system or outsiders. This table fulfils the requirement of ISO 4121-
1,5.2 b), c) and d).

Attribute name Attribute Can be Column description
type null

actor_id int(11) NO Database id of the actor

explanation longtext YES A more detailed description of the actor role

qualification mediumtext YES Description of the necessary training etc. for the actor to be quali-
fied to perform the use case [ISO 4121-1, 5.2. c)]

gender text YES If it matters whether this role is occupied by a male or a female,
the description of such considerations is written here [ISO 4121-1,
5.2. b)]

dominant_hand text YES If it matters whether this role is occupied by a left-handed or a
right-handed person, the description of such considerations is
written here [ISO 4121-1, 5.2. b)]

physical_disability text YES If it matters whether this role is occupied by a person with a physi-
cal disability (like a visual or hearing impairment, size or strength),
the description of such considerations is written here [ISO 4121-1,
5.2. b)]

outsider tinyint(1) YES TRUE if this actor role is not a user of the system, e.g., operators
of adjacent (possibly similar) machinery, non-user employees in
the vicinity, non-employees in the vicinity; the description shall be
given in the description field. [ISO 14121-1, 5.2 d)]

ib_version_info_id int(11) NO Link to the version of the Human actor artefact to which this con-

tent belongs

The attributes of all the artefact types presented in Chapter O were defined in the same way using the
MySQL Workbench tool.
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4.1.3 MySQL-MS Access demonstration

The data model was tested and demonstrated with an MS Access 2007 database application
called IIDAdesktop created in the project. The MySQL tables were linked as external tables to
IIDAdesktop. The main user interface of IIDAdesktop is illustrated in Figure 36.

IDAdesktop

System: KOTOCASE control system Code: KOTOCASE

Standards

Specifications

il

System structure

— o

:

Instructions

Discrete Ul Discrete Ul
control ~ indicator
devices N - devices

-
F’
Sensors Controllers Actuators

Diagrams

Logs

H K
il

Reports

Requests

Figure 36. lIDAdesktop user interface.
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IIDAdesktop allows browsing of the system engineering artefacts. The upper left corner of the user
interface collects the system context information needed for, e.g., risk assessment. By pressing, for
example, the Environment button, the following form is shown (Figure 37):

System environment A |

System code:  KOTOCASE

Environment
name:
Environment  ENVR_0001 Type: Mechanical _j
code:
Environment  This environment illustrates the overview of KOTOCASE hydraulics system
description:
Diagrams
Diagram number Type Name Link to diagram
DGRM_0017 Hydraulics schematics = KOTOCASE hydraulics overview diagram \Diagrams\KOTOCASE hydraulics overview.png

Litinglowerning

Traveding backward/

forward Steering angle Break release

Gravity lowearing vahe

E.

= ]
L

ard_actuate

S PSS

] |
up_aciuate forward_actuate front_whesl_nght

ganil

ont_wheel_left

] E[Y%
brake_release

Figure 37. System environment form with Diagrams sub-form (only one environment is shown).

down_actuate
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The system artefacts can be browsed from the middle of the IIDAdesktop user interface. For example,
by pressing the System structure button, the following form is opened (Figure 38 and Figure 39).

System structure R I

Structure code: STRCT_0001 Structure type: main_architecture
Overall description of the stucture System code:  KOTOCASE
| ez BB % —= | Xxd@e

=5

|»

The KOTOCASE contral system consists of two main controller modules and an engine sub-system module. The three modules are:

s Platform controller
s Chassis controller
* Engine controller.

Remote control option is also planned. In that case a wireless remote control receiver is added into the systems
» ‘Wireless remote control receiver.

The controller modules are networked together with a communication bus, like CANopen

The preliminary decomposition of the KOTOCASE programmable electronic control system is illustrated in Figure [DGRM_D006).

bdd PES )
«Systems
KOTOCASE control
system
[ |
uSySTan aparts «SYSIQI'I’II'
Platform sub-system Chassis sub-system Wireless recoiver
| «Systems wparts
«parts Engine sub-system [ ECU
Display
part «Syslems
- gl Engine
wparts Chassis controller instrumentation sub-
| Engine start switch system
aparts
«parts — Brake_release_switc
Un&Down/Transfer h anarta |

Figure 38. System structure form, part 1.
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Figure 39. System structure form with Diagrams sub-form, part 2.

In Figure 39, the signal flow names of the schematic drawing can be fetched from the database, e.g.,
the Joystick_up_down signal is attached to IIDAbase, and hence if the signal name is changed in the
database the figure is updated accordingly. MS Visio was used as the drawing tool. Furthermore, by
clicking the Joystick_up_down signal a list of the signal attributes is opened as shown in Figure 40.

)
Up_down_transfer_jcystick
Joystick_enabling_switch
P
Up&Down/Transfer_
|_selection_switch
= Joystick_up_down £
Joystick_center_position Shape Properties |DWSWI Layer Selti ! Markup Selti I
Emergency_stop  Propesties for shape: Dynamic connector. 222 @
- _.L- switch
Name | Value -
1
s |
2 4@) Absolute_p description
2 l flow_code SIGFLOW_1 =
S Power_switch name Jopstick_up,_d
| safely_critical 1
| | Overload_sensor state
type WORD
( ) — | signal_flow_id 1
1939 discrete_values
sontroller £ | is_network_signal 0
: K n -:J
I

Figure 40. Browsing the Signal flow attributes.
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The attributes of the parts and the signal flows of the structure can also be browsed by pressing the
appropriate arrow button in the IIDAdesktop user interface, e.g., the Discrete Ul control devices arrow
produces the following view (Figure 41):

Parts @ ||<|4|>|»|

part_code: PART_33112-2211 type: Discr_U1_ctrl
name: Up_down_transfer_joystick
configuration:
description: The up/down joystick controller; use also
for transferring the machine MTTFd:

Part type info | Diagrams | Ports | signal flows | Electrical pins | system params |

»
part_type_id: E is_well_tried:
product_id: 1234-5680 HW_version:
supplieriD:
name: Penny & Giles JC150-WT15
supplier_text:
description: Joystick with enable switch
SW_version:
device_family: Discrete Ul control device FW_version:
SW_build_date:
supplier: Etra Electronics Oy
specification_rev:
order_number: JC150-Y-E-M-WT-STN product_family:
datasheet: http://www.pennyandgiles.com/docGaller
y/99.PDF
SpecParams:
»
spec_params_id |spec_params_tode name Figure:

7 d3bd115e-f8c6-468b-bfaf-|Contact resistance

Rc

rantart recistanra nf the winar Imanifactz lika a cerial racistar in the winer wiral

Figure 41. Form for browsing parts and their specifications.

System parameters and subsystems can be browsed from the respective arrow buttons in the
IIDAdesktop user interface.
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By pressing the Behaviour button in the user interface, a form is opened that provides access to the

system use cases (see Figure 42 and Figure 43).

I[ FlEET I E@A% = Zm0@ e

Thnmmobnpmmﬁhmtmis:

» Lifting and lowering workers onto desired height
« Lifting and lowering goods onto desired height
« Maving goods (and workers) on wheels 1o a desired spot.

¥ Lh-anwnlnn. Pro version available at hitpiicstandardcom

[ FEE: BEBE N —=dmad e

« Itis anticipated that too heavy loads are lifted with the platform
« It is anticipated that workers amange rally races with the machina
« It iz anticipated that the machine is used as a tool to underpin ceiling structures,

Rmm-mmwmm. Proversion avallable at hitp.ixstandand com

ﬁ—

ha KATACASE marhina ic anaratad fram tha rhaecie

Figure 42. System behaviour form, part 1.

Operating of the platform from the platform

|| Using remote panel to lift platform from height A to B

to stored positicn from platf:

Jrestony

Figure 43. System behaviour form, part 2.
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When the Use Case details button is pressed in the General behaviour form, the System use case form
is shown as in Figure 44.

System Use Cases

@l |

»
Use case code  SNJorfTL) Safety related supplement
Title Actor qualification
Operating of the platform from the platform Read up on user instructions, no training

Short platform independent description
The operator operates the platform while standing on the platform, if Activation frequency

lifting/lowering is not disabled [Exception: Lifting/lowering is disabled] Daily (8 h) 100 times (lifting or lowering)
using a control device that provides controls for lifting the platform up

and lowering the platform dawn. ‘m“_“’“s - R

Pr jitions The lifting/lowering is described in user manual Doc1234.PDF Chapter 2.4.5
Emergency stop has been released. The machine has been started and the

platform has been selected to be the control place (see Use Case Expected misuse

Exceptions

Lifting/lowering is disabled: Lifting/lowering is disabled if load is too
heavy or if the end position is reached (in which case movement to the

Preliminary risk scenario
other direction is allowed)

Crushing hazard is evident if quick-height function drives the platform to
unexpected position or if movement continuss after releasing the
joystick, \rinMachine damage (fire perhaps?) is possible if the joystick is

applied although end position is reached.\r\rUnexpected movements

Postconditions must rot occur when engine is started or the lifting/lower function is
selected.
Comments
Think about buttons instead of joystick for ergonomic and possibly for
safety reasons
Result Iﬁ_nahfsus needed
v
The platform is at the desired height
R.etoru: " 1ofl P oMb { i | Search

Lifecycle phases (Operating modes | Human actors | Others in hazard zone | Sequence of acts I Dlagrams] System functions I

I Vifn ruels rods Blamns Cumlanatinn

Figure 44. System use case form.

The bottom part in Figure 44 shows the artefacts related to the particular use case. They can be
browsed by opening the corresponding sheet, e.g., the Sequence of acts sheet as shown in Figure 45.
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Lifecycle phases |_gpetating rnodes] Human actors | Others in hazard zone Seq e of acts |"' g System functions |
P Actcode: Act title: Start engine Order: 1

If engine is not started yet, it can be started from the start button at control panel at the plaftorm.

Act code: ACT_0002 Act title: Select lifting/lowering -function Order: 2

Lifting/lowering is selected from the function selection switch

Act code: ACT_0003 Act title: Store current height Order: 3
The current height can be stored by pressing quick height button A or B for a long time

Figure 45. Sequence of acts sheet.

The Decision support part of the IIDAdesktop user interface collects the entry points to the risk as-
sessments, the requirements management and the verification and validation. The Risk assessment
button opens the following form (Figure 46):

Risk assessments Ca— B o
Assessment System code: KOTOCASE
name:

Assessment id: 1 Start date: 13.6.2009  Version: Assessment code: RISK_ASS_1_
Analysis method PHA End date: State:  analysis_opened =l

wiskestimaton < sz01 o | comum | o | | comonn | S
method: valuation valus

Descriptionof  This PHA analysis should identify the potential hazards of the requested new feature: Horizontal movement of the platform
scope:

Descriptionof  The PHA is carried on by using the type of form and method presented in ISO/TR 14121-2 Appendix B.
method:

Results: The PHA analysis showed up the the major risk with the horizontal movement is tipping due to the movement of center of cravity such
the balance of the machine cannot be retained.

Figure 46. Risk assessment form.
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By pressing the Open risk analysis button in the form above, the corresponding analysis tool is opened
(in this case the PHA tool) (see Figure 47).

el

_ / ario While persons in duty are on the platform or there
d zone Platform, Scissors service area, machine near are persons in vicinity or maintenance man isin
vicinity scissors service are the platform moves
horizontally by itself and causes squeezing, cutting,
falling, flinging etc of the person in duty or person
Any situation where people are on the machine or in vicinity
.

Platfom moves horizontally by itself

4: death, losing an eye or arm :
ty 5:Very high

5:
uency 2:>2weeks to <=1 year (duration <= 10 min)

d Movement enabling is done with 2 channels (one
fault will not cause an unintended movement) at

es |east partially; communication channel is built to S
SIL2 level (see IEC 61784-3 part 5.6.2; also analyze e
other faults than just the “corruption” faults)

Figure 47. PHA tool.
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This tool can also be opened by first pressing the Safety process button on the 1IDAdesktop user inter-
face, which opens the safety process outline figure (see Figure 48), and then pressing the Preliminary
Hazard Analysis (PHA) box, which produces the PHA process illustration in Figure 49. From there the
PHA tool is opened from the tools button in the middle of the figure.

KOTOTU Safety Process

T = Safety plan
System concept
Stakeholder 3
(testusl description, s,
reTETEE T nodoun modals,?:iud models,
presvious generation examples, ete.

.

Architectural design,

Use cases and " reduction measures
life cycle model (S0 121001 Ch54-5.5)

]
]
]
]
:
analysis (UCSA) | ES o
(Intial systen fundlion specs ) @M{IWHNQA especially Ch 4.6 and £
:
I
I
]
]

analysis (PHA) ISO 14121-1 and

bt
]
Preliminary hazard :
1
—— IS0 12100-1

Design of risk

Use case safety

| IS0 138439-2 Anneves AD)
# ‘%@w—

Preliminary design
(Detaded sydem fundion specs.)

Function analysis +

communications HAZOP, FMEA andior
J"‘““F'rm IEC 61784-3

analysis

| %/r -------------- |

Continued design » _ Evaluation of the ISO 13849-1
(Updated sysem fundlion specs.) performance level PL
I1SO 13849-2

Finalised design
(Final sygten funclion specs )

|

Implementation
(HYY, SW, etc. docum entation
including fine function diagrams,
user manuals, efc.)

|

Testing

Validation

System code: KOTOCASE

Figure 48. Safety process outline view.
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PHA
¢ | e | = |
SO 1412141, Ch. 42 and 5——— SO 141211, Ch. G and 7. SO1M211, Ch. 89— S0 1412141, Chapler 8— SO 138491, Ch43-44
(-l /-I 0 (I /4 ’Jm.swmaam 3
| Il | ” IEC 62061 Chapter 5231
Related
it skati -t Issue request Change

descriptions || "eguations,
ind, inftial :’:?mﬂrﬂ

spedfications [l o ents
[ 17, m -
Hazard Identi fication Risk evaluation and
o andrisk i = rigk

Experience of || Ergonomic rQ«m?Hm } 7| PHAmport '\ e
T'E
"
ife

-

[

Redevant
cyde phases
b A N AN o i)
[

EE

Uselimis || Space imits r—['\ < ndiale—I

Elicit initial safety Satety - Update
Y ( specification
Other ill!
Tins imits (| *77eonmer-
ireq
| S J System code: KOTOCASE

Figure 49. PHA process illustration.

In the IIDAdesktop main window, the Requirements button has a twofold function: pressing the left
side of the button opens the Polarion ALM tool and shows the requirements, and pressing the right
side of the button opens a form to browse the requirements from the MySQL database, if the require-

ments are mirrored from the ALM tool in MySQL.
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The documents for the system can be browsed through the folder list on the right side of the window
(see Figure 36). By pressing the folder icon, the document management tool that is used is opened. In
this case, pressing, for example, the Standards folder opens the Polarion documents repository (see
Figure 50).

View. Manager ~
rOLaRIOn

Navigation LI A | TIKOSU_workshop_SystemEngineering > Repository Browser
Path : R ing

Weilcome System Administrator - My A

Project: TIKOSU_workshop_SystemEngineering Em}___'

Figure 50. Polarion repository: Standards folder.
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7] Home
N Revision: 373 [HEAD] Age: 1 minute  Author: System Administrator  Total items in dir: 11
. Dashboard
a Quality Comment: File ws added remotely
t ual
+ {3 work Items
& Modul ™ [ Ec_s1784_3 2007.pdf 31 [ 1873 4minutes System Administrator File was added remctely
i uies |
@ Ciciinants I [ SO_TR_14121_2_2007.pdf 52 [ 1874 4 minutes System Administrator File was added remctely
- Al I
o B wiki I™ [0 SFS_EN_280_2001.pdf 3ss [ 1868 2minutes System Administrator File was added remctely
& Repository T [ SFS_EN_28041_2005.pdf s ] 1870 Iminutes System Administrator Fike was added remctely
{Srowesr: [ [ SFS_EN_60204_1_2006.0df 357 [[] 1868 3mnules System Administrator Fie was added remctely
= Global Shortcuts
& @ = Wi I:k [ ij SFS_EN_62051_2005.pdf 388 E 1864 3Iminutes System Administrator File was added remctely
reate Wo |
Item — FI;m“S_EN_BO_'IZIM_LZWS.pdf s ] 1881 2minutes System Administrator File was added remctely
O :ﬂfesﬂlved ; _"F'B'!Fs_zu_so_umo_z_znns.pof aro i 1881 2minutes System Administrator File was added remctely
aquirements |
7] Suspect Work (" [0 SFS_EN_1S0_13849_1_2007.pdf 371 ] 1850 2mnutes System Administrator Fie was added remotely
Itzms ™ [ SFS_EN_IS0_12849_2_2004 pdf arz [ 1888 2minutes System Administrator File was added remotely
= n‘;i“;‘:f_:‘s [ [0 SFS_EN_ISO_14121_1_2007.pdf BB 1884 1mnute System Administrator File was added remctely
“a My =
Requirements -
My Tasks
* + My in Proaress
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The Diagrams folder opens an internal diagrams browser however (see Figure 51).

Diagrams o |

Drawing num KOT_DWG_1234 Digram type Function_diagram

[l

Diagram code BNy
Name Up/down control from platform

Description

Link to diagram \Diagrams\Up down function diagram.png

Linkto source  \Diagrams\Up down function diagram.vsd

Qe daafe: 37| N3 @

A
Height_display Upidown/
transfer_joystick
Pre_selection_swilches "
L Pt _J__ —- Joystick_enabling_switch

I ]

| ] e L

I L) Up&Down/Transfar

: > -

— selection_switch
e

Platform_cantroller o Joystick_up_down
Joystick_center_positiol

'Y

]
I
]
I Wireless g E lute_position_sensor
I recsiver | a2
I 1 g
IS o
} J1030
Control_place_selection_swilch —e—"] Chassis_| ECU M
Up_limit_switch % ¢ ( )
Down_limit_switch —{-.:7-

Tit_sensor 1.
Engine_stast_panel
r}’ i H |£<] Horn

]
up_aciuate and
down_actuate

brake_release

Figure 51. Diagrams browser.

4.1.4 Discussion

The MySQL/Access demonstration proved that the model could be implemented. The demonstration

showed the power well of an integrated systems engineering environment based on the lIDAbase inte-

grated artefacts repository.

It was noted that commercial systems engineering ‘composer’ tools for drawing architecture dia-

grams to connect to 1IDAbase were not available'. If we compare the situation with one of designing

electronics, it is like an electronics designer drawing the circuit schematics with ad-hoc drawing tools

like Paintbrush etc. and the circuit board designer then starting to design the circuit board based on the

% There are some SysML tools that connect to a database. These could be used with appropriate integration to
IIDAbase. The SysML tools are restricted to SysML notation however.
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drawing, without any supporting digital data on the components and interconnections. Hence, such a
systems engineering composing tool is needed for drawing the system architecture diagrams to allow
the electrical CAD designer, safety engineer and software engineers to use the digital data from the
data repository to perform their part of the system design.

In this case, the Access demonstrator worked as a prototype of the IIDAdesktop tool. In practice, it
may be more convenient to create the user interface on top of the chosen Application Life Cycle Man-
agement (ALM) tool or Product Life Cycle Management (PLM) tool with, e.g., Java programming,
thus providing an IIDAbase profile on top of the ALM or PLM tool. The Access demonstrator pro-
vides an example of such an IIDAbase profile. In the project, the Polarion ALM tool was demonstrat-
ed but no graphical user interface similar to the IIDAdesktop demonstration tool was programmed;
instead, the generic interface of Polarion ALM was used. The Polarion ALM implementation is pre-
sented in Section 4.2.

4.2 Application Lifecycle Management tool implementation

Polarion is an Application Life Cycle Management tool based on a repository created using the Sub-
version versioning system, and it provides a web-based graphical user interface; see Figure 52.

| A Home Weicome Nikolaos Papakonstantinou - My Account - Administration - Help - Logout

Project Group: HOTOCASE Open.. - View: — Default — ~ Search =

FoLamion

Navigation kil

Repository Browser B
Path : Repository/HOTOCASE brorwse. up t

| Horre
Revision: 1622 Age: 2 weeks 4 days  Author: Nikolaos Papskonstantinou  Total items in dir: 3

¥ Dashboard
Comment: Polarion commi Thu Mar 11 11:04:23 EET 2010

k_=5 Work Items

@ quaiity Reviskan S Ags
= T s Polarion commit Tue Dec 08 12:23:02

E Montor ] B> issueTracking 12385 [{] <OR> 3months 3 weeks Nikolaos Papakonstantinou o ooog

& Repository Browser || 7] B> Riskassessmart 1622 [{] <DR> 2weeks4days  Nikolaos Papakonstantinoy ©oia7ion commt Thu Mar 11 11:04:23

EET 2010

Polarion commit Mon Feb 08 10:29:52
EET 2010

+ [T} Glokal Shortcuts

[} User Shortcuts [} & systemEngineering 1520 [ <DR> 1month 3 weeks  Teppo Pirttioja
- 4

©Polarion Software 2004-2010 Powered by Polaricn® ALM 2010, ENTERPRISETERM (276 days left), licensed to: VTT Technical Research Feedback | Support | About

Figure 52. Polarion’s repository browser.
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In Polarion, artefacts are called Work Items (WIs) and are stored as flat, structured XML files. The
WiIs can have custom names and fields. Each WI can follow a customized state machine (e.g., ‘creat-
ed’, ‘open’, ‘closed’); see Figure 53.

A created NoTranon [Acest <] | i | | Sl S 5]
A pened|| ™ NLT oot i [startanalysis =] [ = = -] . &l
T — B e e — I —
A losed | v” -] |Reopen -] Mo Transiti | Finish evaluat -| i -| [7 -
5 closed || v|[Reopen -] C 71 | | NoTransition  [Closeassessr-| [~ ]
dlosed | fReosen | | | d | - No Transiton [ Resole and <]
 Closed C =i =] C | a [ =1 I T No Transition
Statuses =}
D | Name | Teon | Initial | Description | Actions |

open | [Created | o} [images/polarioq =) [The issue is open and ready for the assignee to start work cn it. | o=

{ opened | | opened | £ | |[satect] (1 lassessment opened | ®av

[analysis_opened | |analysis apened [| #] | a |analysis opened Qav

[analysis_closed | [Analysis dosed A [l [Analysis closed | @av

![evaluation_dmd | [Evaluation closed [l @ | Evaluation closed | oav

|[asses closed | t dosed Al []  |assessment closed | @aw

| closed | [Closed 8 O  [Closed | ©a

I 1l | #] Jlswec 1| | o

| 1D | Name | Required Roles | Required Fields | Cleared Fields | Initial | Actions |

| . N B — [resalution resolvedon_ v © exat

'{resolve_and_dase Resolve and Close [ resclution | © ®Edit

|[reopan Reopen [ | resolution,resolvedOn | | @ ®Edit

|accept Accept [ |assignee | © ®Edit

[start_analyss Startanslysis [ [ I 0 © oedt

|[finish_analysis Finish analysis [ | O © oEdit

§|ﬁnish_evalualim Finish evaluation | | | © ®Edit
|close_assessment  [Close assessment | | [ 0 © oEdit

| I | [ [ [ O © exdt

Figure 53. Polarion’s workflow designer.
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The WIs can be linked so a hierarchy can be created for traceability purposes and displayed as a tree;
see Figure 54.

[T Table | [z Live Plan | }® Road Map | B4 Multi Edit ||, Matrix ] [T) Time Sheet
Rows: Work Items - [[unresolvec « %andf A " in '.Project v | |search]
Calumns:: Work Items « |[Unresolvec « ;andf ' ".b ,'- in '-Prcject -
& _I _\‘3 Ref.res-l'n; [-- All Roles Gl .-. . :i Infa? & Link ‘ Su?p_ect\ Ly QJ
RRRRRRRR
I I I I I ] I I
s|isis|sls|s|sls
kil kebklle k]l kik
918 17|6|5|4]|2|1

(CJRisk-9 - Evaluation of 2D collision hazard
D Risk-8 - Risk estimation of 2D collision hazard
(CJRisk-7 - Collision in automatic 2D movement dd .

LLu

() Risk-6 - HOTOCASE UCSA J
(CJRisk-5 - Evaluation of tipping hazard =
(CJRisk-4 - Risk estimation of tipping hazard =
(TJRisk-2 - Tipping of platform odd =
(CJRisk-1 - HOTOCASE PHA o

Figure 54. Viewing and editing links using the matrix view.

4.2.1 Polarion demonstration

To support the data model in Polarion, we created customized work items with custom workflows
when necessary, related to issue tracking, system engineering and risk assessment. To demonstrate the
implementation of the data model in Polarion, a case study presents the system engineering workflow
of adding a feature to a machine’s design (the HOTOCASE machine, a virtual scissors lift platform)
and the required safety workflow that proceeds in parallel. The KOTOTU safety process will be fol-
lowed (see Figure 21).

The new feature that will be added is the horizontal movement of the platform of the mobile elevat-
ing platform machine. The machine supports manual movement and automatic movement to a stored
position, so the new feature should also support these two modes of operation.

A project group called HOTOCASE was created and within it three projects related to issue track-
ing, the system engineering and the risk assessment aspects of HOTOCASE. The first step is the crea-
tion of a Feature Request work item, as presented in Figure 55.
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[ Table | 125 Live Plan | 5] Road Map |51 ulti edit | =, Matix | I3 Time Sheet |
I CF [creste <] [Flst -] Search: Unresoivec ~ |and| Q. Jin[Project < |[search] [0 = el
[ | Type | Title | Priority | Severity | Status | Resclution | Author | Assignee(s)

[ Dissue-3 [Doefect Specify haw to view stored positisns Bs00 32 o Seppo Sierla

[ Oissue-2 [Ochange 2equest  Disable i outside of horizontal home  [550.0 3 o

[ [Jissue-1. (=

a| m | »

3 items found

B L oo " commere o] oo [ = 7 |

"ﬁml Form (all fields Shonay

®
* [JIssue-1 - Add horizontal movement feature

*  [Osyseng-1 [JSysEng-4 #
Type: [[JFeature Request Assignee:

Severity: [C)Normal Status: of New £
Author: Seppo Sierla Resolution:
Project: [ssue Tracking Priority: =) Medium [50.0]
Categories: Due Date:
Initial Estimate: Time Point:
Time Spent: Planning Constraints:
Remaining Estimate: Planned To: 2010-03-30 - 2010-03-31
'r.dd horizental movement functianality to the platform
lzEdit B . . _— . |

Busi 1 ct: Additicnal cost per hine (atleast from new HW) ard initially the design costs of the new functionality

Suggested Solution: If design and implementation cost is low enough, feature should be introduced to future machines

Progress: Feature request recorded, currently under busi case d 9.

Current Il History, | Created: 2009-12-0112:19, Updated: 2009-12-06 13:56

Figure 55. Feature request for the addition of horizontal movement.

84



4. IIDAbase implementation examples

As a response to this feature request, two System Use Case work items are created in the System Engi-
neering project to support horizontal movement in manual and automatic modes of operation; see Fig-

ure 56 (manual movement) and Figure 57 (automatic movement).

;Svstcm aﬁlncerina > Work Items

[™) Table [ 15 Uve Plan | 1= Road Map || 9] Multi Edit | =, Matrix

[T Time Sheet

O/ O [create ~] [ [Flat -] Search: [unresolvec «[and| A.fin[Project _ -[suarch| |[oparations -] | & &
Ow | Type | Title | Priority | Severity | Status | Resolution | Author | Assignee(s)
T, e cihge e ainieee DR e il o i =2 Sy omae =
[ OsvsEng-2 [ requirement Add stabilizers Bso0 ® o Seppo Sierla ]
l Osyseng-t  []System Use case  Manual moving of platform from platform o O Ready Nikolaos Papak Rabert Projs -
iy n =l v

23 items found

==
et o ][] e e

GCemmﬂtI;tl.lni-IeNnd!mnh;é E‘E] oaily .

E8normal Form (all fields shown)

Oissve-1 #
“ [SysEng-1 - Manual moving of platform from platform
* . [ORisk-2 #

Type: [)System Use case Assignee: Robert Project

Severity: [C)Normal Status: ' Ready for PHAs |2
Author: Nikolaos Papakeonstantinou Resolution:
Project: System Engineering Priority: (%) High [70.0]
Categories: Due Date:
Initial Estimate: Time Point:

Time Spent:
Remaining Estimate:

Planning Constraints:
Planned To: 2010-04-13 - 2010-04-14

Description a
If engine is not started yet, it can be started from the control panel at the platform. Moving function s selected from the control panel
Control panel devices are used to move the platform vertically and horizontaly. When the desired position has been reached the controls are released |
[The driver can menitor the current height by viewing the height display

|#Edit ]
| System Use case code: USEC1068
Actors: O " bler, man, Trainer

Life cycle phases: Setting or Teaching or Programming and_or Process ct ; Testing; Op or Cleaning; Fault finding and Troubleshosting

preconditions: Emergency stop has been released. The machine has been started and the platform has been selected to be the contral place (see Use Case
USEC757). The actor has climbed up to the platform (see Use Case USECY58)

Result: The current position is stored, displayed or driven to
Postconditions: |

History Created: 2009-12-01 12:30, Updated: 2009-12-00 13:03

Current

Figure 56. System use case WI for the manual movement of the platform.
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:Svs!l:m Engineering > Work Items

[ Table | /T2 Live plan | 15 Road Map | 51 Multi edit |, Matr | 5 Time Shaet |

OO0 [create - '|F|-at - | Search: |Unresolvec « |and| . |in| Project « ||search| :|op-taﬁom s e
e | Type | Title | Priority | Severity | Status | Resolution | Author | Assignee(s)
O EsysEng-S asmm Use case Su - o 3 .

Nikolacs Papak

s |

"B Normal Farm (all fields shown)

Dissue-1 [Jissue-2 #
[ SysEng-4 - Autornatic movement to stored position from platform
*  [Dsyseng-s [JSysEng-6 ()SysEng-7 []SysEng-8 () SysEng-5 () SysEng-10 [)SysEng-11 []SysEng-12 #
Type: [)System Use case Assignee:
Severity: [CjNormal Status: 4§ Open 3
hor: Nikol i Resolution:
Project: System Engineering Priority: (=] Medium [50.0]
Categories: Due Date:
Initial Estimate: Time Point:
Time Spent: Planning Constraints:
Remaining Estimate: Plarned To: 2010-04-20 - 2010-04-21

current vertical and horizon:al position can be stored using preset pesition -functionality. Any tirne later, the desired position is selected using preset position -functionality.
driver can monitor the current height by viewing the height display.
& Edit

System Use case code: USEC106%

Actors: Op ~ bler, Mai man, Trainer
Life cycle ph Setting or Ti gr ing and_or Process ch 3 Testing; Op i Mai or Cleaning; Fault finding and Troubleshooting

preconditions: Emergency stop has been released. The machine has been started and the platform has been selected to be the contrel place (see Use Case
USEC757). The actor has climbed up to the platform (see Use Case USECT758)
Result: The current height is stored, displayed or driven to

Postconditions:

or P

=

Current J.__ Histary | Craated: 2000-12-03 12:42, Updated: 2009-12-08 16:17

Figure 57. System use case WI for the automatic movement of the platform.
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After this step, and in accordance with the KOTOTU safety process, a Risk assessment work item can
be created as a request by the safety engineer for an early risk assessment of the system use cases that
are part of the project so far; see Figure 58. The risk assessment method that can be applied at this
stage of system development is the Preliminary Hazard Analysis (PHA); the estimation of the risk
levels of the potential hazards is defined to be done according to the IEC 62061 standard.

| Risk Assessment > Work Items : ]

m |3 Uve Plan | 1= Road Map | ¥4 Multi Edit | ™, Matrix |[T) Time Sheet

O OO [create «| [Flst -] search:|unresolvec ~ and| %, . Jin|Project -]@ |operations -|| = & T
O Type | Title | Priority | Severity | Status | Resolution | Author | Assignee(s)
1 [Drisk-4 [ Risk estimation IEC ' Risk estimation of tipping hazard @500 3@ ¥ Seppo Sierla  Seppo Sierk i
1 Orisk-2 [ PHA Hazard Tipping of platform @70 3@ o} Seppo Sierla  Seppo Sierl: ?E
e - ", — ,

8 items found

if}’_Ed?t vl i Imm «|[ ] Aute Suspact Sitmmeniailis r.mksh T ammi |“— fa s Aacr

E8Normal Form (all fialds shown)

* F
* [DRisk-1 - HOTOCASE PHA
t Orisk-2 #

Type: [JRisk Assessment Assianee: [Nikolsos Fapakor «|o]
Severity: (Z)Normal Status: Analysis closed .
Author: Seppo Sierla Resolution: E
Project: Risk Assessment *Priority: (=) Medium [50.0]
Categories: Due Date:
Initial Estimate: Time Point:
Time Spent: Planning Constraints:
Remaining Estimate: Plarned To: 2010-04-02 - 2010-04-03

[Perform PHA for all the use cases in the System Engineering project |

| Edit |

Code: RISK_ASS_1
Analysis method: FHA
Detailed analysis method: The PHA is carried on by using the type of form and methed presented in ISO/TR 14121-2 Appendix B.
Risk estimation method: [EC 62061

Results: The PHA analysis showed up the the major risk with the horizontal movement is tipping due to the movement of center of cravity such the
balance of the machine cannot be retained.

Start date: 2005-06-13
End date:
Version: 0.1

Current | History Created: 2009-12-01 12:47, Updated: 2010-03-11 11:04

Figure 58. Risk assessment using the Preliminary Hazard Analysis method (note that the Results field
is empty prior to performing the risk assessment).
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A hazard is identified related to the system use case describing the manual movement of the platform.
If the machine is placed on an inclined surface then there is a significant possibility of the horizontal
movement leading it out of balance and thus to it tipping over. A PHA hazard (Figure 59) and a Risk
estimation (Figure 60) work item are created to describe and estimate this hazard. The recommended
safety measure proposed to avoid this hazard is the addition of stabilizers to the machine.

[7] Table | [Z; Live Plan | %) Road Map || Multi Edit | ¥, Matrix | [T Time Sheat
(T [create v| [Flat | | search: Unresolvec « |and| 9. )in[Project | search| [Operations «| = & 7
[ | Type | Title: Priarity | Severity | Status | Resolution | Author Assignee(s)
[ Drisk-4 [ Risk estimation IEC Risk estimation of tipping hazard Bs00 B & Seppo Sierla  Seppo Sier ©
# Olrisk-2 (JPHA Hazard Tipping of platfarm m7o 5 o4 Seppo Sierla  Seppo Sierl _
Tl i = s »
8 items found
|7 edie - I| |msom-|[_'_ Auto Suspect | # Commants|| = Links | + Attachmants| || ¢ | rllear
B Normal Form {all fields shown)
= -
Project: Rick Assessment Priority: (%] High [70.0]
Categories: Due Date:
Initial Estimate: Time Point: ;
Time Spent: Planning Constraints:
Remaining Estimate: Planned To: 2010-04-14 - 2010-04-15
(P Edit |
Hazard Code: PHAL |
Hazard type or group: Mechanical
Life cycle: Operation, Teaching/Programming, Maintenance
Task: Driving platform, Functional test, Programming verification
Hazard zone: Flatform and tipping area surrounding the machine
d Actor is using hori; | or vertical movement funct onality
Hazardous event: Tipping of machine due to sideways shifting of the machine's center of gravity
Accident scenario (who, what, why, where, in what si ion): Platform is ioned on an uneven surface and the uses the hori | and vertical
to drive the platform to a position in which the center of gravity goes past the base, resulting in a
possible tipping of the machine.
Hazard: Falling, flinging, crushing etc of person in duty or vicinity
Known Safety Measures: None in this demeo
Recommended New Safety Measures: !Subiliurs are needed
Current | History Created: 2000-12-01 12:59, Updated: 2010-01-07 23;

Figure 59. Tipping hazard identified using the Preliminary Hazard Analysis method.

88



Risk Assessment > Work Items

[ Table | [Z; Uve Plan {5 Road Map B Multi dit |, Matrix | [T Time Sheet |

4. IIDAbase implementation examples

S Jin[Prosect —~Jlsemn] | [opmrabions <] | & 17

OO O [creste +| |7t

- | Search: |Unresolvec - |and|

| Title

ipping of platform

| Reselution | Author

| Priority | Severiy | Status | Assignee(s)

Seppo Sierla  Seppo SIEFH?

] 3

8 items found

[EedlJC o me

B ormal Form (allfelds shown)

(oo [ ool s o] [ [0 ] = 7~

[Orisk-2 #
“ [JRisk-4 - Risk estimation of tipping hazard
&
L4
Type: [JRisk estimation IEC 62061
Severity: (=] Normal
Author: Seppo Sierla
Project: Risk Assessment
Categories:
Initial Estimate:
Time Spent:
Remaining Estimate:

Assignee: Seppo Sierla

Status: . Accepted
Resolution:

Priority: (=) Medium [50.0]
Due Date:
Time Point:
Planning Constraints:
Planned To: 2010-04-15 - 2010-04-16

W Edit

Severity: ¢

Frequency of exposure: 4
Occurence probability: 3
Avoidance probability: 3

Custom Fields 2]

Risk index: |Cl=443+3=10 SiL=2 PL=d

] :

Created: 2009-12-01 13:36, Updated: 2009-12-03 12:33

Figure 60. Risk estimation of tipping hazard using the IEC 62061 standard.
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A Risk evaluation work item is now created by the system engineer to evaluate this risk and the pro-
posed safety measures by the safety engineer; see Figure 61. The proposed safety measures are accept-
ed and two Requirement work items for the implementation of the related safety measure, the ‘Detect
incline’ and the *Add stabilizers’, are created and the risk assessment completed.

i Risk Assessment > Work Items a

™ Table I [ Live Plan | [ Road Map | ¥ Multi Edit | *, Matrix ||[T) Time Sheet
Cf O CF [creats ~| [Flat | Search:|unresoivec ~|and| 9. |in|Project = ||search| |operations «| = @ 7

Lo | Type | Title | Priority | Severity | Status | Resolution | Author | Assignee(s)
7 [ORisks (JRisk Evauation  Evaluation of tipping hazard Csoo D 4 Seppo Sierla 5
[ O risk-4 [ORrisk estimation IEC Risk estimation of tipping hazard BEse0 B & Seppo Sierla  Seppo Sierli ?
= = =2 = = -

7= n |

8 items found

'= —
[?H""l I—] I Mctions = |[ ] Auto Suspect | i&mmnnulm,m |L|_) a7

ESNormal Form (all fialds shown)
[Drisk-2 # F
* [DRisk-5 - Evaluation of tipping hazard
4 (DsysEng-2 [JSysEng-3 #
Type: [JRisk Evaluation Assignee:
Severity: [C)Normal Status: 4§ Evaluation started E
Author: Seppo Sierda Resolution:
Project: Risk Assessment Priority: (=] Medium [50.0]
Categories: Due Date:
Initial Estimate: Time Point:
Time Spent: Planning Constraints: B
Remaining Estimate: Plarned To: 2010-04-15 - 2010-04-16
gt
| Risk | Risk is signifi and r ded safety measures will be implemented.
Actual actions: Stabilizers will be added to the machine. If the platform is on an uneven surface, is p d if stabilizers are not | d.
|Hori cannct be implemented safely without stabilizers, unless limited range feature is used. |
Date of action:
I Person responsible:
Remaining risk:

Created: 2009-12-01 13:45, Updated: 2006-12-03 11:31

Current | History

Figure 61. Risk evaluation of the tipping hazard.
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Following the KOTOTU safety process, the system design can continue by extending the system use
case describing the automatic movement to a stored position with the creation of a System use case
supplement work item containing additional safety-related information (Figure 62), a System function
(Figure 63) and Use case acts (Figure 64) work items.

| System Engineering > Work Items 5]

[ Table | [= Live Plan | = Road Map | ¥ Multi Edit | ™, Matrix | [T Time Sheet

(O O [create »| | [Flat -] search: |Unresalvec « |and| Q. Jin{Project < ||search| [operations «| = ® 7
(1o | Type | Title | Priority | Severity | Status | Resolution | Author | Assignee(s)
LI L)SysEng-13 ) Keq Tent D of home position (S ELRU ] - Seppo Sierla =
[+ [JSyseng-12  [)System Function  Automatic movement to stored position from platform  (£150.0 (%] T INikolaos Papak |
:‘_ ) [SysEng-11  [T)Use case acts Act 4 of usaf":oeg [F150.0 : = o Nikolaos Papak : x

23 items found

[ Edit ~ | | Imuom-]i_' Auto Suspect | * comm-nlsH z I.irlhs”‘&M)cllm'n;i I‘_I_Z} % HoF

B8 Normal Form (all fields shown)

[Dissue-3 () SysEng-17 [JSysEng-4 &
* [DSysEng-12 - A tic mo t to stored position from platform
*  [Drisk-7 () SysEng-18 [)SysEng-15 () SysEng-20 []SysEng-21 [)SysEng-22 () SysEng-23 #

Type: [(]System Function Assignee:
Severity: [¥]Major Status: 4§ Open
Author: Nikolaos Papakonstantinau Resolution:
Project: System Engineering Priority: (=) Medium [50.0] 1
Categories: Due Date:
Initial Estimate: Time Point:
Time Spent: Planning Constraints:
Remaining Estimate: Planned To: 2010-04-06 - 2010-04-07
R EEEEEE———————a
The current position can be stored by pressing quick pesition button A or B for [sys_param qmck_p-:smon register_time] seconds. Any time later, the platform can be driven | | 0
to this stored position by pressing the same button shartly and by p g the dead s switch si and

& Edit

Custom Fields

System function code: SYS_FUNC2001
Is safety function:
Type: Degree-of-Freedom-function
Triggering event: Quick button A or B is pressed for [sys_param: quick_position_register_time] seconds

Diagnostics: The button A, button E and the enabling switch are monitored at power up (should be passive). The status and state of
the output FET:s are monitored.

Interfaces between other functions:
Conditions for Active: Engine started, Contrcl place= Platform selected, Up&Down&Horizontal joystick mode selected
Conditions for Disabled: Stand-by state and emergency stop state
Frequency of Operation: 100 times per 8 hours shift

System Function Priority: Lowest priority d to other i all other functi may interrupt this function, e.g. deviation of the
Up&DownB&Horizontal joystick cancels automatic movement and movves to manual operation.

Responce Time Requirement: The platform must start to move within 50 ms from triggering event and stop in 50 ms when enabling switch is released.

Dperating Envir See envir q its ENVIRO654-661
Tests: TEST760, TEST768
Fault reaction: If button A, button B ar enabling switch is not passive at power-up, no movements are allawed
Safe State: The up/down and left/right hydraulic cylinders are stopped

Current J History Craated: 2000-12-03 13:32, Updated: 2006-12-28 09:52

Figure 62. System function of the automatic movement of the platform.
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weering > Work Items

. [ Table |'—'- Live Plan | [ Road Map | ¥ Multi Edit | ¥, Matrix | [ Time Sheet

OO0 [create -] [Fat -] search:
[l | Type | Title

| Pricrity | Severity | Status | Resolutian | Author [

Unresolvec vl;ndl Q.EianI'D]EEt -leI [Ow-ﬁnnl -t o A 2
Assignee(

s)

|D’5dl:v m 1 I|m[2msmm

gmt Form (all fields shown)

[ o] e+ st [ 1]

“C (= L Erss G — R
7] (O syseng-4 [ System Use case  Automatic movement to stored position from platform Bs00 3= "3 Nikolaos Papak %
< | i | 3
23 items found

[JSysErg-4 #*
“ [JSysEng-5 - Supplement to Automatic movement to stored position from platform
- L4
Type: [[)System Use case Suppl. Assignee:
Severity: [Z)Normal Status: 4} Open
hor: Nikolaos Pap g Resolution:
Project: System Engineering Priority: (=) Medium [£0.0]
Categories: Due Date:
Initial Estimate: Time Point:
Time Spent: Planning Constraints:
Remaining Estimate: Planned To: 2010-04-22 - 2010-04-23

Description
The current vertical and horizontal position can be stored using preset posiion functionality. Any time later, the desired position is selected using preset position
ionality. The driver can monitor the current height by viewing the height display

¢ Edit

|

Custom Fields

Other p ink d zone: if‘ ion worker, storeman
Actor Qualification: Read up on user instructions, no training
Exc 1 n is disabled is disabled if load is too heavy or if the end position is reached (in which case movement to the other
direction is allowed)
Interruption by op ] it is stopped i .t if dead man’s switch is released.

Activation frequency: Daily (8 h) 100 times (vertical or herizontal movement)
Instructions: The vertical or horizontal movement is described in user manual Docl234.FPDF Chapter 2.4.5

Risk scenario: Crushing hazard is evident if position preset function drives the platform to p d position. Machine d. (fire ps?) is
ible if this fi i il to drive the platfi ithough #nd position is reached d must not occur when

engine is started or the movement functian is selected,
Is analysis needed: ves

=

Created: 2009-12-03 13:06, Updated: 2009-12-03 13:42

Figure 63. Automatic movement system use case safety supplement.
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| System Engineering > Work Items

™ Table [ % Live Plan | [ Road Map | ¥ Multi Edit | *, Matrix | [T} Time Sheet
ooa ;c«n.- ': Frad | search: Unresolvec |and| % -|in| Project ‘:_.Surr_n Operations —: L
] 10 Type | Title Priority | Severity | Status | Resolution | Author | Assignee(s) |
[Osyseng-11 [Duse case acts Act 4 of USEC1069 Bs00 3 <4 Nikolaos Papak -

v [J5ysEng-10  []Use case acts Act 3c of USEC1069 Sise0 (o) ) Nikolaos Papak Seppo Sierli

e ntnn i len ammm b Ak A nf i mEs Tigan — . 3 em b Phm ey
|4 m ’

23 items found

7 Edit - {actions ~|[ ] Auto Suspect [ + comments|| = Links|| = atachments| [ 4 [+ || s = ¢

ﬁuormll Form (all fields shown)

[JSysErg-4 &

* [SysEng-10 - Act 3c of USEC1069
4 Orisk7 #

Type: [JUse case acts Assignee: Seppo Sierla
Severity: [C)Normal Status: 4§ Open

Author: Nikolaos Papakenstantinou Resolution:

Project: System Engineering Priority: [Z) Medium [£0.0]
Categories: Due Date:
Initial Estimate: Time Point:
Time Spent: Planning Constraints:

Remaining Estimate: Planned To: 2010-04-21 - 2010-04-22
The platform can be driven to this stored position by pressing button A or B shortly and by pressing the dead-man’s switch simult ly and cont iy

& Edit

Order: 3c

Current | History Created: 2000-12-03 13:16. Updated: 2009-12-03 13:54

Figure 64. Use case act: part of the use case for automatic movement of the platform.

A second Risk Assessment work item is now created, as the source system engineering information is
present to support the Use Case Safety Analysis (UCSA) risk assessment method. The safety engineer
should go through all the system use cases present in the project and for each one she should iterate
through the use case acts and try to see if their descriptions combined with each one of a set of safety
guide words (like “too close”, “too early”) can lead to the identification of a potential hazard. In this
case, the safety engineer identifies a hazard when she combines the description of use case act 3c,
“The platform can be driven to this stored position by pressing button A or B shortly and by pressing
the dead-man’s switch simultaneously and continuously” with the guide word “too close”. A UCSA
hazard work item (Figure 65) is created for the hazard that describes this using the automatic move-
ment to a stored position feature; the platform can be driven to a position that will cause it to collide
with an object in its environment. A Risk estimation work item can then be created to estimate this
hazard using the IEC 62061 standard, and the safety engineer can propose the new safety measure of
the addition of an obstacle avoidance system for the machine.
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| Risk Assessment > Work Items

[~ Table | % Uve Plan || 1S Road Map | B4 Multi Edit |, Matrix | [T Time Sheet
(3 [create »| [Flat  +| search:|unresolvec «|and|

O | Type

1 [Orisk: [JJRisk Assessment  HOTDCASE UCSA

M niel. = L . PO TS S T Lt 1 [}

4] m |

8 items found

Creae ][ ][] [actens -] avte suspec T

ﬁu«m-l Form (all fields shown)

[ mmemenn] [ ]| = » -

-

[)SysEng-12 [JRisk-6 (]SysEng-10 #
* [JRisk-7 - Collision in automatic 2D movement
*  [ORrisk-8 [JRisk-5 #
Type: [(JUCSA Hazard Assignee: alex Seller
Severity: (=) Normal Status: g Analysis started
Author: Seppo Sierla Resolution:
Project: Risk Assessment Priority: Ianedium [50.0]
Categories: Due Date:
Initial Estimate: Time Point:
Time Spent: Planning Constraints:
Remaining Estimate: Planned To: 2010-04-21 - 2010-04-22

iJ Edit
[ Guide word: Too little, too short, too slow, too close
Hazard Code: ii.l_ﬁni_ h o - N o ]
Hazard zone: Flatform
Hazardous situation: Acter is using the preset position functionality

Hazardous event: Contact with sharp edges, corners or protruding parts due to unexpected trajectory
of the platform
Accident scenario (who, what, why, where, in what situation]: Quick-position button is used to drive to a stored position, involving both horizontal
and vertical movement. Platform can collide with obstacles such as balcony edges
or airplane wings.

Hazard: Squeezing, cutting, falling, flinging etc of the person in duty or person in vicinity

Safety I None
Recommended New Safety I Obstacl id stem is added "

Current | History | Created: 2009-12-03 13:50, Updated: 2010-01-07 23:49
L

Figure 65. Use Case Safety Analysis hazard describing the danger of a collision in the automatic
movement of the platform.
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The system engineer reviews the work items created by the safety engineer and the proposed new safe-
ty measure, but in his Risk evaluation (Figure 66) work item he rejects the measure as too expensive
and decides to create an Issue artefact, i.e., a Change request (Figure 67) work item describing the
prohibition of automatic movement if the platform is out of its horizontal home position. He also cre-
ates three new Requirement work items on the prevention of automatic movement outside the horizon-
tal home position, the limits of the horizontal home position and the display of the home position sta-
tus to the machine’s user.

[Risk Assessment > Work Items

[ Table | I Live Plan | [® Road Map | B7{ Multi Edit | *, Matrix | [T} Time Sheet

OO [create -] | [Flat + | Search: |Unresolvec, « |and| 9. |in| Project +||search| | |Operations +| = & 7
[l | Type | Title | Priority | Severity | Status | Res|
“l [JRisk-s (ORisk Evaluation  Evaluation of 2D collision hazard ()so.0 [ oo
[] Orisk-8 [JRisk estimation IEC Risk estimation of 2D collision hazard =s00 (3 o3

L A e ISP P LR s st L . L. UL L L Lo K ™ ® Y
4 [ o J ¢

8 items found
s [0

El«mn al Form (all fields shown)

2]

E Endions -‘I_] Auto Suspect | # Comrncnu” z Linlu“ H Am:hmmu‘ II‘E =

»

ORisk-7 & e
* [JRisk-9 - Evaluation of 2D collision hazard
*  [DsysEng-13 (JSysEng-14 [JIssue-2 #

Type: D Risk Evaluation Assignee: plex Seller -
Severity: (=] Normal *Status: Evaluation ready  ~
Author: Seppo Sierla Resolution:
Project: Risk Assessment Priority: (C] Medium [50.0] L
Categories: Due Date:
Initial Estimate: Time Point:
Time Spent: Planning Constraints:
Remaining Estimate: Planned To: 2010-04-22 - 2010-04-23
\# Edit
Custom Fields i=]

Risk evaluation: Recommended safety measures are too expensive. The use case USEC 1069 need to be modified.

Actual actions: USEC1069 is modified so that preset height works only for vertical movement and in horizontal home
position. For that purpose the horizontal home position must be indicated.

Rationale: USEC1069 cannot be implemented in its current form with sufficient safety without excessively costly safety
measures v

Current History Created: 2009-12-02 14:00, Updated: 2010-01-07 23:42

. -~ . . i e e

Figure 66. Risk Evaluation for a 2D collision hazard in automatic mode.
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[7] Table | [ Live Plan | 18] Road Map ||B Multi €dit || ~, Matrix | [T Time Sheet

oo iCronte - I_Flat -' Search: | Unresolvec » ._andi. \\:,'jn{ Project '.iggcirthé i‘Opcfations - ToE T

[ ] 1D | Type | Title Priority | Severity | Statu
| (J1ssue-3 [ Defect Specify how to view stored positions Hsco 3 4~

[ [)Issue-2 [(JChange Request  Disable ti t outside of horizontal home =1se.0 =) ct

o B == £ o T e T S Miena ™ Py s

« m d »

3 items found

n 1 | | = I/ - 1 N | T
|-_é’ Edllﬂ | | | |Actions = || | Auto Suspect # Comments|| 3 Lmlu|| 3 .AI‘.hchrnlnuE 1 »

§§Norrm|l Form (all fields shown)

(risk-9 #
[JIssue-2 - Disable automatic movement outside of horizontal home
*  [JsysEng-s &

Type: (] Change Request Assignee: Teppo Pirttioja =
Severity: (=] Normal Status: g Assigned

Author: seppo Sierla Resolution:

Project: [ssue Tracking Priority: (=) Medium [50.0]
Categories: Due Date:
Initial Estimate: Time Point:
Time Spent: Planning Constraints:

Remaining Estimate: Planned To: 2010-04-19 - 2010-04-20

Description i
USEC1069 should be modified so that preset height works only for vertical movement and in horizontal home position. For that
purpose the horizontal home position must be indicated.

|# Edit

Business Impact: The functionality of new feature is restricted, and thus the marketing of the new machire is more
difficult
Suggested Solution: Use and modify available HW construction so that no new HW is needed

Progress: [ssue recorded and initially described =

Current I History Created: 2009-12-03 14:03, Updated: 2009-12-06 13:59

Figure 67. Change request to change the system use case describing the automatic movement of the
platform.

4.2.2 Discussion

The demonstration proved that the workflow and data models, as presented through an Application
Lifecycle Management tool such as Polarion, can help the integration of system development with
safety risk assessments. By following the KOTOTU safety process and thus performing risk assess-
ments starting with the use of methods that can be applied with early system design artefacts as
sources, potential hazards can be spotted early and the amount of rework due to system redesign
caused by safety concerns can be reduced.

The safety engineering workflow presented in Section 4.2.1 above was tested by a group of engi-
neers from industrial companies in a workshop. The concept and the systematic flow of work were
well accepted, but the workshop participants called for improvements to the tool user interface to illus-
trate better the safety process and to hide the complexity of the model. This motivates the building of
an IIDAbase profile on top of Polarion ALM as suggested in Section 4.1.4.
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5.1 Introduction

The current prevalent approach of using word processing and spreadsheet tools in systems engineering
makes the information prone to becoming duplicated, inconsistent and obsolete. With IIDAbase, the
centralized data repository can support the automated creation of documents based on demand. For
example, the system requirements specification and the relevant parts of the technical file, which are
required by the Machinery Directive, can be generated from the database.

One of the TIKOSU project tasks was to study the possibilities of creating documents from IIDA-
base. The vision was to generate documents similar to the current style of word processing documents
with free-flow text but such that the artefacts data are not written manually into the document but are
fetched from the 1IDAbase into the text flow.

5.2 Possible tools

The main aim was to find documenting tools that provided database connectivity. As IIDAbase was
also demonstrated on the XML-based Polarion ALM tool, the facilities of the Polarion tool to generate
documentation were also surveyed.

5.2.1 MS Word

Microsoft Word provides database connectivity through an ODBC connection. With the help of the
ODBC connection, any database with an ODBC driver can be accessed. The access uses a special field
code script that allows a SQL query to be issued to the database. For example, the following field code
script (Program 3) produces Table 4.
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Program 3. Example of a SQL query from within MS Word.

{ DATABASE \d "C:\\Documents and Settings\\user\\My Documents\\My Data
Sources\\kotocase4 ib_requirements.odc” \c "Provider=MSDASQL.1;Persist
Security Info=True;Extended
Properties=\""DATABASE=kotocase4 ; DSN=RMMSSQL ; OPT ION=0 ; PWD=XXXXXXXX ; PORT=XXXX; SE
RVER=XXX . XXX . XXX . XXX;UID=root;\"; Initial Catalog=kotocase4'" \s "SELECT ~code~
AS “Code™, “name~ AS "Name~, “explanation™ AS "Description®, “type  AS "“Type~
FROM “ib_parts™™ \I "23" \b "63" \h }

Table 4. An example table, the data of which is retrieved from lIDAbase (in this case, a MySQL data-
base).

Controller on the chassis that is mainly
PART_12211-1221 | Chassis_controller used for controlling the hydraulics and Controller
the engine

Controller on the platform that is mainly
used for inputting user interface devices

PART_12312-2121 | Platform_controller but also for displaying the height of the Controller
platform on a small display

PART 33112-2211 | Up_down_transfer_joystick | 1€ Up/down joystick controlier; also Discr_UI_ctrl
used for transferring the machine

PART_31231-1211 | Platform_position_encoder | Platform position encoder Sensor

The database connectivity facility of MS Word works well with simple tables like Table 4, but as soon
as the tables become big and the layout of the table needs formatting, e.g., by adjusting the widths of
the columns and changing the fonts, MS Word does not retain the changes but reapplies the original
column widths and font types as soon as the field codes are updated.

Furthermore, only tables or lists are practical means of rendering information from the database.
Random layout of data inside the text is difficult and in some cases impossible. Hence, MS Word is
not considered the optimum tool for generating complex documents out of the database.

5.2.2 MS Access reports

MS Access was used as a demonstration and test tool in the TIKOSU project. MS Access only worked
as a front-end to the MySQL implementation of the IIDAbase model. The MySQL tables were linked
to MS Access using the MS Access external data source facility. As all the MySQL data were thus
visible in MS Access, it was relevant to consider the possibility of using the MS Access reporting fa-
cility to generate documents.

The report generation facility of the database tools are typically such that for a blank report tem-
plate, the source of the data is selected and the data fields from the selected table are dropped into the
blank sheet. Additional text can be added and all text can be formatted, but, e.g., single words within a
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chapter of text cannot be formatted differently to the format of the chapter. Figure 68 illustrates the
design phase of such a report. Figure 69 displays the output of the design in Figure 68.

€ Page Header

[In the foll:iwing"the p_L'rts ofbsyste_Jn XXX lare ligted arld des¢ribed “

¥ Detail

| I I I N |
5Codeﬂ _ccd_e

{Name: {name

: =_ x x
_;lne:r iptio .| explanation

ErType ﬁypé
[ 2t

i [ [ I [ | I I
# Page Footer
] I ] I I I I I I ] I 1

Figure 68. Designing a report in MS Access.

The output format can be selected from the following: PDF, XPS, RTF, TXT, XML and HTML. Of
these, only PDF and XPS preserve the layout as designed in MS Access, €.g., the separating line below
the ‘type’ field is only visible in PDF and XPS outputs.

It is not possible to create free-flowing documents with the MS Access report generator, e.g., data
fields cannot be taken from arbitrary data tables if there is no association between the source table that
has already been defined and the new one. Furthermore, it is not possible to add pieces of descriptive
texts freely to the documents, e.g., in Figure 68 it is not possible to write a chapter of text after the
Detail section and start to render data from another table with no association to the first one. Hence,
the MS Access report generation is not good for free-flow documents and can only be used to show a
compound part of the data in a structured format.
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Figure 69. Output from the report template presented in Figure 68.

5.2.3 MS Excel

MS Excel also provides database connectivity. MS Excel is only suitable for displaying lists and tables
as shown below in Table 5.

Table 5. A table created by MS Excel by retrieving the data from lIDAbase.

B3 pescription
Controller on the platform that is mainly used for inputting user interface devices, but also

PART_12312-2121 Platform_controller for displaying the height of the platform on a small display Controller

PART_31231-1211 Platform_position_encoder Pl

atform position encoder - ' ' ' Sensor

MS Excel allows formatting of the visual look of the table but does not maintain the width of a column
if it is changed. Free-flow documents cannot be made, but MS Word can link to an Excel file that con-
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nects to I1IDAbase. In this case, however, the data are not updated in the Word document if the Excel
document is not first opened and refreshed.

5.2.4 Others

MS Publisher provides database connectivity but is restricted to creating lists and mail merge.
Jaspersoft’s iReport is similar to the MS Access report generator and has the same limitations.
OpenOffice provides database connectivity but is clumsy and only suitable for creating tables and

lists within a text. Oracle Report Builder, a similar facility to iReport and MS Access report generator,

is provided with a special plug-in.

5.2.5 Altova StyleVision

The XSLT (Extensible Stylesheet Language Transformations) specification defines a way to create
human-readable output, like HTML, from XML files. Altova’s StyleVision provides a visual style
sheet designer to create an XSLT file. StyleVision supports relational databases by first creating a
XSD schema from the database.

In the visual style sheet designer, special tags can be used to denote the particular pieces of infor-
mation to be rendered into the output document from the database, e.g., the following excerpt (Figure 70)
from a Systems Requirements Specification template produces the output shown in Figure 71.

[Eh3 > [T toc >(NUMAVL) STAKEHOLDER REQUIREMENTSS I toc' [<§h3]

In the following, the fundamental requirements (or 'basic elements' as ISO 14121-2 /[ ™ iterature_ref H(text ref)< "l terature ref |,
calls them) are listed to give an overview of the overall design in:em:

[O308 »[O0B »[EBSELECT stakeholder_regs »[EDRow »

o [BBrequrement X(content){BBrequrement] ([EBcode D(content) )

{EBRow | BBSELECT stakeholder_regs | O0B < 0308 | {L=TOC level ][G=TOC level »

Figure 70. An example of the StyleVision visual designer usage.

21.1 STAKEHOLDER REQUIREMENTS

In the following, the fundamental requirements (or 'basic elements’ as ISO 14121-2 /2/ calls them) are listed to give an overview of the
overall design intent:

e A mobile elevating platform hoisted by scissors for buliding construction and for warehouse use (GENERAL11111)

Figure 71. Output rendered by the tag script in Figure 70.

As can be seen in Figure 71, free formatting of data (in this case a bulleted list with additional metada-
ta in parentheses) can be used. Furthermore, the text can continue to flow freely as in a word pro-
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cessing tool and again a piece of data can be imported from another table in the database. Hence, any

data from the database can be incorporated into any part of the document.
StyleVision also allows conditional rendering of data, e.g., the tag script in Figure 72 produces the
output in Figure 73.

(8h2> [T 1ec>(num-1vl) Referen ces {ltoc']Sh2]

{L=T0C level |{L=TOC level |

(S0 > The following references are referred to in the text of this document.{3p]

[O30B »[O0B »[EBSELECT SyRs_rets (8) »[EBRow >

<\L Iﬂ'lﬂeralure._code']' | BBbibliographic_info »(content){ BBbibliographic_info ]<]

{EBRow | BRSELECT_SyRS_rets | ODB | 0308 |[C=TOC level »

Figure 72. Another example of StyleVision visual designer usage.

1.3 References

The following references are referred to in the text of this document.

1. [STAN_0002] ISO 14121-1, 2007. Safety of machinery — Risk assessment — Part 1: Principles. 20070901 edn. Geneva: International
Organisation for Standardization.

2. [STAN_0003] ISO/TR 14121-2, 2007. Safety of machinery - Risk assessment - Part 2: Practical guidance and examples of methods. 2007-
1203 edn. Geneva: International Organisation for Standardization.

Figure 73. Output rendered by the tag script in Figure 72.

In Figure 73, the last reference is shown in grey: the question mark tag in Figure 72 is a conditional
tag that is configured to render the text in grey if the suspect flag (i.e., the traceability flag) is TRUE.
In this case, the last standard in the list is updated and hence the trace becomes suspect and needs to be

checked by the system engineer.
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Furthermore, StyleVision allows for flexible layout of data and navigation in the document using
the artefact database codes as links, as shown in Figure 74 and Figure 75.

Thc intended use 13 described below in more detail in the form of use cases:

[O30B »[ 008 »[EBib_sys_use_cases_under_doc »[EDRow »
[Se>Use case name: [EBname (content){EBname J<Se]
Use case code: [EBcode >{content)< BBcode I

(86 >Human actors: [EBib_sys_use_case_has_human_actors >[EBRow >
<Blicen | <Beo ] BBt cose fes Duver o] <3}

[SeLife cycle phases: [BBib_sys_use_case _has _lifecycle_phases »[EBRow >
[(SMM( BB code _KEI_]_' BBname (content){ BDname I_@ROW Kﬁm_sys_use__case has_lifecycle_phases ]

[0 >Preconditions: m&omem)m
Desctiption: m(comem}m
Exueptions: [m){comem}f(ﬂﬁexc—epﬂbﬂsl
[SeDResults: [BBresut >(content){Bbresut |<{3p]

Pos[ conditions: rm)(comem}m
(5> Comments: [EBremarks >(content) (BBremarks [<Se]

< BBib_sys_use_cases_under_doc |
{OpB]<030B|[C=TOC level »

Figure 74. Another example of StyleVision visual designer usage.
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The intended use is described below in more detail in the form of use cases:
Use case name: Operating of the platform from the platform

Use case code: USEC759

Human actors:

[ACTR 0001] Operator

ACTR 0002] Assembler
[ACTR 0003] Maintenance man
ACTR 0004] Trainer
[ACTR_0003] Installation man

Life cycle phases:

[PHSE 0004] Setting phase
[PHSE 0005] Teaching/programming and/or process changeover phase

PHSE 0006] Operation phase
[PHSE 0007] Cleaning phase
[PHSE 0008] Maintenance phase

Preconditions: Emergency stop has been released. The machine has been started and the platform has been selected to be the control
place (see Use Case USEC757). The actor has climbed up to the platform (see Use Case USECT7358)

Description: The operator operates the platform while standing on the platform, if lifting/lowering 1s not disabled [Exception:
Lifting/lowering is disabled)] using 2 contrcl device that provides controls for lifting the plarform up and lowering the platform down.

Exceptions: Lifting/lowering 15 disabled: L:fting/lowering is disabled if load is too heavy or if the end position is reached (in which case
movement to the other direction is allowed)

Results: The platform is at the desired height
Post conditions:

Comments: Think about buttons instead of joystick for ergonomic and possibly for safety reasons

Figure 75. Output rendered by the tag script in Figure 74.

By pressing the links, like ACTR_0001, in the document in Figure 75 above, the focus jumps to the
position in the document at which the particular artefact is presented.

The text can be output in HTML, PDF, RTF or DOC formats as well as in the Altova’s proprietary
Authentic format, which is similar to HTML, with the exception that Authentic allows data to be writ-
ten to the database through the generated document. This requires a special Awuthentic client (both
stand-alone and browser plug-ins are supported).

StyleVision thus matches the needs for free-flow document generation.

5.2.6 Polarion document generation capabilities

The Polarion ALM tool (version 2010) provides three possibilities for document generation: the Mod-
ules concept, Wiki pages and Word document interfacing. None of these facilities provides the neces-
sary mixed usage of artefacts in a single document. The new version (2011) of Polarion has a com-
pletely new concept related to interfacing with free-flow documents. Much of the Polarion basic func-
tionality in the 2011 version is also built to be interactive and editable through document-type views,
called LiveDocs, through the Polarion user interface. Polarion 2011 was not available for testing dur-
ing the project, but the manuals of the 2011 version presented a possibility of exporting hierarchical
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trees of the work items into the live documents. The exporting feature allows users to control which of
the fields are rendered to a document, how the work items are sorted in the lists and how many levels
of child items are shown in the lists. Users can edit the order and hierarchy of the work items in the
lists and tables in the document view, and these modifications are mirrored in the Polarion repository
that stores and manages the work items. Traces to other work items can also be browsed.

The 2011 version also has a feature in which the document that was originally generated and edited
with MS Word can be imported to Polarion to generate work items and their relations. The 2011 ver-
sion also has a Word round-trip editing feature with which the work items created in Polarion can be
sent in Word format to an external person for editing and imported back to Polarion when the updates
are ready. The earlier version (version 2010) has similar but much more limited Word file export and
import functionality. In version 2010, the document template is fixed and work items are rendered one
after another as individual items, and the produced output as such is not that useful for document gen-
eration purposes.

Version 2011 of the LiveDocs facility seems to be a more flexibly editable version of the Module
facility in version 2010. Without the ability to execute document generation tests with the Polarion
version 2011, its LiveDocs feature seems to offer much of the functionality needed in the TIKOSU
document generation context, including presenting multiple work item types in a single document. If
Polarion is used to generate, modify and store the safety-related artefacts in work item form, the Live-
Docs feature can be used to generate, e.g., parts of the technical file required by the Machinery Di-
rective.

5.3 Other issues

5.3.1 IIDAbase Document concept model

The 1IDAbase concept model for documents was presented in Figure 31 in Section 3.9.

The model in Figure 31 is only useful in cases in which the document is like a book with only sim-
ple text and figures. As soon as other artefacts need to be accommodated within the text, however, the
model does not work, e.g., to produce the piece of the document in Figure 71, the paragraph should
have a database relation to the stakeholder requirements. This would be easy to fix by adding the Re-
quirement artefact to the model in Figure 31 and relating it to the Paragraph artefact, but the Re-
quirement artefact is not the only piece of database information that may be needed in the document.
Hence, practically all the artefacts should be linked to the Paragraph artefact in the Document model.
Instead, it was decided to adhere to the concept of generating the documents such that the generic
pieces of text reside in the StyleVision template (not in the Chapter/Paragraph artefacts) and the ap-
plication-specific data are retrieved from the database by the StyleVision tool and put in appropriate
places within the text as shown in Figure 70 to Figure 75. The StyleVision template is then introduced
as a Document artefact (see Figure 76).
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Documentcode REERGVY Document kind Specification
Name SYSTEM REQUIREMENT SPECIFICATION OF THE CONTROL SYSTEM OF THE KOTOCASE
HYDRAULICALLY CONTROLLED PLAFTFORM
Description System requirement specification Version label 0.2
Date 3.9.2010
Link to diagram \Specifications\SyRS.html
Authors Jarmo Alanen, VTT

Link to source  \Specifications\SyRS.sps
Figure 76. The StyleVision template introduced as a Document artefact.

The Diagram artefact can be used with the Document artefact as suggested in Figure 31, e.g., to asso-
ciate a cover image with a document.

5.3.2 Formatted text

In many cases there is a need for formatted text and text with figures and tables etc. In practice, this
means that some of the fields of an artefact need to support formatted text instead of plain text. A typi-
cal example is the description field of a Requirement artefact.

The RTF (Rich Text Format), HTML and Wiki formats are the practical candidates for formatted
text. HTML was selected for both the formatted pieces of text and as the output format of the generat-
ed documents for the following reasons:

e It was easy to find an ActiveX control for the MS Access demonstrator tool that allows HTML
text to be input into a database field. StyleVision, on the other hand, allows bypassing of the
unnecessary rendering of HTML text again into HTML text and thus directly outputs the
HTML text from a database field to the HTML file.

e With the RTF and MS Word file formats, the engineers are tempted to update the documents
when they want to make changes to the artefacts shown in the document even though they
should update the artefacts in their original place, i.e., in the IIDAbase repository (through a
systems engineering tool). With HTML documents, it is very unlikely that the engineers will
try to do this.

5.4 Discussion

In the project, a system requirements specification for a demonstration system was created with the
StyleVision tool. It was noted that it is possible to make the generated documents look very similar to
the conventional word processing documents with which the engineers are familiar. The possibility to
embed mathematical equations into the text is still missing however. The equations must now be pre-
sented as images. This is true both in the case when the equations are written into the StyleVision
template and in the case when the text is written via the ActiveX control in the MS Access tool. In
fact, the problem with equations in HTML documents is a general one.

The Polarion ALM version 2011 tool, which was not available during the project, also seems to
provide much of the reporting functionality striven for in the TIKOSU project. The optimum is of
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course for the ALM or PLM tool used for the systems engineering to be capable of generating the
documents from the artefacts it stores, in which case, no special report generator tool is needed.

As a conclusion, we can say that a typical word processing file is not the optimum means for stor-
ing, transferring or presenting systems engineering data. Instead, the use of a central repository to store
the systems engineering information and presenting it through automatic generation of documents is
encouraged. If word processing files are used due to their familiarity, e.g., to transfer requirements
from customers to engineers, the word processing files must be well structured, and the transfer of
requirements thereupon from engineers to other engineers should preferably occur using the central
artefact repository tool.
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The purpose of the IIDAbase model is not to replace all the systems engineering tools but to define the
core set of artefacts that are needed in every systems engineering project of mobile machinery. In this
sense, the set of core artefact types is homogenous whereas the off-the-shelf tools are heterogeneous.
ISO AP233 was created to solve the integration problem of the tools, but the standard is still in the
draft phase (and has been in preparation for years) and is massive to implement. The tool support is
thus poor. The system engineering tools currently available do of course not support [IDAbase either.
Hence, a remarkable effort is needed to integrate the tools into I1IDAbase and each other via IIDAbase.
The basic model for tool integration is depicted in Figure 77.

o Open
— - -~ ~ -
g ~
- ~
—_—— T T T — — ~ ~
lIDAbase interface — — \/ssue Wore - ~
(IIDAdesktop) ~ rk ftemg ~ N
AN
~
AN
~
™ N ~ A
[ANNaS ~
% ~
I h N Polarion Ul
\ 4| Tools with ODBC AN
’ interface AN
L & N
O X
2 ) & N
\ S N
’ oS IIDAbase \
\ ) N
/ F S
| \ Y&
&
v 8 & SQL
T s tables
it
Gaabase |\ — Polarion/
i i L Subvefsion
Java scripts.
XML
Jitterbit or Altova) 'k‘ *,
integration L L
scripts.
% \ Components

\ Other tables and queries, ~ Signals
Safety analyses

Tools with XML
interface

Jitterbit or Altova
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Figure 77. Tools integration model.
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The integration model in Figure 77 assumes a dual IIDAbase repository model in which the
MySQL/Access-based 1IDAdesktop demonstrator works in conjunction with the Polarion ALM tool
such that the master IIDAbase repository is under Polarion (actually under the Subversion version
management program) and the necessary artefacts between IIDAdesktop and Polarion are synchro-
nized by Java programs. As the main data repository resides under Polarion in Subversion (SVN),
version management is handled by Polarion/SVN. This hybrid solution allows for the use of dedicated
integration environments like Jitterbit or Altova MapForce to map data directly from the database
tables or well-structured XML repositories of existing systems engineering tools to the 1IDAbase re-
pository through the MySQL database. The synchronization of data between MySQL and Polarion
cannot be done with Jitterbit because the XML structure of Polarion is flat, i.e., it does not have a
fixed XML schema®. Hence, Polarion’s Java API is used and Java scripts are created to perform the
synchronization of data.

The integration method depends on the type of tools, as follows:

A. Tools with an ODBC (Open Database Connectivity) interface. Such tools may connect di-
rectly to the IIDAbase database, but this may require changes to the tool to make full use of the
IIDAbase model if the tool’s configuration flexibility is poor. During the project, a special ver-
sion of the Vertex ED electrical CAD tool was created by Vertex Systems Oy as a demonstra-
tion of a direct electrical CAD and IIDAbase integration (see Section 6.4).

B. Tools with a local database or well-structured XML repository. In such cases, an integration
environment like Jitterbit or Altova MapForce can be used to synchronise the contents of the
tool’s local tables with the MySQL tables. This concept was also demonstrated with Vertex ED,
but this time with a standard version of Vertex ED. The problem is that in some cases it is not
possible to create new artefacts in the tool database via the database connection because of the
internal logic of the tools (e.g., adding a record in a table may require updates to other tables).
For one-way synchronization, from the tool to lIDAbase, this method may suffice, but if two-
way integration with full manipulation of the artefact sets is needed, it is better to use the API
(application programming interface) for integration (i.e., case C below), if the tool provides an
API.

C. Tools with an API. This involves, e.g., Java programming. In the project, a hybrid IIDAbase
solution that synchronises MS Access/MySQL and Polarion ALM implementations was demon-
strated using the API-programming concept. The problem with this concept is the programming
effort needed for the integration.

D. Other tools. E.g., a safety function verification tool called SISTEMA (by German DGUV/IFA)
was integrated with 1IDAbase using Java programming such that the SISTEMA project file, in
which the artefacts are stored in a flat XML format created from the IIDAbase (implemented by
MySQL) by a Java program, and vice versa the SISTEMA results are copied from the
SISTEMA project file to IIDAbase by another Java program. Furthermore, the integration of the

20 A fixed schema would be difficult to arrange because such ALM tools are generic and hence have to support
all the possible artefact models of the companies buying the tool.
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IEC 61131-3 PLC (programmable logic controller) programming environments supporting the
PLCopen XML standard was performed using this method, and the results were demonstrated
with the CoDeSys and MULTIPROG programming tools. Integration is limited to the 1/O inter-
face because the automatic generation of the function block networks requires well-established
design patterns for safety-critical machine control software. The integration target in the PLCo-
pen case was IIDAbase implemented as a Polarion Subversion repository. The problem with
concept D is the programming effort needed for integration.

Waltersdorfer et al. [23] use a method similar to cases C and D; they use Smooks®! as the scripting
framework to create the integration transformations.

It may be that some tools cannot be integrated perfectly into IIDAbase, for example, in the case of
SISTEMA. Although most of the information integrates well, the transfer of certain pieces of the in-
formation from SISTEMA to IIDAbase would require that part of the SISTEMA internal logic to be
programmed into the integration scripts.

Type A tools include, e.g.:
e Microsoft Office tools incl. Visio
o VTT safety analysis tools
o Vertex ED electrical CAD tool (tailored version)
e (possibly Eclipse + EMF + CDO)
Type B tools include, e.g.:
e CaliberRM requirements management
e OSRMT requirements management
e Vertex ED electrical CAD tool
e Testlink test management tool

Type C tools or tools with an XML interface in general include, e.g.:

e |EC 61131-3tools, e.g., CoDeSys 3.0 and MULTIPROG
o Possibly the new generation of CANopen configuration tools

Type D tools include, e.g.:

e SISTEMA safety evaluation tool
e Polarion.

2! http://www.smooks.org [Referenced 12.01.2011]
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6.1 Jitterbit

Jitterbit is an open source integration tool that allows integration of XML files, various database for-
mats and other data sources such as FTP, web services and hierarchic file structures. It was used to
mirror and synchronize MySQL tables from the Vertex ED electrical CAD tool to enable its interfac-
ing to IIDAbase. With Jitterbit, it is possible to schedule these synchronizations or run them on de-
mand. It also allows type conversions and combinations of table rows or cells. An example of a Jitter-
bit synchronization script is shown in Figure 78. In the figure, some fields are censored to protect the
intellectual property of Vertex.

&, Transformation: kotocase-vertex Status: @ Vald v@Edac s X

Name |kotocase-vertex

=SOURCE: kotocase_database r [ TARGET: vertex_database
] part_type_id (INT <4>) def = - L ydef =
—E product_id? (VARCHAR <12>) daf = | & —E CODE? (VARCHAR <1Z>) def =
—Q name (VARCHAR <12>) def = | " i) ) def =
"-‘E description? (LONGTEXT <-1>) daf = | — & —m DESCRIPTION? (VARCHAR <12>) def =
e device_family? (VARCHAR <12>) def = = —g PRODUCT? (VARCHAR <12>) def =
—B supplier? (VARCHAR <12>) def = | -1 Jof =
_] order_number? (VARCHAR <12>) gaf = = . lov)daf=
—_] datasheet? (TEXT <-1>) def = ] def =
ed) is_well_tried? (BIT <-7>) def = ¢ ; pi| def =
=] HW_version? (VARCHAR <123>) def ] MANUFACTURER? (VARCHAR <123>) def »
i) supplier]D? (VARCHAR <12>) def = ] v )def =
= 1 ciinnlier tavi? (MENTHMTEXT <135\ daf = = = e - Aaf = l=

Figure 78. Jitterbit integration example.

The figure shows a graphical representation of the script created with the Jitterbit Integration Envi-
ronment tool. In the example, a mapping between the IIDAbase database and the database of the Ver-
tex ED tool is scripted to provide the information stored in 1IDAbase to Vertex for the electrical engi-
neer to use. As the databases are not fully compatible, only the relevant fields are synchronized. This
script, or a ‘transformation’ in Jitterbit terms, can then be scheduled to run, for example, every night.
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6.2 Polarion-MySQL integration

The data transfer between Polarion, the MySQL database and the Access tool was implemented using
the Polarion Java API. Figure 79 shows the basic principle of the functionality. In the figure, the inter-
actions between the components are shown as arrows with a descriptive text next to the arrow. The
circles attached to the database shapes represent the method of accessing the database or repository.
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(IIDAdesktop)

Run
View and Polarion Ul
edit
tables Java
application Edit or
Edit or create View and
create work edit work
table items items
rows

ODBC
MySQL
driver

Polarion
Java APl
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driver

N
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| \ L]
Records Work
items

w w

Figure 79. Integration between the MySQL database and SVN-based Polarion work item repository.

The Java application is called when a user presses a button in a form, for example, ‘Fetch all’ as
shown in the Risk assessment form in Figure 46. The project in question and the mode are given as
parameters to the Java application. The application then performs the necessary MySQL queries via
JDBC (Java Database Connectivity) and uses the Polarion API to carry out the relevant operations to
the Polarion work items in question. In the case of refreshing the risk assessments, the Polarion API is
first queried for all Risk assessment work items related to the project in questions and the Risk assess-
ment table in the MySQL database is then updated with the information from the work items. If a work
item has no corresponding table row, a new one is created.
An example of the use of the Polarion Java API is shown in Program 4.
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Program 4. Polarion API usage example code.

// Set up the address for Polarion
setUpPolarionAddress();

// Set up the Polarion web services
setUpPolarionWebServices();

// log in, get credentials from prop-class
sessionService. logIn(prop.getProperty(*'user'), prop.getProperty(“'passwd'));
project = projectService.getProject(projectlD);

// Begin a transaction
sessionService.beginTransaction();

// Query the work items with hazard_code as their title
String lucenequery = ("title:\"" + hazard_code + "\""");
String[] uris = trackerService.queryWorkltemUris(lucenequery, "ID");

// ... do some checks and locate the work item in question
// (implementation omitted from this example, place of uri at variable i)

Workltem wi = trackerService.getWorkltemByUri(uris[i]);

// set the properties of the work item that need to be updated
wi.setTitle(title);

wi .setDescription(desc);

wi.setSeverity(new EnumOptionld(severity.toLowerCase()));
wi.setProject(project);

wi .setType(type);

// set the custom field “hazard_code” of the work item
CustomField f = new CustomField();

f = trackerService.getCustomField(wiURI, "hazard_code™);
f.setValue(hazard_code);
trackerService.setCustomField(f);

// ... set other custom fields (omitted)
// Save the updated work item
trackerService.updateWorkltem(wi);

// End the transaction and the session
sessionService.endTransaction(false);
sessionService.endSession();
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In the example, a work item is fetched from the Polarion SVN repository, edited and then saved. The
work items are handled through a web service called TrackerService, and the session is handled in
SessionService. After it is acquired through the tracker service, a work item is an ordinary Java object
with member functions for getting and setting its properties.

The JDBC MySQL connectivity is shown in Program 5.

Program 5. JDBC MySQL connectivity example code.

// This will load the MySQL driver, each DB has its own driver
Class.forName(''com.mysql . jdbc.Driver™);

// Setup the connection with the DB

conn = DriverManager .getConnection("jdbc:mysql://192.168.0.1", "user",
"password'™);

// Create a statement

Statement statement = conn.createStatement();

// Create a query

String query = "SELECT * FROM kotocase.ib_pha_hazards i, kotocase.ib_hazards k
where i.pha_hazard_id = "

+ pha_hazard_id + "™ AND i.ib_hazard_id = k.hazard_id;";

// Execute the query

statement.execute(query);

// Get the results of the query

resultSet = statement.getResultSet();

while(resultSet._next())

{

// Store the fields in variables

hazard_type_or_group = resultSet.getString("'hazard_type_or_group™);
}

// Close the resultset, the statement and the connection
resultSet.close();

statement.close();

conn.close();

In the example, a MySQL connection is opened, a query is performed and the results of the query are
read to variables. These mechanisms make the data interchange from the MySQL database to Polarion
and back possible. The developed Java application has four modes of operation. These are:

updating (or inserting) a single PHA row from MySQL to Polarion

inserting (or updating) various PHA work items from Polarion to MySQL

updating (or inserting) a single risk assessment row from MySQL to Polarion
inserting (or updating) various risk assessment work items from Polarion to MySQL.
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Figure 80 shows the functionality of the first mode as a sequence diagram.
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Figure 80. Java application functionality when updating a PHA.

The other modes function similarly, with queries from both the MySQL database and the Polarion
SVN repository when needed, with some manipulation of information and checking of attributes for
null values in between.

6.2.1 Discussion

The integration between Polarion and MySQL, while possible and to some extent quite easy to imple-
ment, has some problems. Using the Polarion Java API with work items of such complexity as those
used in this project may easily cause the Java code used for integration to be quite inflexible. The custom
field definitions and enumerations, such as the work items’ customized statuses, have to be hard-coded
into the program. This means that whenever a new project is created in Polarion, it has to have exactly
the same kind of custom work items and enumerations; otherwise the integration program has to be cus-
tomized again. It would be possible to program the integration software to be less hard-coded, but this
method would also be prone to errors when the custom definitions of a Polarion project were edited.
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The Java API does provide tools for doing almost everything to the work items and retrieving all
their information, but replicating the hierarchy between the work items to the MySQL tables is quite
difficult without radically changing the data model into something that replicates that of Polarion more
closely, which would of course defeat the purpose of the IIDAbase model altogether.

Hence, it is suggested that the practical implementations of 1IDAbase are either ALM or PLM tool
implementations with an 1IDAbase profile or database implementations such as the 1IDAdesktop de-
monstrator. The former solution requires the creation of the IIDAbase profile, while the latter solution
requires programming of version, management and traceability features into the IIDAdesktop tool.
(The database model supports version handling either in the database itself or in a version manage-
ment program like Subversion.) A hybrid solution like the one presented above is not the optimum
solution.

6.3 CoDeSys and Multiprog integrations

The integration into IEC 61131-3 [9] environments was decided to be implemented using the PLCo-
pen XML specification, which is an open standard for exchanging IEC 61131-3 structures in textual
form. Currently, both CoDeSys and MULTIPROG support the import and export of PLCopen XML
structures, and other IEC 61131-3 platforms will supposedly also do so eventually. PLCopen XML
was chosen in spite of being a little less expressive than vendor-specific formats of these programming
environments. The openness and standard form of PLCopen XML was considered an important factor
when choosing the transfer method.

The integration is done with a specially crafted Java application. The basic principle of operation is
presented in Figure 81. It was decided that the integration would be done against the Subversion (SVN)
repository instead of MySQL. The operation was divided into two separate parts: forward and backward
integration. Forward integration was defined as the transfer of data from IIDAbase to IEC 61131-3.
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Figure 81. Basic principle of integrating IEC 61131-3 environments into [IDAbase.

The internals of the Java application are shown in Figure 82. In the forward integration mode, the ap-
plication takes the address of an SVN repository as user input and if it finds a Polarion project that
conforms to the IIDAbase Structure model (see Section 3.6) in the repository it then builds an inner
meta model of the Structure model using the Polarion data. The application uses an SVNKit library for
accessing the SVN server and SAX for parsing Polarion data files, which are XML documents. From
the created data model, the application creates a DOM conforming to the PLCopen XML schema. This
DOM is then written to an XML file that is the final PLCopen XML file. This file can then be import-
ed by the IEC 61131-3 environments, which support PLCopen XML.

In backward integration, the internal 1IDAbase model is built in the same way as in the forward
mode. The desired PLCopen XML file (exported from the IEC 61131-3 environment) is then pro-
cessed to fill an internal IEC 61131-3 model. This information is compared with the 1IDAbase infor-
mation while internally mapping the IEC 61131-3 structures in the internal model to corresponding
ones in the IIDAbase model. If there are differences between these two information sets, the IIDAbase
information is updated according to the one in the IEC 61131-3 model. Finally, the changed items of
the IIDAbase model are written to the SVN server.
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model to SVN

End
Figure 82. Internals of the IEC 61131-3 integration into IIDAbase.

IEC 61131-3 is a standard that defines programming languages for programmable logic controllers. It
does not provide means to describe hardware-related structures. As the 1IDAbase Structure model, on
the other hand, is all about hardware structures, there is a semantic heterogeneity between these two
data models. When observed from the hardware point of view, the IIDAbase Structure model is far
more expressive than IEC 61131-3, which causes the integration between these two to be demanding.
We are able to automatically generate the following IEC 61131-3 structures from IIDAbase as depict-
ed in Figure 83:

e Configuration (from each Part in IIDAbase)
e Variable for Configuration (from each Signal flow linked to Part)
e Address for Variable (from Electrical pin linked to Signal flow).
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PLCopen XML

<instances>
<configurations>
<configuration name="Platform_controller=s
<resource nane="DefaultResource”s>
<globalVars name="GlobalVariables” />
</resource>
</configuration>
*_| <conflguration name="Chassis_controller™> |
<resource naneés="UeTauliHesource >

LobalVars name="GlobalVariables"s
//7@9 address=JsIN3. 5] name="Platforn_11lt_angle > ]
<.-;]'pv

</wariable>
<variable address=J%IX2.1* name="Platform_position_bit_l_signal">
<type>

<BOOL/>
</type>
</wariable>
<variable address="%MN1" name="Platfors_position_signal®>

<type>

<INT/>

</type>

</wariable>

<type>
<BOOL/>
</type>
</variable>

<variable address="%IX2.23" name="Flatform_position_bit_12 signal">

Figure 83. Relations between the IIDAbase structure model and the IEC 61131-3 structures in PLCo-

pen XML.

In addition, a function block stub is created for every Composite signal flow. In this function block,
two or more variables (derived from Primitive signal flows, which together compose the Composite
signal flow in question) are taken as an input, and one output variable is given. The logic for combin-
ing these Primitive signal flows into a Composite signal flow cannot be automatically determined and
the user should fill in the implementation of the function block stub manually using the given variables

in the IEC 61131-3 environment.

In Figure 84, the data are presented in CoDeSys after importing a generated PL Copen XML file.
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- _I]II PLC Logk Platform_position_bit_7_signal AT % BOOL
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@ Globatvarisbies Platform_position_bit_3_signal AT % : BOOL:
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‘ END_VAR
|
[

Type of Signal Flow

Part Signal Flow Address of Electrical
Pin to which Signal Flow is
connected

Figure 84. PLCopen XML data in CoDeSys and corresponding items in [IDAbase.

For the backward integration, only the changing of a variable type was implemented. Currently,
CoDeSys and MULTIPROG do not support the Global ID feature of PLCopen XML, and hence the
objects have to be identified by their name, thus preventing a change of name. For the same reason, we
are not able to reliably change an address of a variable as we cannot identify the corresponding Elec-
trical pin in the IIDAbase repository. We would be able to create a whole new structure model to
IIDAbase from scratch using backward integration, i.e., having an empty structure model and populat-
ing it using the IEC 61131-3 data. This would leave the structure model inconsistent, however, and
would require many of the blanks in the model to be filled in manually. Thus, it was not chosen for
implementation at this point.

6.4 Vertex ED integration

Two integration demonstrations with Vertex ED were carried out. The first demonstration was done
using the Jitterbit integration environment as presented in Section 6.1. The components library of Ver-
tex ED was reflected in the IIDAbase part type library and vice versa. The demonstration proved the
applicability of Jitterbit in cases in which a tool’s data repository was implemented as a database. In
general, however, it may be difficult with this type of integration to carry out two-way synchronization
of the data, as pointed out in Section 0 Case B.

Fortunately, during the discussions with Vertex Oy, the persons from Vertex offered to make a
demonstration version of Vertex ED such that the ED tool connected directly to 11DAbase without any
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integration environment or scripts between the Vertex tool and IIDAbase. Hence, it was decided that a
Vertex ED demonstration with direct use of the 1IDAbase repository would be created. The goal of the
demonstration was set as follows:

to integrate Vertex eCAD into the IIDAbase Structure model

to make it possible to pick Part artefacts from IIDAbase to an eCAD drawing. The parts con-
tain meta information like part names, but they also relate to ports, and the ports relate to pins.
Pins of ports of different parts can be connected together via a connection. A signal flow (the
application-specific logical signal) can be designated to electrical pins and to a connection

to display the meta information of a part, especially the name of the part in the drawing, while
also providing the possibility of browsing other meta information, although not necessarily
putting it in the drawing

to pick the pin numbers and name from the IIDAbase and display them in the drawing

to pick a signal flow from the IIDAbase, attach it to a wire in the drawing and display it in the
drawing

to use the symbol names of the parts from the lIDAbase.
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A small control system was defined for use in the demonstration. The control system is illustrated in

Figure 85.

Specification parameters

spec_params_code | name short_name | description abs [tol [min [typ |max |unit |cond
Module weight without fasteners and male
SPEC_1 Weight m connectors / 700 g
SPEC_2 Height h Height with connectors includeﬂ 35 mm
SPEC_3 Width w Width at center 113 mm
SPEC_4 Length | Length at center / 147 mm
SPEC_5 Supply voltage | Vbat The supply voltage range / 9 32 |V
Input
SPEC_6 registance Ri Input resistance of the digivél input{‘igt’> < 9 11 | kohms | Vi greater than 4,3 V.
Module related parameter Ry 6
2 /&

Quadrature encoder in
part type library
X1

Electrical pin names
EcoSense15

N
Controller in part type braré\)o
XM4 .
l Ny

7

Vbat
GNDbat
CAN1_L
CAN2_H
GNDsensor
12Vout
DI1/AIn
DI2/Al

} Pin group1

} Pin group;

}P

Pin group4

group3

Pin group5

EPEC 2024

Platform position

Primitive

Instance of the quadrature
encoder

N~
Platform_position_encoder

Electrical pin names

XM4
Connector §;;}
Connections }__“
e
xt., —

Instance of the controller

Pos_sens_Vs

t
latform_position_A
Platform_pos_A ! /ﬁ i —

Hs

Plat it
Platform_pos B /1% meml,/ 180 position B

Composite Signal flow:
Platform_position (mapped to
physical connections)

Is not necessary to show in
eCAD drawing?

Signal flows carried
by the connections
Note! It is possible to
name the connection as
well, but there may be no
need for that

Vbat Supply in port
GNDbat

CAN1_L CAN port
o1

CAN1_H P

GNDposﬁsensoT

Platform_pos_port
12Vpos_sensor P

Josition‘ \
T\ software

Platform_pos_A

latform

Platform_pos B
DI1/AIN

Chassis_controller

Figure 85. A control system case used to demonstrate the Vertex ED — IIDAbase integration.

The preconditions of the demonstration were such that the system engineer had created the control
system in Figure 85 in the IIDAbase. Now, it was time to pass on the design to the electrical CAD
designer. As the Vertex ED tool connects directly to IIDAbase, the electrical CAD designer can pick up
the components from 1IDAbase (see Figure 86) and start to design the physical wiring (see Figure 87).
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Figure 86. Selecting the components from lIDAbase (the user interface of Vertex ED combines the meta
information for parts from the part type library and from the Part artefact [the instance of the part type])

_I -
2]
]3 I
TaT
= I T
-STX1
on encoder ke
Additional
_|_ wiring design
-PC1-XM1

Figure 87. Starting the eCAD design.

As can be seen in Figure 87, the components picked up from IIDAbase are connected to each other
with “‘rubber wires’ that show the connections made by the system engineer. When the eCAD designer
adds joints etc. to the wiring (as also shown in Figure 87), he must press the ‘lIDAbase diagram
checks’ selection to check that all the connections created by the system engineer are still valid after
breaking the lines and adding the joints. Furthermore, the name of the part, Platform position encoder
(partly shown in Figure 87), comes from IIDAbase. Hence, if the system engineer changes the name in
the 1IDAbase, the name of the component is also updated in the electrical CAD drawing after refresh-
ing the figure. The same can be done for the signal flow names and for the pin names (not shown in
the figure).
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The Vertex ED demonstration proved that for a tool that already uses a database for storage, it is
relatively easy to modify it to use IIDAbase directly.

The demonstration worked out well and highlighted the potential of the 1IDAbase concept in electri-
cal engineering.

6.5 SISTEMA integration

A two-way integration scheme was developed between SISTEMA (Safety Integrity Software Tool for
the Evaluation of Machine Applications) tool by IFA (Institut fir Arbeitsschutz der Deutschen Gesetz-
lichen Unfallversicherung) and IIDAbase. The integration makes it possible for the safety engineer to
use the 1IDAbase Structure data created by the system engineer, when calculating PL values of safety
functions with SISTEMA. Furthermore, some information such as the PL, CCF and DC values calcu-
lated by the SISTEMA tool can be ported back into [IDAbase for review by the system engineer.

From an integration perspective, the IIDAbase MySQL database is first used as a source and after
the work performed in SISTEMA, a target for the data. SISTEMA handles data in flat XML files
called .ssm. An example of the SISTEMA XML file is shown in Figure 88.

- <table table_name="sfs">
- <fields>
<field field_name="isprotected"” field_kind="integer" field_Size="0" />
<field field_name="normversion" field_kind="string" field_Size="1024" />
<field field_name="ssmversion" field_kind="string" field_Size="128" />
<field field_name="name" field_kind="string" field_Size="1024" />
<field field_name="oid" field_kind="string" field_Size="36" />
<field field_name="document” field_kind="string" field_Size="2048" />
<field field_name="documentation" field_kind="string" field_Size="8192" />
<field field_name="plr" field_kind="string" field_Size="3" />
<field field_name="plrdet" field_kind="string" field_Size="11" />
<field field_name="plrdocumentation” field_kind="string" field_Size="8192" />
<field field_name="plrstandard” field_kind="string" field_Size="8192" />
<field field_name="plrstandardfile" field_kind="string" field_Size="2048" />
<field field_name="reaction"” field_kind="string" field_Size="0" />
<field field_name="riskparamf" field_kind="integer" field_Size="0" />
<field field_name="riskparamp" field_kind="integer" field_Size="0" />
<field field_name="riskparams" field_kind="integer" field_Size="0" />
<field field_name="safestate" field_kind="string" field_Size="8192" />
<field field_name="sftype" field_kind="string" field_Size="1024" />
<field field_name="triggerevent" field_kind="string" field_Size="8192" />
<field field_name="plcal" field_kind="string" field_Size="3" />
<field field_name="pfhcal" field_kind="string" field_Size="12" />
</fields>
- <rows>
<row isprotected="0" normversicn="ISO 13849-1:2006, ISO 13849-2:2003"
ssmversion="1.1.1" name="Avoidance of unexpected movements"
0id="SEB1BA30-6609-4E64-9BF3-8CDF99E38F5A" document=""
documentation="" plr="pID" plrdet="detDirect" pirdocumentation=""
plrstandard="" plrstandardfile="" reaction="Execution of the working
movements of the earth-moving machine desired by the user"
riskparamf="1" riskparamp="0" riskparams="0" safestate="Stop of the
dangerous movements of the earth-moving machine" sftype="Prevention
of unexpected start-up” triggerevent="Manual movement of the multi-
purpose control (MPC) by the user” plcal="pID" pfhcal="3.9824927516797E-
>
</rows>
</table>

Figure 88. An .ssm-file XML example.
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Figure 89 shows the relevant part of the IIDAbase Structure model.
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Figure 89. SISTEMA-related parts of the IIDAbase data model.
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A SISTEMA .ssm-file consists of ‘projects’ (PR) that have safety functions (SF, named ‘components’ in
the .ssm file), ‘subsystems’ (SB), ‘channels’ (CH), ‘blocks’ (BL) and ‘elements’ (EL). An example of
the SISTEMA data hierarchy as it is shown in the SISTEMA user interface is presented in Figure 90.

F!‘:: SISTEMA - Safety Integrity Software Tool for the Evaluation of Machine A

File Edt View Help
New (= Open... - *58 Library

il
S Projects |
= X PR 16 Earth-moving machine control system with bus system
= X Avoidance of unexpected movements
v 5B MPC $1
= X SB Logic control
= v CH Channel 1
vBL K1
vBL K3
v BL K5
= vBL R1
v EL Microcontrolles
v BL K6
v BL K7
v BL R2
= W CH Channel 2
v BL K4
= XSB Hydraulic control
= & CH Channel 1
v BL 1v4
= v CH Channel 2
v BL V3

Figure 90. SISTEMA data model as presented in the SISTEMA user interface.

The technologies and techniques used in the integration include Java and its string manipulation, file
access and OID generation facilities as well as JDBC for MySQL queries.

Two separate Java applications were written, mysql2sistema and sistema2mysqgl. They make the in-
tegration in different directions, as their names suggest.
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6. Integration examples

The main input from MySQL to SISTEMA are all the artefacts of the SF-SB-CH-BL-EL hierarchy
and the MTTFd values of individual blocks, parts (element in SISTEMA) or safety-related parts of a
control system (subsystem in SISTEMA\). After the safety engineer has finished with SISTEMA, PL,
PFH, CCF and DC values are provided to the IIDAbase. The data flows (inputs and outputs) are also
presented in Figure 91.

IIDAbase
MySQL
Block or part SRP CS Safety function
MTTEd PL, PFH,

CCF points,
DC average

Achieved
PL

sistema2mysql

mysql2sistema

SISTEMA
.SSM

Figure 91. Data flows in IIDAbase-SISTEMA integration.

6.5.1 MySQL 2 SISTEMA

The mysql2sistema application integrates MySQL data into SISTEMA by reading the relevant data
from MySQL via JDBC, saving it as Java objects and then writing a SISTEMA-compatible .ssm file
with the contents read from the database. The application retrieves the system_code of the system un-
der consideration as a parameter. The name and location of the .ssm file to be written are also read
from the database. Finally, the SISTEMA application is started automatically, and it also opens the
newly created .ssm file.

The data from MySQL are saved in Java objects that replicate the hierarchical structure of the data.
The objects are instances of SistemaProject, SistemaSafetyFunction, SistemaSubsystem, SistemaChan-
nel, SistemaBlock and SistemaElement classes, which include all the data related to a row in a corre-
sponding MySQL row or SISTEMA object. The classes have getters and setters for all the data and an
ArrayList data structure that holds the objects hierarchically below the class in question.

The .ssm file is first produced as a string by going through the object hierarchy and filling an empty
string copied from an empty .ssm file. The string is then written to a file, which is created if necessary.
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6.5.2 SISTEMA 2 MySQL

The sistema2mysql application also receives the system_code as a parameter and uses it to find the
location and name of the .ssm file. It then reads the .ssm file contents and creates a set of Java objects
portraying the data model present in the .ssm file. The Java objects that model the hierarchy of the
elements are the same as in mysql2sistema, the only difference being that the unique OIDs of the arte-
facts are used as identifiers. After reading the .ssm file, the application updates the corresponding
fields in the IIDAbase MySQL database with values provided by SISTEMA. The values that are added
include the achieved PL value of the safety-related part of the control system (SRP/CS) carrying out
the safety function, PL, PFH, CCF points, DC average, MTTFd values and Category for the safety-
related sub-parts of the control system, and finally DC values for the blocks.

6.5.3 Notes

The integration between SISTEMA and MySQL, while successful in this case, is not without draw-
backs. The SISTEMA application is not designed to work with .ssm files filled by an external pro-
gram, and the .ssm files do not include all the information visible in the user interface. Hence, it is
only partly possible to retrieve data from SISTEMA. Examples of data not available in the .ssm file
include the category conditions for the artefacts and their values (condition met or not met). These
cannot be extracted from the .ssm file without extensive logic and SISTEMA-like functionality in the
integration software.

In the case of prefilled .ssm files, the SISTEMA may function unexpectedly. For example, if the PL
value of a safety function is prefilled in the .ssm file but the value has not yet been calculated in the
SISTEMA user interface (if some preconditions for calculation are not met), the value in the .ssm file
may remain, even after saving, as it has been set manually (whatever the value). This may provide
unfavourable results in integration if the values in .ssm files are set incorrectly and SISTEMA cannot
yet calculate the actual results.
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7. Summary

The systems engineering artefact model, the 1IDAbase model, presented in this research note is ready
for use by the machine control system developers. The lack of a sophisticated tool that implements and
uses the full potential of the model hinders its use however. Commercially available Application
Lifecycle Management tools, like Polarion ALM presented in this report, are good choices for imple-
menting the model, provided that a dedicated user interface profile for the use of the model is created.
This can be implemented without tailoring the tool itself. Another possibility is to create a new tool
similar to the MS Access-MySQL demonstration tool, but it would require the implementation of fea-
tures like version management and traceability, which are standard features of ALM and PLM tools.
This still leaves a systems engineering tool with which the system engineer can draw the architecture
diagrams such that the artefacts according to the IIDAbase model are created automatically while
drawing. Existing SysML tools with database connection are good candidates for the basis of such a
tool, but while the culture of using SysML is still in its infancy in industry, a better alternative would
be to tailor such a tool from an existing electrical CAD tool, as these are better known by the machine
manufacturing companies.

Nevertheless, while waiting for the tools, the machine manufacturers can use the IIDAbase model
starting from the risk assessment model: the risk assessment needs to be put in order anyway due to
the Machinery Directive.
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single source, data repository implementations that ensure a consistent view of artefacts in different
design disciplines, like software development and electrical CAD.

Two implementations of the designed model are presented: Polarion ALM and MySQL with an MS
Access front-end. Examples of tool integrations using the model are also demonstrated.

The benefits are also emphasized from the perspective of documentation. A centralized artefact re-
pository can support the automated creation of documents based on demand. For example, the sys-
tem requirements specification and the relevant parts of the technical file, which is required by the Ma-
chinery Directive, can be generated from the database.
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